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HNHcTpyknus s o0ydyaomuxcs no odecnedyeHH0 MHPOPMAIIMOHHOI 0€30I1aCHOCTH NPH
HCIO0JIb30BaHUHU ceTH «AHTepHeT» ISl pa3MellleHnsl B Y4eOHbIX Ka0HHeTaX, B KOTOPbIX
OCyLIeCTBJIsieTcs J0CTYH B ceTh «AHTepHeT)

C KaxJbpIM TOJJOM MOJIOJICKU B HHTEPHETE CTAHOBUTHCS OOJIbILE, a IIKOJIBHUKH OHU U3
caMbIX AaKTHUBHBIX MoJb3oBaTeneii Pynera. Mexay Tem, MOMHMO OTPOMHOIO KOJIHWYECTBA
BO3MOXXHOCTEH, HHTEPHET HECeT U MpoOieMbl. DTa maMATKa J0JDKHA TOMOYb Tebe O6e30macHo
HaXOJUThCS B CETU.

Komnbrorepubie BUPYChI

KomnbloTepHblii  BUpYC - 3TO  Pa3HOBUJHOCTh  KOMIIBIOTEPHBIX  MPOTPAMM,
OTJIMYUTENBHON OCOOEHHOCTBIO KOTOpPOW SIBJISIETCSl CIIOCOOHOCTh K pasMHOXEHHI0. B
JIOTIOJIHEHUE K 3TOMY, BUPYCHl MOTYT MOBPEIUTh WJIM MOTHOCTHIO YHUUTOXHUTH BCE (halliibl U
JTaHHbIE, TOJKOHTPOJIbHBIE MOJIB30BATEN0, OT UMEHH KOTOpPOro Oblia 3amylleHa 3apa’keHHas
NporpaMMa, a TaKXe MOBPEAUTh WM JaKEe YHUUTOXHUTH ONEPAlMOHHYIO CHUCTEMY CO BCEMH
daitiamu B menom. B OONBIIMHCTBE CITydaeB pacpoCTPAHSIOTCS BUPYCHI Uepe3 HHTEPHET.

Metozp! 3alUThl OT BPEAOHOCHBIX ITPOrPaMM:

1. Ucnonb3yit COBpeMEHHBIE OMEPALMOHHBIE CHCTEMBI, UMEIOIINE CEPhE3HBI YPOBEHB
3alUTHI OT BPEIOHOCHBIX MPOrpamm;

2. TocrosHHO ycTaHaBiuBail ma4ytu (UUQPOBBIE 3aMJATKH, KOTOPHIE aBTOMATUYECKH
YCTaHABJIMBAIOTCA C LEIbI0 JOpabOTKHM MpPOrpaMMbl) U JIpyrue OOHOBJIEHHS CBOEH
omneparmoHHOoN cucTteMbl. CKauyuBail UX TOJIBKO ¢ ohuIHaIbHOTO caiita pazpadotunka OC. Eciau
CYLIECTBYET PEXHM aBTOMATUYECKOI'0 OOHOBJIEHHU S, BKIIOUYH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTEPE O] IpaBaMu I0JIb30BATEINS, a HE aJMUHUCTPATOPA.
OTO HE NO3BOJIUT OOJNBIIMHCTBY BPEIOHOCHBIX MPOTPaMM HHCTAIMPOBATHCA Ha TBOEM
MepPCOHaIbHOM KOMITBIOTEPE;

4. Ucnonb3yit aHTUBUPYCHBIE TPOTPAMMHbBIE TPOAYKTHI U3BECTHBIX MPOU3BOAUTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannyb (pU3HYECKUI JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHUX JIULL;

6. Mcnonb3yil BHEIIHHE HOCUTENIN WHPOPMALIMH, TaKhe Kak ¢uienka, TucK uiu Qaim u3
MHTEPHETA, TOJIbKO U3 TPOBEPEHHBIX UCTOUHUKOB;

7. He oTkppIBall KOMIbIOTEPHBIE (Daiijibl, MOTYYEHHBIE U3 HEHAAEKHBIX HCTOUHUKOB.
Haxe Te Qaityipl, KOTOpbIE MPHUCIIAT TBOM 3HAKOMBIN. JIydllie yTOUHH y HETro, OTIPABJISUI JIK OH
Tebe ux.

Cern WI-FI

Wi-Fi - 510 He BHI TIepeayn JaHHBIX, He TEXHOJOTHS, a BCETO JINIIb OpeH 1, Mapka. Erie
B 1991 roay HmaepiaHjickas kommaHus 3aperucrpupoBana opera "WECA", yto o6o3Hayano
cioBocouetanue "Wireless Fidelity", koTopblit mepeBoanTcs Kak "0ecripoBOIHAs TOYHOCTD'.

Jlo Hamero BpeMeHM Jouuia japyras aOOpeBuarypa, KOTOpas SIBJISETCSI TaKOH ke
TexHosioruei. 9To abbpeBuarypa "Wi-Fi". Takoe Ha3BaHHe ObUIO TaHO C HAMEKOM Ha CTaHIIApPT
BBICIIIEH 3ByKOBOW TexHUKH Hi-Fi, 4To B mepeBojie 03HavYaeT "BHICOKAs TOYHOCTD'.

Ha, O6ecraTHbIii MHTEPHET-IOCTYN B Kade, OTeNnsaX W a’dponopTax SBJSETCS OTIMYHOU
BO3MOXXHOCTBIO BBIXOJ[a B HHTEpHET. HO MHOTHE SKCIEpThl CUUTAIOT, YTO 00ImenocTymHbie Wi-
Fi cetu He aBist0TCSA 6€30MaCHBIMHU.

CogeTbl 110 6€30MaCHOCTH pabOThI B 00IIEI0CTYIHBIX ceTsx Wi-fi:

1. He mepenaBaii cBoro nmunyro uH(popmanuio depe3 obmenocrynusie Wi-Fi ceru.
PaGoras B HUX, J)enarenbHO HE BBOJAUTH NAPOJIH JIOCTYIA, JIOTUHBI U KaKUe - TO HOMEpa,

2. Ucnonw3yit u OOHOBJISIH aHTUBHUPYCHBIE MPOrpamMMbl U OpaHamayep. TeM caMbIM Thl
o0e3omacHIb ce0st OT 3aKa4Ky BUPyca Ha TBOE YCTPOUCTBO;



3. Ilpu wucnonszoBanuu Wi-Fi oTtkmtoun ¢ynknuio "OOmmit moctynm K (aiiiam u
npuntepam”. JlaHHas (YHKIUS 3aKpbITa MO YMOJYaHUIO, OJHAKO HEKOTOpbIE IOJIb30BaTENN
aKTUBHPYIOT €€ Ul y100CTBa NCIIOJIb30BaHMs B paboTe win yueode;

4. He ucnone3yit nyomuunbiii WI-FI nns mepenaum JMYHBIX AaHHBIX, HalpUMep AJs
BBIX0/1a B COLIMAJIBHBIE CETH WJIM B AJIEKTPOHHYIO M1OYTY;

5. Ucnons3yit Tonpko 3ammmieHHoe coenuHenue depes HTTPS, a nve HTTP, T.e. npu
Habope BebO-aapeca BBoau uMeHHO "https://";

6. B wMoOumpHOM Tenedone orkmoun  Qynkumio "Tlogkmodenue k- Wi-Fi
aBToMaruuecku'". He momyckail aBTOMaTHYECKOTO MOAKIIOUEHHS YCTpoCcTBa K ceTsiMm Wi-Fi 6e3
TBOET'O COTJIacHsl.

CouuanbHble ceTH

CouunanpHble CETH aKTUBHO BXOJAT B HAIly >KM3Hb, MHOTHE JIIOJIM pabOTAIOT U JKUBYT
TaM MOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MuJuIMap]] 4elI0BEK, UTO SBJIACTCS OIHOMN
CeIbMOM BCeX JKUTeNel miuaHeTbl. MHOrMe IMoib30BaTeNd HE MOHUMAIOT, YTO MH(pOpMaIus,
pa3MellleHHas UMU B COLUAJIbHBIX CETSAX, MOXKET ObITh HallIeHa M MCIOJb30BaHA KEM YTOJHO, B
TOM 4YHCJI€ HE 003aTeNIbHO ¢ OJaruMu HaMEepPEeHUSIMU.

OCHOBHBIE COBETHI 110 0€30MACHOCTH B COLIMATIBHBIX CETSIX:

1. Orpanuub cnucok apyse. Y TeOsd B Jpy3bsX HE JOJDKHO OBbITh CIyd4allHBIX WU
HE3HAKOMBIX JIIOJICH;

2. 3ammmai CBOI YacTHYI Xu3Hb. He ykaswpiBaii maponwm, TenedoHbI, aapeca, Jary
TBOETO POXKICHHUS U APYTYIO JIMYHYI0O MH(POPMALIKIO. 3JI0YMBIIUIEHHUKH MOTYT HCIIOJIb30BaTh
Jake MH(POPMAIIMIO O TOM, KaK Thl U TBOM POJIUTENHN IUIAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3ammiail CBOIO PEIyTaluio - IePKH €€ B YMCTOTE U 3ajaBaii cebe BOMPOC: XOTeN Obl
ThbI, YTOOBI JpyTrHUe MOJIb30BATENU BUJIENIU, YTO ThI 3arpyxaeus? [logymaii, npexnae yem 4To-To
OIyOJIMKOBATh, HAIIUCATh U 3aTPy3HTh;

4. Ecau Thl TOBOPHILB C JHOJAbMU, KOTOPBIX HE 3HAEIIb, HE UCII0JIb3YH CBOE pEAJIbHOE UM
U JAPYTYIO JUYHYI0 HHGOPMAIUU: UMS, MECTO KUTEIbCTBA, MECTO y4eObl U IIpoYee;

5. U36erait pasmenienus ¢ororpaduii B MHTEpHETE, IIE THI H300paX€H HAa MECTHOCTH,
110 KOTOPOH MOKHO OIIPEIEIUTh TBOE MECTOIIOJIOKEHUE;

6. [Ipu perucrpauuu B COUMATBHON CETH HEOOXOIMMO HCIIOIB30BAThH CIOKHBIE TTApOIIH,
cocTosmpe u3 OyKB U MU(p ¥ ¢ KOJTUIECTBOM 3HAKOB HE MEHEE §;

7. JAnst conuanbHOM CeTH, MOYTHl U APYTUX CAUTOB HEOOXOIUMO HCIONb30BATh Pa3HbIE
naposid. Torna ecnu TeOsi B3IIOMAIOT, TO 37TOYMBIIUIEHHUKH MOIYyYaT JOCTYI TOJBKO K OJHOMY
MECTY, a HE BO BCE Cpa3y.

JIeKTPOHHbIE 1eHbIH

DIIeKTPOHHBIE JIEHBI'M - 3TO OYEHb YAOOHBIM Croco0 MiaTesked, OHAKO CYIIECTBYIOT
MOILEHHUKH, KOTOPBIE€ XOTAT IMOJIYUYUTh 3TU JCHBIH.

DJIEKTPOHHBIE JIEHBI'M MOSBUJIMCH COBCEM HEJAaBHO W MMEHHO M3-3a 3TOI'0 BO MHOTHX
rOCyJIapCTBax JI0 CUX MOP HE MPONHUCAHO MPO HUX B 3aKOHAX.

B Poccuu sxe oM QyHKIMOHUPYIOT U O HUX YK€ IIPOMUCAHO B 3aKOHE, I'JIE UX Pa3/ieNsioT
Ha HECKOJIKO BU/JIOB - aHOHUMHbBIE U HE aHOHUMHbIE. Pa3Hu1a B TOM, UTO aHOHUMHBIE - ATO T€, B
KOTOpBIX pa3periaercss MNpPOBOAUTH oOlepanuud 0e3 HuIAeHTHU(UKAIMU I0Jb30BaTeNsl, a B
HEAaHOHUMHBIX UJICHTHU (PUKAIMS TOJIB30BATENS SABIISETCS 003aTENbHOM.

Taxke ciemyeT pa3auyaTh 3JEKTPOHHBIE (MATHBIE JNEHBIU (PaBHBI TOCYIAPCTBEHHBIM
BAJIIOTaM) U 3JIEKTPOHHbIE HE(UATHBIE JEHBI'M (HE PaBHBI I'OCYAAPCTBEHHBIM BaJIIOTaM).

OcHoBHBIE COBETHI 110 O€30macHOM paboTe C INEKTPOHHBIMU JCHBIAMU

1. IlpuBsbku K cYeTy MOOMIBHBIN TenedoH. DTO camblii yAOOHBIH M OBICTPBIN CITOCOO
BOCCTAaHOBUThH JOCTYHn K cuery. IIpuBszaHHBIM TenedoH MOMOXKET, eciau 3al0yJenib CBOM
TUIATEKHBIN MapOJIb UJIK 3aiICIIb HAa CAUT C HE3HAKOMOTI'O YCTPOMCTBA;

2. Ucnons3yii ogHopasoBeie nmapoinu. [locie nmepexoaa Ha yCUIIEHHYIO aBTOpU3AIUIO TeOe
y>Ke He OyJIeT yrpoKaTh OMAaCHOCTh KPaXXH MM TMepexBaTa MIIaTeKHOTO Mapois;

3. Boeibepu crnoxubiii maposib. IlpectynmHukam OyneT HE MPOCTO YraaaTh CIIOKHBIH
napoJib. HagexxHsle maposu - 370 mapoJiv, KOTOpbIe COAEPKaT HEe MEHee 8 3HAKOB U BKJIIOYAIOT B
ce0s cTpoUYHbIE U TMPOIMUCHBIE OYKBBI, IU(PPHI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HaK J10JIj1apa,
¢dyHTa, BOCKIHMIIATeNbHBIN 3HaK H T.11. Hampumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIE JTaHHBIE Ha caliTaX, KOTOPHIM HE TOBEPSICLIb.



JJIeKTPOHHAA MOYTA

DJIEKTPOHHAs [10YTA - ITO TEXHOJIOTUS U IIPENOCTABIISIEMBIE €10 YCIYTH 10 IEPECBUIKE U
MOJyYCHHUIO JJIEKTPOHHBIX COOOIIEHUH, KOTOpBIE PACIpPENEeNIOTCS B KOMIBIOTEPHOW CETH.
OOGBIYHO  BJIEKTPOHHBIN MOYTOBBIN MK~ BBITJIAAUT — CJEIyIOIMM  oOpas3oM:
UMs_TIOJIb30BaTeNA(@UMS_JoMeHa. Takke KpoMme TepeJauyd MpOoCTOro TeKCTa, HMeeTcs
BO3MOXKHOCTb IlepeiaBaTh (paiiibl.

OCHOBHBIE COBETHI 110 6€30TIaCHOM paboTe C IIMEKTPOHHOMN MOYTOM:

1. Hago BeIOpaTh mpaBuiIbHBIN MOYTOBBIN cepBHUC. B MHTEpHETE €CTh OrpPOMHBIN BBIOOD
OecIIaTHBIX MTOYTOBBIX CEPBUCOB, OJTHAKO JIydllle JOBEPATH TEM, KOro 3Haellb U KTO MEPBBIA B
pPEUTHUHTE;

2. He yka3pIBaii B IMYHOW moYTe JUYHYI0 WH(popMamnuio. Hanpumep, myumie BbIOpaTh
"My3bIKaIbHBIN (aHaT@" uaum "pok2013" Bmecto "remal3";

3. Ucnonp3yil ABYX3TAlHYIO aBTOPU3ALUI0. DTO KOT'/Ia IOMUMO MAPOJIsl HY’)KHO BBOJAUTH
KOJI, MpUChLIaeMbIii 1o SMS;

4. BpiOepu CIOXHBIA maposib. JIJIsT KaXJI0ro MOYTOBOTO SIIUKA JODKEH OBITh CBOM
HAJICKHBIN, yCTOMYUBBIN K B3JIOMY HapoJib;

5. Eciii ecTh BO3MOXHOCTh HAlKUCaTh CaMOMY CBOM JIMUYHBIM BOIPOC, UCIOJIB3YH 3TY
BO3MOKHOCTB;

6. Mcnonb3yll HECKOJBKO MOYTOBBIX AMMKOB. [lepBbIil 1 4acTHOM MEpenucKku ¢
aJpecaTtaMy, KOTOPBIM Thl JOBEpSEIIb. DTO 3JEKTPOHHBIA aIpec HE HAJ0 HMCHOJIb30BaTh IpPHU
peructpainuu Ha Gopymax U caiTax;

7. He oTkpbIBail (hailsibl M Ipyrue BIOKEHUS B MUCbMAaX, JaKe €CIU OHHM IPUIIUIA OT
TBOMX JIpy3eil. JIydie yTouyHr y HUX, OTIIPABJISUIN JIU OHU TeOe 3TH (Haiiiibl;

8. ITocne okoHuaHUs pabOTHI Ha TOYTOBOM CEPBUCE MEpe]l 3aKPHITUEM BKJIAJKU C CAUTOM
He 3a0yap Haxath Ha "Beriitu".

Ku0epOyJuIMHI WM BUPTYaJIbHOE U3/1eBATe/IbCTBO

KubepOymmuHr - mpecnefoBaHUE COOOIIEHUSIMH, COJEP)KAIIUMHA  OCKOpPOJICHUS,
arpeccuio, 3alyruBaHue; XyJIUTaHCTBO; COLMAIbHOE OOWKOTUPOBAHUE C MTOMOIIBIO PA3THYHBIX
UHTEPHETCEPBUCOB.

OCHOBHBIE COBETHI 110 60pHOE ¢ KNOEPOYIUTMHT OM:

1. He Opocaiicst B 6oit. Jlydmmii croco0: MOCOBETOBAThCS KaK ceOsl BECTU M, €CIIU HET
TOTO, K KOMY MOXHO OOpaTUTHCS, TO BHayalle YCIMOKOWThCA. Ecnu Thl HadHelb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJICHU S, TO TOJIBKO e111e OO0JIbIIIe pa30sKellb KOH(PIUKT;

2. Yropasisiii cBoel kKubeppenyranuei;

3. AHOHUMHOCTH B ceTu MHHMas. CyIIecTBYIOT CHOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM,;

4. He cTouT BecTu XyJUTAaHCKUN 00pa3 BUPTyaJbHOU KU3HU. HTEpHET PUKCHpPYET Bce
TBOM JICUCTBUSI U COXPAHSCT UX. YAAIUTh UX OyJeT KpalHe 3aTpyAHUTEIBHO;

5. Cobmrosiaii CBOIO BUPTYAIBHYIO Y€CTh CMOJIOY;

6. Urnopupyit equHuYHbINA Heratus. OTHOPa30BbIe OCKOPOUTEIbHBIE COOOIECHUS JTyYlle
urHopupoBatb. OOBIYHO arpeccus MpeKpalaeTcs Ha HayalbHOU CTaANuM;

7. ban arpeccopa. B nmporpammax oOMeHa MrHOBEHHBIMU COOOIIIEHUSIMH, B COITHATTBHBIX
CETSIX €CTh BO3MOKHOCTH OJIOKMPOBKH OTIPABKU COOOIIEHUH C ONpeeIEHHBIX aJpecoB;

8. Ecmum TeI cBugerens kuOepOymauHra. TBoum [eHCTBUS: BBICTYNUTH TPOTUB
IIpecieoBaress, I0Ka3arb €My, 4TO €ro JCMCTBHS OLEHMBAIOTCS HETaTUBHO, IOJIEPKATh
KEPTBY, KOTOpOH HY)KHA IICHUXOJIOTMYecKass MOMOIIb, COOOUIMTH B3pOCHbBIM O (akTe
arpecCUBHOTrO NOBEJICHUS B CETH.

MoOunbHbI#i TeTedoH

CoBpemeHHble cMapThOHBI M IUIAHIIETHl COAEpX AT B cede BIIOJHE B3POCIBII
GbyHKIMOHAT, W Temepb OHU MOT'YT KOHKYpUPOBaTh CO CTAallMOHAPHBIMU KOMIIBIOTEPAMH.
OnHako, cpecTB 3alIUThI ISl TOJOOHBIX YCTPOMCTB MOKa OYeHb Majio. TecTupoBaHME U MTOUCK
ySI3BUMOCTEM B HUX IIPOMCXOJUT HE TaK MHTEHCHUBHO, Kak A [IK, To ke camoe kacaercs u
MOOUJIBHBIX PUIIOKEHUH.

CoBpeMeHHbIe MOOUIIbHBIE Opay3epbl yKe MPaKTUYECKU JOTHAIU HACTOJbHBIE aHAJIOTH,
OJTHAKO pacupeHue (yHKIMOHAla BJIEYEeT 3a COOOH OOJBLIYI0 CIIOKHOCTh M MEHBIIYIO
3aLUIIECHHOCTb.



Jlanieko He Bce MPOU3BOAMTENHU BBIMYCKAIOT OOHOBJICHUS, 3aKPbIBAIOIINE KPUTUUECKUE
YSI3BUMOCTH JIJIs1 CBOMX YCTPOUCTB.

OcHOBHBIE COBETHI i1 6€30MaCHOCTH MOOHMIIBHOTO TenedoHa:

Huuero He sBnsiercs mo-HacrosimeMy OecniaTHbIM. Byab ocToposkeH, Benb Korja Tede
MpeaIaraiT OecrulaTHbIA KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKH€ - TO TJIaTHBIE YCIYTH;

Hymaii, npexxae yem otnpaBuTh SMS, ¢oTo uau Buaeo. Tbl TOUHO 3Haellb, I/I€ OHU
OyayT B KOHEYHOM UTOrE?

Heo6xoauMo 0OHOBIISTE OTIEPAIIMOHHYIO CUCTEMY TBOETO CMapTQoOHa;

Hcnonb3yit aHTUBUPYCHBIE POTPaMMBI JIJTsI MOOUITBHBIX TeNe(OHOB;

He 3arpyxail npuioeHuss OT HEU3BECTHOIO MCTOYHHMKA, BEIb OHM MOTYT COJEpPXKaTb
BPEOHOCHOE ITPOrpaMMHOE 00ECIICUEHHUE;

[Tocne Toro kak ThI BBIAJEUIL C CaiiTa, IJle¢ BBOAMJI JIMUHYIO WH(OpMaIWio, 3aii1u1 B
HAcTpoiku Opay3epa u yaanu cookies;

[Tepronnueckn npoBepsAd, Kakue IUIAaTHBIE YCIYTM aKTUBUPOBAaHbI HA TBOEM HOMEPE;
JaBaii cBoii HOMep MOOMJIBHOTO TeneoHa TOJBKO JIIOJSM, KOTOPBIX THI 3HAellb U KOMY
JOBEPSIEIIb;

Bluetooth gomken ObITh BBIKIIIOYEH, KOTJa Thl UM He MoJb3yelscs. He 3a0b1Baii nHOr 12
IPOBEPSATH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAWH-UTPHI - OTO KpacoyHble, 3axXBaThIBAIOIIME pa3BJICUCHUS,
O00BEMHSIOINE COTHU THICAY YEJIOBEK MO0 BceMy Mupy. rpoku uccieayroT JaHHBIH UM MHD,
OOIIAIOTCS IPYT C IPYTrOM, BBHIMOJHSIOT 33/1aHUs, CPAXKAIOTCA C MOHCTPAMHU U TOJIYYalOT OMBIT.
3a yIOBOJIbCTBUE OHM IUIATAT: MOKYMAIOT JUCK, OIJIaYMBalOT aOOHEMEHT WJIM MPUOOpEeTaroT
KaKue-TO OIIIHH.

Bce atm cpeactBa umyT Ha TOANEpKAHUE M PA3BUTHE WIPHI, a TaKKe Ha camy
0€30I1aCHOCTb: COBEPILIEHCTBYIOTCS CHCTEMbBl ABTOPHU3AllMU, BBIIYCKAIOTCSI HOBBIE IAaTYU
(uMdpoBbIe 3aMIaTKU 7S IPOTPaMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mogoOHBIX Urpax CTOUT OMAacaThCsl HE CTOJBKO CBOMX COMEPHUKOB, CKOJIBKO KPaXKU
TBOETO MapoJis, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3ALUU OOJIBIIMHCTBA UT.

OcHOBHBIE COBETHI 110 0€30I1aCHOCTH TBOEr'0 UTPOBOT0 aKKayHTa!

1. Ecnu mpyro#t urpok BeneT cels MIoXo WK CO3AaeT TeOe HEMPUATHOCTH, 3a0JIOKUPYH
€ro B CIIHCKE UTPOKOB;

2. Tloxamyiics aIMHUHUCTpaTOpaM HIPhl Ha IUIOXOE IIOBEJCHHE OSTOr0 WIPOKa,
YKEJIaTeIbHO MPUIIOKHUTh KaKUE-TO JI0KA3aTeNIbCTBA B BUJIE CKPUHOB;

3. He yka3piBaii muunyto uHMOpMaIuio B ipodaiiie urpel;

4. YBaxkall Apyrux y4acCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuIuanbHbIe TATYH U MOJIBL;

6. Mcrionb3yi Cl0KHBIE U pa3HbIE [TAPOJIH;

7. Jlaxxe BO Bpemsl UTpbl HE CTOMT OTKJIIOUaTh aHTHUBHUpYC. [loka Thl urpaeuib, TBON
KOMIIBIOTEP MOT'YT 3apPa3UTh.

@UIIVHT WM KPaKa JUYHBIX JaHHBIX

OOpIuHON Kpaxel JeHer W JOKYMEHTOB CEerojHs y»X€ HUKOro He yAWBHUIIb, HO C
pa3BUTHEM WHTEPHET-TEXHOJIOTMH 3IOYMBIIUICHHUKH TEPEMECTUIIUCh B HMHTEPHET, U
MPOJIOIIKAIOT 3aHUMAThCS "TIOOMMBIM" JIETTOM.

Tak mosBHUIach HOBas yrpo3a: MHTEPHET-MOIIEHHUYECTBA UM (UILMHT, IJIaBHas LETb
KOTOPOTO COCTOUT B MOJIYYEHHH KOH(GHUIACHIIUMATIbHBIX NAHHBIX IOJb30BATENECl - JOTMHOB H
naposieii. Ha anrnmiickoM si3eike phishing unrtaercs kak ¢ummar (ot fishing - peiOHas oBIs,
password - maposb).

OcCHOBHBIE COBETHI 110 60pHOE ¢ PUITMHTOM:

1. Cnemn 3a cBOMM akkayHTOM. Ecnmu Tl mojo3peBaelib, YTO TBOsI aHKeTa Oblia
B3JIOMaHa, TO He0OXO0MMO 3a0JIOKUPOBATh €€ U COOOIIUThH aJMUHUCTPATOPaM pecypca 00 3ToM
KaK MOXHO CKOpEE;

2. Ucnonb3yit O6e3onacHble BEO-CalThl, B TOM YHCII€, UHTEPHET-Mara3uHoB U IMOMCKOBBIX
CHUCTEM;

3. Wcnons3yit clokHblEe W pa3Hble Mapoiu. TakuMm obOpas3omM, eciau TeOs B3JIOMAroT, TO
37I0yMBIIIICHHUKHU TOJTydaT JOCTYI TOJIBKO K OTHOMY TBOEMY MPO(UIIIO B CETH, a HE KO BCEM;



4. Ecnu Tebs B310Mau, TO HEOOXOUMO IPEAyIPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOpBIE
no06aBiieHbl y T€0S B APY3bsX, O TOM, YTO T€Os B3JIOMAJIM U, BO3MOXKHO, OT TBOETO UMEHH OyJeT
pacchlIaThCsl CllaM M CChUIKU Ha (PMIIMHTOBBIE CAUTHI;

5. YcranoBu HanexHsbli naposb (PIN) Ha MoOunbHBI TenedoH;

6. OTKII0YM cCOXpaHEHHE TapoJis B Opaysepe;

7. He oTkpbiBail (hailsibl M JIpyrue BIOKEHUS B MUCbMaX, JaKe €CIU OHHM HPUIUIA OT
TBOMX Jpy3eid. Jlydie yTouHU y HUX, OTIPABIISUIN JIU OHU TeOe ITH (PaiiIbl.

Hudpposas penmyranus

[{udposas pernyTranus - 3TO HeraTUBHAs WM MO3UTUBHAsE UHPOpMAIUs B CETU O Tebe.
Komnpomerupyromas nHpopmanus, pa3MelieHHas B MHTEPHETE, MOXET Cephe3HbIM 00pazoM
OTpa3uThCs Ha TBOEW peanbHOU Xu3HU. "Llmdpoas pemyramus” - 3TO TBOH UMUK, KOTOPBIHA
dbopmupyetcst u3 nHGopmMaIuu o Tede B UHTEPHETE.

TBOE MECTO JKUTENBCTBA, yueObl, TBOE PUHAHCOBOE MOJIOKEHUE, OCOOEHHOCTH XapakTepa
U pacckasbl 0 OJM3KHX - BCE 3TO HAKAIIJIMBAETCS B CETH.

MHorue noapoCTKU JIEFKOMBICIEHHO OTHOCSATCS K MyOJIMKAIMK JIMYHON HHPOpPMAILIH B
HHTepHeTe, HE TOHMMAasi BO3MOXKHBIX IOCIEACTBUM. ThI Jake HE CMOJKEIIb IOTaJaThCs O TOM,
4To QoTorpadus, pasMelieHHas 5 JeT Hazal, cTala IPUYNHON 0TKa3a MPUHSATH TeO0s Ha paboTy.

KommenTapuu, pasmemienne TBouxX (ororpaduii m apyrue IOeHCTBUS MOTYT He
UCYE3HYTh JaXe I0CI€ TOro, KaKk Thl WX yJNalulllb. Thl HE 3HAENIb, KTO COXpaHUJI 3Ty
uH(dopMmanuio, momnajga Jd OHa B MOMCKOBBIE CUCTEMbI U COXPAHMJIACH JIM OHA, a IJIaBHOE: YTO
OIYyMAIOT 0 TeOe OKpYXKAroIUe JIIOJIU, KOTOpble HaayT u yBuaaT 3to. Haiitu mndopmannro
MHOTO JIET CITyCTSI CMOXKET JII0OOW - Kak W3 JOOpbIX MOOYXKIEHUH, TaKk U C HaMEpeHHEM
OPUYMHUTH Bpea. ITO MOXKET ObITh KTO YT'OJIHO.

OCHOBHBIE COBETHI 110 3alUTE LU(PPOBOM penyTaluu:

1. Ilogymaii, mpexae 4eM uTo-TO IMyONIMKOBaTh M IepeaaBaTh y ceOs B Ojore uiu B
COIIMAJIbHOM CETH;

2. B HacTpoiikax npo¢uisi ycTaHOBU OTpaHUYEHUS Ha MIPOCMOTP TBOET'O MPOQUIIS U €ro
COACP)KUMOTO, ClIeNIai €ro TOJIbKO "Mt apy3ei';

3. He pa3memail u He ykasplBail HHPOpMAIMIO, KOTOpask MOXKET KOTr0o-mu00 OCKOpOIATh
WJTH OOMXKATh.

ABTOpCKOE NpaBo

CoBpeMeHHbIE IIKOJIBHUKM - AKTUBHBIE I0JIb30BATEIM LMU(PPOBOrO0 IPOCTPAHCTBA.
OnHako Jayieko He BCE 3HAIOT, YTO MOJh30BAHME MHOTUMH BO3MOKHOCTAMH LIH(POBOr0 MHpa
TpeOyeT coOMIoIeH s TPaB Ha HHTEIUIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMuH "WHTEIUICKTyalbHAsh COOCTBEHHOCTH' OTHOCHUTCS K PpasIUYHBIM TBOPEHHSIM
YeJI0OBEUECKOro yMa, HauMHasi C HOBBIX M300pETEHUN U 3HAKOB, 0003HAYAIOLMX COOCTBEHHOCTb
Ha TPOAYKTHl W YCIOYrd, M 3aKaHYMBas KHUTamu, (ororpadusimMu, KUHODWIBMAMH U
MY3bIKaJIbHBIMU ITPOU3BEICHUSAMH.

ABTOpCKHE IIpaBa - 3TO NpaBa Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb Ha IIPOU3BEICHUS
HayKU, TUTEPATyPbl U UCKYCCTBA. ABTOPCKHE IIPaBa BHICTYNIAIOT B KAUECTBE FapaHTUH TOTO, YTO
MHTEJJICKTYAIbHBIN/TBOPUECKUN TPyA aBTOpa He OyIeT HalpacHBIM, JAaCT €My CIIPaBEJIUBHIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3yJibTaTax CBOEro TPyZa, MOJYyUYHUTh U3BECTHOCTh U MpPU3HAHUE.
Huxkto 6e3 pa3pelnieHns: aBTopa He MOKET BOCIIPOM3BOANUTE €TI0 IPOU3BENICHUE, PACTIPOCTPAHSATD,
nyOIMYHO JEMOHCTPUPOBATh, MPOJAABaTh, UMIOPTHPOBATh, IYCKaTh B IPOKAT, MyOJIMYHO
UCIIOJTHSATD, TTOKAa3bIBATH/MCIIONHAT B ApHpe WK pa3MemaTs B IHTepHeTe.

Hcnonb3oBanue "muparckoro” mporpaMMHOTO 00€CTI€UeHHST MOYKET TPUBECTH K MHOTUM
pHCKaM: OT NMOTEpPHU AAHHBIX K TBOMM AaKKayHTaM JI0 OJOKMPOBKHM TBOETO YCTPOWCTBA, IJe
yCTAHOBJIEHA HeJlerajbHas nporpaMMa. He cTouT Takke 3a0bIBaTh, YTO CYIIECTBYIOT JIETAIbHBIC
1 OecrutaTHbIe MPOrPaMMBbl, KOTOPbIE MOKHO HAlTH B CETH.

O nopraJe

CereBrnuok.p¢ - TBOH TIJaBHBIM COBETYMK B CETU. 37ECh Thl MOXEIIb Yy3HATh O
0€30I1aCHOCTH B CETU MOHSTHBIM U JIOCTYIIHBIM SI3bIKOM, a IIPU BOBHMKHOBEHUU KPUTHYECKON
CUTyallMu oOpaTUTHCS 3a COBETOM. A TakXe NPUHSATHh ydyacTHE B KOHKypcax M CTaThb CaMbIM
U (POBBIM rpaskAaHUHOM!



UHCTPYKIUSA JJISI OBYYAIOIIMXCS O MH®OPMAIIMOHHON
BE3OITIACHOCTH

HEJIb35

1. BceM moapsim cooOmmathk CBOK YacTHYIO MH(oOpMaIuio (HacTosmuye uMs, (HaMuuio,
TeseoH, axpec, HOMEp LIKOJIBL, a Takke GoTorpaduu CBOU, CBOEH CeMbU U Apy3ei);

2. OTKpBIBaTh BIOKECHHBIE (haliiIbl AIIEKTPOHHOM MOYTHI, KOT/1a HE 3HACIIb OTIPABUTEILS,

3. I'pyOuTth, npuauparbes, OKa3blBaTh JaBJICHUE - BECTH ce0sl HEBEXKIIMBO U arpecCUBHO;

4. He pacnopspkaiicss JeHbraMu TBOEH ceMbU 0€3 paspelleHus CTapliMX - BCErja
CIpalIMBali POAUTEIICH;

5. He Bcrpeuwaiics ¢ VHTEpHET-3HAKOMBIMH B PEaJbHOM JKU3HHU - IIOCOBETYHCS CO
B3POCJIBIM, KOTOPOMY JOBEPSELIb.
OCTOPOXHO

1. He Bce mumyt npasay. Yurtaems o cebe Henpasay B MHTepHETE - cOOOImM 00 3TOM
CBOUM POAMTEISAM HIIM ONEKYHaM;

2. [lpurnamaroT nepenuchiBaThCs, UTPaTh, OOMEHUBATHCS - IPOBEPH, HET JIM T1OJBOXA;

3. He3akoHHOe konupoBaHue ¢aiinos B IHTepHETE - BOPOBCTBO;

4. Beerna paccka3bpiBaid B3pOCIIBIM O MPOOJIEMax B CETU - OHU BCEra MOMOTYT;

5. Ucnonp3yit HacTpolKH O€30MACHOCTH W MPUBATHOCTH, YTOOBI HE MOTEPSTH CBOU
AKKayHTBI B COLICETSAX M APYTUX IOpPTaNaX.
MOXHO

1. YBaxail Ipyrux noJyib30BaTeNei;

2. Ilonp3yenibes THTEpHET-UCTOYHUKOM - JIEJIAN CCBIJIKY HA HETO;

3. OTKpbIBaid TOJBKO TE€ CCHUIKU, B KOTOPBIX YBEPEH;

4. OOmarbcs 3a MOMOIIBIO B3POCIBIM - POAUTENH, ONEKYHbl U aJIMHUHUCTpAIUs CaliTOB
BCErja NoMOryT;

5. Ilpoiinu oOyuenue Ha caite "CeTeBMYOK" W TMOJIY4Yd MacmnopT LHUPPOBOTO
rpaxiaaHuHal



