Ob6yvatommcs

HAMATKA
UL OBYYARIIHXCA O HH®OPMAIIHOHHOH BE30ITACHOCTH

JNETEH

HEJIB3A

1. Bcem monpsa coobmarh CBOO YacTHYIO HH(OpMaLMi0 (HACTOSALIUME HMS,
dbammmio, TenedoH, agpec, HOMep IIKOJbI, a Takke Gortorpadun CBOH, CBOEH
CEMbH U JIpy3€il).

2. OTKpbIBaTh BIIOKEHHBIE (Dalabl SJIEKTPOHHOM TMMOYTHI, KOrJa HE 3HACIIb
OTIIPaBUTEIIA.

3. I'pyOuTh, mpuampaThCs, OKa3bIBaTh JABJICHHE — BECTH C€0sS HEBEXKIWBO U
arpecCUBHO.

4. He pacmopspkaiicsi feHbraMu TBOCH CeMbH 0€3 pa3pelieHus CTapIInX — BCETa
CIIpalIMBall pOAUTEIIEN.

5. He BcTpeuaiica ¢ IHTEpHET — 3HAKOMBIMU B PEAIbHOM KU3HU — ITOCOBETYUCS
CO B3pOCIIbIM, KOTOPOMY JOBEPSECILIb.

OCTOPO/KHO

1. He Bce mumryt npaBay. YuTaemsb o cebe HempaBay B MHTEPHETE — cOOOUIH 00
3TOM CBOUM POJUTENSIM WIIM ONICKYHaM.

2. [lpurnamarmT mnepenuchBaThCS, UrpaTb, OOMEHUBATHCS — MPOBEPh, HET JIU
IIOIBOXA.

3. Hesaxonnoe xonupoBanue QaitnioB B IHTepHETE — BOPOBCTBO.
4. Bcerga pacckasbiBaii B3pOCIIbIM O IIpo0OJIeMax B CETU — OHHM BCETAA IIOMOTYT.

5. Vcnonb3yi HacTpoiiku 6€30MaCHOCTH U MPUBATHOCTH, YTOOBI HE MOTEPSATH CBOU
aKKayHTBI B COIICETSIX U JPYTUX MOpTaliax.

MOKHO

1. YBaxay JpPYrux NOJIb30BATEIICH.

2. Ilonp3yenibcst IHTEpHET — MCTOYHHUKOM — JI€Nald CCBUIKY Ha HETO.
3. OTKpbIBail TOJIBKO T€ CCBIIKHU, B KOTOPBIX YBEPEH.

4. OOpaiaThCs 3a MOMOIIBI0 B3POCIBIM — POJUTENHN, ONEKYHbI U aIMUHUCTPALIUS
CalTOB BCEra MOMOTYT.



5. Ilpoiinm oOyuenue Ha caiite «CeTeBHUYOK» W TOJYYH MAacrmopT Iu(poBOTrO
rpaxkaaHuHa!

HHDOPMAIIHOHHAA HAMATKA JUIA OB YHYAROIUIHXCAH
Komnviomepuvine eupycol
KoMIbIOTEpHBIE BUPYC - 3TO PA3HOBHJIHOCTh KOMIBIOTEPHBIX MPOTIPaAMM,
OTJIMYUTENHHOU 0COOEHHOCThIO KOTOPBIX SIBJISIETCS CIIOCOOHOCTH K PA3MHOKEHHUIO.
B pononHeHne k 3TOMy, BUPYChl MOTYT MOBPEAUTh WIIN MOJHOCTHIO YHUYTOXKUTh
BCe (pailyibl U JaHHBIE, MOJKOHTPOJIbHBIE MOJIH30BATENI0, OT UMEHU KOTOPOTo ObLIa
3amylleHa 3apak€HHas MporpaMma, a TakKe MOBPEAWTh WU AaXE YHUYTOXKUTh
OTEPALMOHHYIO CUCTEMY CO BceMH (aillaMu B 1iesioM. B OoJibIIMHCTBE Cily4yaeB
pacrpocTpaHsAOTCsA BUPYCHI uepe3 HTepHeT.
Mertoabl 3aIUThI OT BPEAOHOCHBIX TPOrpamMM:
1. Hcnonp3yii COBPEMEHHBIE OINEPALUMOHHBIE CHCTEMBI, UMEIOIINUE CEPHbE3HBIN
YPOBEHb 3aIIUTHI OT BPEIOHOCHBIX MPOrPAMM.
2. TlocrosHHo ycraHaBnuBail mnadytu (UKM@poOBBIE  3alIaTKU, KOTOPHIE
ABTOMATUYECKM YCTAaHABJIMBAIOTCS C LIENbI0 AOPaOOTKM MPOrpaMMbl) U JApYyTUe
OOHOBIIEHUST CBOEHM omepanmnoHHOW cuctembl. CkauyuBalli WX TOJBKO C
opurnmansHoro  caira paspaborunka OC. Ecmm cymectByer  pexum
aBTOMATHYECKOTr0 OOHOBJIEHUS, BKIIIOUH €TO0.
3. PabGoraii Ha CBOEM KOMIIBIOTEpPE TIOJ TMpaBaMH IMOJIb30OBATENs, a He
aJIMUHUCTpAaTOpa. OTO HE IMO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpamMm
WHCTAJUIMPOBATHCS HA TBOEM MEPCOHATIBHOM KOMIIBIOTEPE.
4. Ucnionb3yi AHTHUBUPYCHBIC IPOrpaMMHbIE IPOIYKThI U3BECTHBIX
MIPOU3BOIUTEIIEH, C aBTOMATUYECKUM OOHOBIIEHUEM O€3.
5. Orpanndb pU3NYECKUIl TOCTYI K KOMIBIOTEPY AJII TOCTOPOHHUX JIHII.
6. Vcrnonp3yii BHENIHME HOCHUTENU HMHQPOpPMAIMH, TaKue Kak (Uielka, AUCK WU
¢aitn u3 UHTepenera, TOIbKO U3 MPOBEPEHHBIX UCTOYHUKOB.
7. He oTKkpblBali KOMIBIOTEpHbIE (Daiiibl, TMOJIYYEHHbIE W3 HEHAAEKHBIX
UCTOYHHUKOB. Jlaxke Te ¢ailnbl, KOTOpbIe MpHUCIal TBOM 3HAKOMBIN. Jlyulie yrounu
y HETro, OTIPABJIsUI JIU OH Te0e HX.
Cemu Wi-Fi
Wi-Fi - 310 He BuJ nepenauyu JaHHBIX, HE TEXHOJIOTHS, a BCEro JMIb OpeHp,
mapka. Emé B 1991 roay Hunepnanjackas KOMIAHUS 3aperucTpupoBayia OpeH]l
"WECA", uyto o06o3Hauano crnoBocouetanue "Wireless Fidelity", xkoTopslii
NePEBOUTCS KakK "0ecrpoBOHAS TOYHOCTh .

Jlo Hamiero BpeMeHM JAoluia Apyras ab0peBuaTypa, KOTopas SBJISETCS TaKOW Ke
TexHosoruen. Ito aboperuarypa "Wi-Fi". Takoe HazBaHue ObLIO JaHO ¢ HAMEKOM
Ha CTaHJapT BbICIIMK 3BYyKOBOW TexHukuW Hi-Fi, yto B mepeBoae o3HadaeT
"BBICOKAsi TOYHOCTD .

Ja, OecrutaTHBIM WHTEPHET-IOCTYN B Kade, OTeNsIX M a’poroprax sIBISETCS
OTJIMYHOM BO3MO’KHOCTBIO BbIXOJa B MHTEpHET. HO MHOTHWE 3KCHEPThI CUMTAIOT,
yT0 obmeaoctynHbie Wi-Fi ceTu He sBIIsitoTCsS 0€30TacHbBIMU.



CogeTbl 0 6€30macHOCTH paboTe B 00IIeNOCTYNHBIX ceTsix Wi-Fi:

1. He nepenagaii cBoro nuuHyro uHdopmaimio uepes obmenoctymasie Wi-Fi cetn.
PabGoTas B HHMX, XKenaTeIbHO HE BBOJUTH MAPOJIHA JTOCTYIA, JJOTUHBI U KaKHE-TO
HOMEDA.

2. Ucnonb3yit u 0OHOBIISANM aHTUBUPYCHBIE MPOTpamMMbl U OpanaMaysp. Tem cambiM
ThI 00€30MacuiIb ce0sl OT 3aKaUKH BHpPYyca Ha TBOE YCTPOIMCTBO.

3. Ilpu ucnonb3oBanun Wi-Fi otkmoun dynkimuo "OO6muil qoctyn k daitiam u
npuntepam". JlanHasg (yHKUIMS 3aKpbiTa MO YMOJYAaHUIO, OJHAKO HEKOTOPHIE
M0JIb30BATEIHN aKTUBUPYIOT €€ /Il yA00CTBa HCTIOIBb30BaHUsI B paboTe min yueoe.

4. He ucnonp3yit nyonuunbii Wi-Fi 11 mepenaun JTUYHBIX JAaHHBIX, HapUMED
JUIS1 BBIXO/ZIA B COLIMAJIBHBIE CETH WM B DJIEKTPOHHYIO MOYTY.

5. Ucnonw3yii TosibKO 3amuiieHHoe coequnenue yepes HTTPS, a ne HTTP, t.e.
npu Habope BeO-aapeca BBOAM UMEHHO "https://".

6. B wmoOunmbHOoM Tenedone otkimoun ¢yHknuo "llogkmodenne k  Wi-Fi
aBromatuiecku". He momyckaiiTe aBTOMAaTU4eCKOro MOJKIIOUEHHS YCTPOMUCTBA K
cetsiMm Wi-Fi 6e3 TBoero cornacusi.

Couuaﬂbele cemu

CoruanbHbIe CETH aKTMBHO BXOJST B HAIly JKW3Hb, MHOTHE JIFOAW padOTAlOT U
KUBYT TaM MOCTOSIHHO, a B Facebook yxxe 3apeructpupoBaH MUJLIAAP] YETOBEK,
YTO SIBJISICTCSI OJHOM CEAbMOM BCEX KUTEJICH IIaHeThl. MHOTrHMe moJib30BaTean He
MOHUMAIOT, YTO WHGOpMAIHs, pa3MEIIeHHass MU B COITMAIBHBIX CETAX, MOXKET
ObITh HalJileHa W WCIOJIb30BaHA KEM YTOJHO, B TOM YHCJE HE 0053aTENbHO C
0JIaruMu HaMepPEHUSIMHU.

OCHOBHBIE COBETHI IO 0E30IMACHOCTH B COIIMAIBHBIX CETAX:

1. Orpannup cnucok fpy3eil. Y TeOst B Opy3bsiX HE JOKHO OBITh CIy4yalHBIX U
HE3HAKOMBIX JIFOJEH.

2. 3ammmiaii cCBOIO 4YacTHYIO >XKuU3Hb. He ykaspiBail mapousiu, TenedoHbl, aapeca,
ATy TBOErO POXACHUS M JPYTYIO JUYHYIO HH(POpPMALUIO. 3JIOYMBIIIJICHHUKA
MOTYT HCIIOJIB30BaTh Jake WHEGOPMAIMI0 O TOM, KaK Thl U TBOHU POJUTEIN
IJIAHUPYETE MPOBECTU KAHUKYJIBI.

3. 3amumiail cBOKO pemyTaiuio - JAepKu €€ B YUCTOTE W 3ajaBaii cebe BoOmpoc:
XoTen Obl Thl, YTOOBI JpPYrHMe€ IOJB30BAaTENM BUAEIU, YTO Thl 3arpyxaeiib?
[Tomymaii, mpesx/ie 4eM 4To-TO OIMyOJIMKOBaTh, HAMIMCATD U 3arPy3UTh.

4. Ecnu ThI TOBOPHIIH C JIIOJABMH, KOTOPBIX HE 3HAEllb, HE HCIOIB3Yyi CBOE
peasibHOE MMS M IPYTYIO0 JTUYHYI0 WH(DOpPMAIHMIO: UMS, MECTO JKUTEIHCTBA, MECTO
y4eObl U Mpoyee.



5. U36erait pasmemnienust ¢ororpaduii B MHTEepHETE, TOEe ThI M300pakKeH Ha
MECTHOCTH, I10 KOTOPO MOKHO ONPEICIUTh TBOE MECTOIOJIOKECHHUE.

6. IIpu peructpauuu B COIMANBHON CETH HEOOXOAMMO HCIIOJIb30BATh CIIOKHBIC
apoJIH, COCTOSIIINE U3 OYKB U LIU(P U C KOJTUIECTBOM 3HAKOB HE MeHee 8.

7. qns counanabHOW CETH, MOYTHl U APYTHMX CaWTOB HEOOXOIMMO HCIIOJIb30BATh
pasubpie maponu. Torma ecnu TeOs B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKH TOTy4at
JOCTYII TOJIBKO K OJHOMY MECTY, a HE BO BCE Cpasy.

InekmpoHHble OeHb2U

OJIEKTPOHHBIE JEHBI'M - O3TO OYEHb YIAOOHBIM CIOCOO TIUIATEXKEH, OHAKO
CYIIECTBYIOT MOILICHHUKH, KOTOPBIE XOTST MOJYYUTh 3TH ACHBIH.

9J'ICKTpOHHBIC JACHBI'N IIOABUIINCH COBCEM HCAABHO M HMMCHHO H3-3a 3TOI'O BO
MHOTHUX IroCyaapCTBax A0 CHUX IIOP HC IMMPOIIMCAHO ITPO HUX B 3aKOHAaX.

B Poccun e oHM (PyHKIMOHUPYIOT M O HHUX YK€ MPOIMUCAHO B 3aKOHE, I/I€ UX
pa3AeAOT Ha HECKOJIBKO BHUJIOB - aHOHUMHBIE U HEaHOHHMMHbIE. PasHuna B TOM,
4YTO AaHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pellaeTcs MpPOBOAUTH olnepanuu 0e3
UACHTU(UKAIIMY TI0JIb30BATENS, & B HEAHOHUMHBIX MICHTU(UKALNS TOJIb30BATEIS
SBIISIETCS 005A3aTEIBHOM.

Taxxe crnenyer  pasnuyarh  JJCKTPOHHBIE  (QUATHbIE JCHBIU  (paBHBI
rOCy/lapCTBEHHBIM BajJlOTaM) M 3JEKTPOHHbIE HE(HUATHBIE NEHbIM (HE paBHBI
rOCyAapCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI 110 0€30MacHO paboTe ¢ ANEKTPOHHBIMU JCHbraMU:

1. IlpuBspku K cueTy MOOWJIBHBIA TenedoH. DTO camblii YIOOHBIM U OBICTPHIN
crocod BOCCTaHOBUTH AOCTYM K cyery. [IpuBs3aHHbI TeaepOH MOMOXKET, €CIu
3a0yJenb CBOM IUTATEXHBIA MApOSib WM 3aiilellb Ha CaWT C HE3HAKOMOIO
YCTPOMCTBA.

2. Hcnonb3yil onaHopa3zoBbie maponu. Ilocme mnepexola Ha yCUICHHYIO
aBTOpM3aIMio Tebe yke He OyneT yrpo’kaTh OMACHOCTh KPakKH WJIM TepexBaTa
MJIATEXKHOTO MapOIsl.

3. BriGepu crnoxxnblit naposs. [IpectynHukam OyneT He MPOCTO yraaaTh CIOXKHBIN
naposb. HajexxHneie mapoiu - 3To maposiu, KOTOpbIEe COAepKaT HE MEHEE 8 3HAaKOB
U BKIIOYAIOT B €e0s CTPOYHBIE M TMPOMHUCHBbIE OYKBBI, IU(PPBI U HECKOJIBKO
CHUMBOJIOB, TaKuM€ Kak 3HAK J0Julapa, (yHTa, BOCKIMIATEIbHBIA 3HAK U T.II
Hanpumep, $tROng!;

4. He BBOIM CBOM JIMYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE JOBEPSIEILIb.

3ﬂ€Kmp0HHClﬂ nouma



DONEeKTpOHHAsi MOYTa — 3TO TEXHOJOTHS M MPEIOCTABISIEMBIE €0 YCIYI'H MO
MePEChUIKE U MOJYYCHHUIO 3JIEKTPOHHBIX COOOIIEHUH, KOTOPhIE PaCTpeICIIIOTCs B
KOMIBIOTEpHOU ceTh. OOBIYHO JJIEKTPOHHBIM TOYTOBBIA SIIUK BBITJISIUAT
CIEAYIOIIUM 00pa3oM: UMS_II0JIb30BaTeNIsI(@UMsI_JIoMeHa. Takxke KpoMe mnepenadu
MIPOCTOr0 TEKCTa, UMEETCS BO3MOKHOCTh IIepeaBaTh (Paiibl.

OCHOBHBIE COBETHI IO 0€30MaCHOM padOTE C AIEKTPOHHOU MOYTOM:

1. Hamo BbIOpaTh MpaBMIIbHBIN MOYTOBBINA cepBUC. B mHTEpHETE €cTh OrpOMHBIN
BbIOOp OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO Jy4IlE TOBEPATH TEM, KOTO
3HACUIb U KTO NIEPBbIM B PEUTHHTE.

2. He yka3piBail B NUYHON mMouTe JU4HyI0 HHPopMmanmio. Hanmpumep, myuire
BBIOpaTh «MY3bIKIBHBIN_(paHaT@» wim «pok2013» BMecTo «Temal3».

3. Wcnonp3yil ABYXATaNHYH aBTOPU3AILUI0. DTO KOTrJa MOMHUMO MHapofisi HY>KHO
BBOJIUTH KOJ, MpUChLIaeMblii 10 SMS.

4. Boibepu CII0KHBIA Maposib. JJis Kaka0ro NOYTOBOTO SIIUMKA TOJHKEH ObITh CBOU
HAJICKHbIN, YCTOWYUBBIA K B3JIOMY I1apOJib.

5. Ecnu ecTh BO3MOKHOCTH HamucaTh CaMOMY CBOM JIMYHBIN BOIIPOC, HCHOHBSYﬁ
9Ty BO3MOXKHOCTbD.

6. Mcnonb3yil HECKOIBKO MOYTOBBIX SIIUMKOB. [1epBbIil 111 YaCTHOW MEPENUCKH C
aapecaTaMy, KOTOPBIM Tbl JOBEpsCIIb. JTO JJIEKTPOHHBIM aapec HE Hauo
UCIIOJIb30BaTh IPU PETUCTPALIMU HA POpyMax U caiTax.

7. He otkpbiBaii (haitsibl 1 ApyTrUe BIOKEHUS B MUChMaX, Ja)Xe €CIU OHH MPUIILIA
OT TBOMX JApy3ei. Jlydile yTouHu y HUX, OTIPABIISIIN JIM OHU TeOe 3TH (Daiiibl.

8. [locne okoHUaHUs PabOTHl HAa TIOYTOBOM CEPBHCE MEPE 3aKPHITHEM BKIIAJKH C
caiiToM He 3a0y/Jb HaKaTh Ha «BoIiATH».

Kubepoynnune unu eupmyanvroe uzoesamenbcmeo

KubepOymmHr — mpecieoBaHue COOOIICHUSIMH, COJIEPIKAITUMHU OCKOPOJICHHUS,
arpeccuro, 3alyTuBaHue; XyJUTaHCTBO; COITHAbHOE OOHKOTHPOBAHHUE C TOMOIIIBIO
Pa3IMYHBIX HHTEPHET-CEPBHUCOB.

OCHOBHBIE COBETHI 110 0OpHOE ¢ KHOEPOYIITUHTOM:

1. He Opocaiics B 60i. JIyumuii cioco0: mocoBeToBaThCsS Kak ceOsi BECTH U, €CIIU
HET TOTO, K KOMY MOKHO OOPaTHUTHCS, TO BHAYAJIC YCITIOKOUTHCS. ECIM Thl HAYHEIIIb
OTBEUYaTh OCKOPOJICHUSIMU Ha OCKOPOJICHHS, TO TOJBKO eIie OOJIbIIEe Pa30KKelllb
KOH(JIHKT.

2. YrpaBnsii cBoel kubeppermyTaryen.



3. AHOHUMHOCTb B ceTd MHHMasl. CyIecTBYIOT COCOObI BBISICHUTH, KTO CTOUT 32
AHOHUMHBIM aKKayHTOM.

4. He cTouT BecTM XyJIUTaHCKHM o0O0pa3 BUPTyaldbHOW >Ku3HU. HWHTEpHET
¢ukcupyeT Bce TBOM JACWUCTBHUA M COXpaHsSET HX. YJaIUTh HUX OyJeT KpaiiHe
3aTPYAHUTEIIBHO.

5. Cobmtofiaii CBOIO BUPTYAIBHYIO YE€CTh CMOJIOTY.

6. Urnopupyit envHuyHbIi HeratuB. OJHOPA30Bble OCKOPOUTENbHBIE COOOIIEHNUS
Jydllie UTHOpUpoBaTh. OOBIYHO arpeccus MPEeKpaIaeTcsl Ha HAYaTIbHOW CTaIHH.

7. ban arpeccopa. B mnporpaMmmax oOMeHa MrHOBEHHBIMH COOOIEHUSMH, B
COIIMAJIbHBIX CETAX €CTh BO3MOXXHOCTb OJIOKMPOBKM OTIIPABKH COOOIIEHUH C
OTpeIeTICHHBIX aJPECOB.

8. Ecimu Tbl cBuperenb kuOepOyinmuHra. TBou JEHCTBUS: BBICTYNUTH IMPOTUB
npecieoBaTens, Moka3arb €My, YTO €ro JACHCTBUS OIEHUBAIOTCS HETraTUBHO,
NoJAJIepXKaTh KEPTBY, KOTOPOM HYKHA IICHXOJOTHYECKAsl MOMOIIb, COOOIIUTH
B3pOCJBIM O ()aKTe€ arpeCCUBHOTO MOBEICHUS B CETH.

Mobunvroiti meneghon

CoBpeMeHHbIE CMapT(OHBI U IUIAHIIETHI COJEPKaT B ceOe BIIOJIHE B3POCIBIN
(GyHKIIMOHAN, W Temepb OHM MOTYT KOHKYPHUPOBaTh CO CTal[MOHAPHBIMU
KoMmnbroTepamu. OHaKO, CPEACTB 3aLUTHI JIs TOAOOHBIX YCTPOMCTB MOKA OYEHb
Mano. TecTupoBaHME M IIOMCK YA3BUMOCTEM B HUX IIPOUMCXOJMT HE Tax
MHTEHCUBHO, Kak i [1K, To sxe camoe kacaercs 1 MOOMIIBHBIX TPUIIOKEHUH.

CoBpemeHHble MOOUJIBHBIE Opay3epbl yKe€ MPAKTUYECKH JOTHAIH HACTOJbHBIC
aHaJOr¥, OJHAKO pacuMpeHue (yHKIMOHAJa BJEYET 3a CcOo00il OOJIbIIYIO
CJI0’KHOCTbh M MEHBIIYIO 3aIIUIIEHHOCTb.

Jlaneko He Bce NPOU3BOAUTENM BBITYCKAIOT OOHOBJICHHUSA, 3aKPBIBAIOIINE
KPUTUYECKUE YSI3BUMOCTH JIJISl CBOMX YCTPOWMCTB.

OCHOBHBIE COBETHI JJIs1 0€30MTaCHOCTH MOOUIILHOTO TesedoHa:

1. Huuero He sBisieTcs MO-HACTOsIIEMY OecraaTHbBIM. bynb OCTOpOKE€H, BEnb
Korna tebe mpenngaraiT OecraaTHbI KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKue-
TO IUJIATHBIE YCITYTH.

2. llymaii, ipexae yem otnpaButh SMS, poto wim Buaeo. Trl TOUHO 3HACIIb, T]I€
OHU OYJIyT B KOHEUHOM HTOTE?

3. Heo6xoammo 0OHOBIIATH OMEPAIMOHHYIO CUCTEMY TBOEr0o cMapT(hoHa.

4. Ucnionb3yit aHTUBUPYCHBIE TPOTPAMMBI JIJIs1 MOOMJIBHBIX TEIe(OHOB.



5. He 3arpyxail mpuioKeHHsI OT HEU3BECTHOIO HCTOYHUKA, BEAb OHU MOTYT
coJiepaTh BPEJOHOCHOE MPOTrpaMMHOE 00ecreueHue.

6. Ilocne Toro xak Thl BBIWJEIIb C CalTa, TJ€ BBOAWI JIMYHYIO HMH(OPMALHIO,
3aiiIi B HACTPOUWKHU Opay3epa u yaaiau cookies.

7. Ileppoauuecku mpOBEPsM, KAKUE IUIATHBIE YCIYTM AKTUBUPOBAHBI HA TBOEM
HOMEDE.

8. JlaBaii cBOIi HOMEp MOOMIIBHOTO TeliepoHa TOIBKO JIOASM, KOTOPBIX Thl 3HACIIb
U KOMY JIOBEpSEIIIb.

9. Bluetooth gomkeH ObITh BBIKIIOUYEH, KOTJa Thl UM HE MoJib3yelibcsi. He 3a0biBaii
WHOT/Ia POBEPSTH ITO.

Online uepwi

CoBpeMeHHbIE OHIANH-UTPBl — 3TO KPACOYHBIC, 3aXBATHIBAIOLIME Pa3BICUYCHUS,
O0OBEIUHSIONINE COTHU THICSY YEJIOBEK MO BceMy Mupy. Urpokm wucciemyror
JAHHBI UM MHUp, OOLIAIOTCA APYT C JPYroM, BBIMOJHSIOT 3aJJaHusl, CPAXKAIOTCS C
MOHCTPaMH M MOJIy4arOT OMBIT. 32 YAOBOJIBCTBHE OHM IUIATAT: MOKYIAKOT IUCK,
OTUIaYMBAIOT A0OHEMEHT MJIM MPUOOPETAIOT KAKHE-TO OIILIHH.

Bce sty cpencTBa uayT Ha MOAJAEpPKAHUE W PAa3BUTHE UIPhI, a TAKXKE Ha camy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CHCTEMbl aBTOPU3AINH, BBIITYCKAIOTCS HOBBIE
naTyu (LU@pOBbIE 3aMJIATKU JJIsl IPOrPaMM), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momo0HBIX Wrpax CTOWT OmacathCsl HE CTOIBKO CBOUX COMEPHUKOB, CKOJIBKO
KpaXXy TBOETO TapoJisi, HAa KOTOPOM OCHOBaHA CUCTEMa aBTOPHU3AIIMU OOJBITHHCTBA
Urp.

OCHOBHBIE COBETHI 10 0€30MaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu gpyroii urpok BeneT ceOs IUIOXO WM co3laeT Tebe HEmpHUsTHOCTH,
3a0JIOKUPYH €ro B CITUCKE UTPOKOB.

2. Tloxanyiicsi aAMUHUCTpATOpaM HWIPbl Ha IUIOXO€ MOBEIECHHUE 3TOr0 HUIPOKA,
KeNnaTelIbHO PUIOKUTh KaKHe-TO J0Ka3aTeIbCTBA B BU/I€ CKPUHOB.

3. He yka3biBaiil inunHyto nHGOpMaIUiO B podaiisie Urphbl.
4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE.

5. He ycranaBnuBaii HeoduImaabHbIC TATYN U MOJIBI.

6. Mcnonb3y#l ClHOKHBIE U Pa3HbIE NapOJIU.

7. J1axxe BO BpeMsl UTPbI HE CTOUT OTKJIIOYaTh aHTUBUPYC. [Ioka Thl Urpaeiib, TBOU
KOMITBIOTEP MOTYT 3apa3uTh.

Duiune unu Kpasica TUYHbIX OAHHBIX



OOBIYHOM Kpakeil JIeHer M JOKYMEHTOB CETOJHS YK€ HHUKOTO HE YJUBHUIIb, HO C
Pa3BUTUEM MHTEPHET-TEXHOJIOTHUN 3JI0YMBILIICHHUKUA IIEPEMECTUIINCH B UHTEPHET,
U TIPOJIOJIKAIOT 3aHUMATBCS «JIFOOMMBIM» JIEJIOM.

Tak mosiBUIach HOBasi yrpo3a: WHTEPHET-MOIIEHHUYECTBA MWW (DUIIHMHT, TIaBHAS
IeJh KOTOPOTO COCTOMT B  TIOJYYCHHH KOH(DUICHIIMAIBHBIX  JAHHBIX
MOJIb30BATENIel — JIOTUHOB W mapoJieil. Ha anrnmiickom si3bike phishing untaercs
kak ummHr (0T fishing — pwIOHast JI0BJIA, password — mapoJib).

OCHOBHBIE COBETHI 110 O0PHOE C PUIIUHTOM:

1. Cnenu 3a cBOMM aKKayHTOM. Ecii ThI T0J03peBaciib, YTO TBOS aHKETa ObLIa
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBATH €€ M COOONIUTH ATMHUHHCTpATOpaM
pecypca 00 3TOM Kak MOKHO CKOpee.

2. Ucnonw3yit OGe3omacHbie BeO-CaWThl, B TOM YHCIE, WHTEPHET-Mara3uHoB W
IIOMCKOBBIX CUCTEM.

3. Vcnonb3y#t cioskHbIe U pa3Hble napoiu. Takum oOpazoM, eciu Te0si B3IOMAloT,
TO 3JI0YMBIILJIEHHUKH MOJTY4YaT JOCTYI TOJbKO K OJJHOMY TBOEMY IIPO(HIIIO B CETH,
a HEe KO BCEM.

4. Eciu 1e0si B3IOMajad, TO HEOOXOAMMO MPEIyNPEAUTh BCEX CBOUX 3HAKOMBIX,
KOTOpbI€ 100aBJIeHbl y T€OsI B APY3bSAX, O TOM, YTO T€OS B3JIOMAJIUd U, BO3MOXKHO,
OT TBOETO UMEHU OYJIET pacChLIaThCs CIIaM M CChUIKU Ha (DUIIIMHTOBBIC CAUTHI.

5. YcranoBu HanexHbii aposs (PIN) Ha MOOMIBHBIN TenedoH.
6. OTKIIIOYH COXPaHEHHE MapoJis B Opaysepe.

7. He otkpbiBaii (haitsibl 1 ApyTrUe BIOKEHUS B MUChMaX, Ja)Xe €CIU OHH MPUIILIA
OT TBOMX JApy3ei. Jlydllie yTouHu y HUX, OTIPABIISIIN JI OHU TeOe 3TH (DaiiIbl.

Lugposas penymayus

[MudpoBas pemyraius — 3TO HETaTUBHAS WU MO3UTUBHASA MH(GOPMAIIUS B CETU O
tebe. Komnpomerupyromias uHbopmaiusi, pa3MelleHHass B HHTEPHETE, MOXET
CEpPBhE3HBIM O00pa3oM OTpPa3UThCA Ha TBOEH peanbHOM ku3HU. «L{udposas
pernyTarus» — 3TO TBOM UMUK, KOTOpbIM Gopmupyercs u3 unpopmanuu o tede
B UHTEPHETE.

TBoe MmecTo KHUTCIBbCTBA, y‘IC6BI, TBOC q)HHaHCOBOC ITOJIOKCHHUC, 0COOCHHOCTH
XapaKTepa u pacCKas3bl O OJM3KMX — BCE 3TO HAKAIIJIMBACTCS B CETH.

MHorue TOAPOCTKH JIETKOMBICIICHHO OTHOCSATCS K MyOJUKalud JTUYHOM
uHpopmaruu B MIHTepHeTe, HE TTOHMMAs BO3MOXXHBIX MOCHEACTBUI. ThI gaxe He
CMOXeITb JO0TaIaThCsl 0 TOM, UTO (hoTorpadusi, pasMelieHHas 5 JeT Hazajl, craja
MPUYMHOMN OTKa3a MPUHATH TeOs Ha paboTy.



KommenTapuu, pa3menienne TBoux (ortorpaduii u Apyrue AEUCTBUS MOTYT HE
VCYE3HYTh JAXKE IMOCJIE TOrO, KAK Thl UX YJAJIMIIb. Thl HE 3HACUIb, KTO COXPAHWII
3Ty UH(POPMALMIO, TIOTIajIa JIM OHA B IOMCKOBBIE CUCTEMBI M COXPAHUIIACH JIU OHA, a
IJIABHOE: YTO MOIYyMAIOT O T€OE€ OKpY>KAIOIIKE JIFOJU, KOTOPbIE HAUAYT U yBUIAT
310. Halitn nH(popmanno MHOro JIET CIyCTsI CMOXKET JI000M — Kak U3 J00pbIX
noOyXJI€HUH, TaK M C HAMEPEHUEM IPUYHUHUTH Bped. DTO MOXKET OBITH KTO
YTOIHO.

OCHOBHBIE COBETHI 10 3alIUTE HUPPOBOM permyTallUu:

1. TToxymaii, mpexe 4em 4To-TO MyOJUKOBATh U MepeaBaTh y cedsi B 6JoTe Win B
COIIMAJILHOM CETH.

2. B HacTpoiikax mpoQuis yCTaHOBU OTPaHUYEHHUSI HA IPOCMOTP TBOETO MPOQHIIs
U €r0 CONEPKUMOr0, CEIal €r0 TOJIBKO «IJI APY3Ei».

3. He pa3memiait u He yka3biBaili HMH(OpPMALNIO, KOTOpas MOXET KOTO-TuO0
OCKOPOJISTH WA OOMKATh.

Aemopckoe npago

CoBpeMeHHbIE  IIKOJbHUKM —  aKTUBHbIE  TIOJIb30BaTeld  LU(POBOTO
npoctpaHcTBa. OJHAKO [ajeKko HE BCE 3HAIOT, YTO TMOJb30BAHHE MHOTHMMU
BO3MOXKHOCTSIMM  LM(PpoBOoro  mMupa TpeOyeT  coONIOACHUS  MpaB  Ha
MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH  «HHTEIJIEKTyalbHasi COOCTBEHHOCTb» OTHOCUTCA K  Pa3Iu4YHbIM
TBOPEHUSIM YEJIOBEYECKOIO0 yMa, HAayMHasi C HOBBIX H300pPETEHHl W 3HAKOB,
0003HaYaIMKUX COOCTBEHHOCTh HA MPOAYKTHl U YCIYTW, U 3aKaHUYMBasi KHUTAMH,
dboTorpadusiMu, KHUHOPUIBEMAMHU U MY3bIKQIbHBIMUA TPOU3BEICHUSIMH.

ABTOpCKHME TpaBa — 3TO IMpaBa Ha MHTEJUIEKTYaJlbHYIO COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAYKHU, JIUTEPATYPbl U UCKYCCTBA. ABTOPCKHE IIpaBa BBICTYNAIOT B
KaueCTBE TapaHTHM TOTO, YTO HMHTEJUIEKTYaJbHBIN/TBOPUYECKUM TPy aBTOpa HE
OyAeT HampacHbIM, JacT €My CIpaBEAJIUBBIE BO3MOXHOCTH 3apaboTaTh Ha
pe3ysibTaTax CBOEro TpyZAd, MOJYyYUTh W3BECTHOCTh M Hpu3HaHue. Huxrto 0Oe3
paspelIeHnss aBTOpa HE  MOXET BOCHPOM3BOJWTH €0  IPOU3BEICHMUE,
pacmpocTpaHsiTh, IMyOJUYHO JIEMOHCTPUPOBATh, MpPOJABaTh, HMIIOPTHPOBATH,
nycKaTh B MPOKAaT, MyOJIMYHO HCIOJHSITH, MMOKa3bIBATH/UCIIONHATE B 3(UpE WK
pasmemats B HTEpHETE.

Hcnonb30BaHne «MUPATCKOTO» MPOTPaMMHOT0O 00€CTICUeHHUsI MOXKET MPUBECTH K
MHOTHM pUCKaM: OT MOTEPHU JAHHBIX K TBOUM aKKayHTaM JO0 OJOKHPOBKH TBOETO
YCTPOMCTBA, TJI€ YCTAHOBJIEHA HEJeTAIbHAsg mporpamMma. He crout Takxke
3a0bIBaTh, YTO CYIIECTBYIOT JeTallbHbIE M O€CIIaTHBIE MPOTPAMMBI, KOTOPHIC
MO>KHO HAaWTH B CETH.

O nopmane



CereBUUYOK.p() — TBOW TJIABHBIA COBETYHMK B CETU. 37I€Ch Thl MOXEIb y3HATh O
0€30MacHOCTH B CETU MOHSATHBIM M JOCTYNHBIM SA3BIKOM, a MPU BO3HUKHOBEHUU
KPUTUYECKOM CHUTyalluh OOpaTUThCS 3a COBETOM. A TakKe MPUHSITH y4acTHE B
KOHKYpCax M CTaTh CaMbIM IIU(POBBIM IPakIaHUHOM!



