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PEI'JIAMEHT
pearupoBaHusl HA HHIM/IECHTbI HHGOPMAIMOHHOI 0e301aCHOCTH B

HHG(OPMAIHOHHBIX CHCTEMAX NMEPCOHATBHBIX JAHHBIX
MB Y10 «CHOT» r.CumdeponoJis

1. TepmuHbI 1 onpeesieHUs!

1.1. adopmanmonHas cucTemMa MepcoHaTbHBIX JaHHBIX — COBOKYITHOCTh COACPKAIIMXCS
B 0a3ax JaHHBIX MEPCOHAIBHBIX TAHHBIX U 00ECIEUNBAIOIINUX UX 00pabOTKY MH(OPMAIIMOHHBIX
TEXHOJIOTUH M TEXHUYECKUX CPEJICTB.

1.2. nuunest wuHQOPMAIMOHHON 0€30MacHOCTH — JI000€ HEMPEIBUACHHOE WIIH
HEeXXeJaTelnbHOE COOBITHE, KOTOPOE MOXKET HApYIIUThH JAEATENHHOCTh I HH()OPMAIMOHHYIO
6e3omacHocTh. MHIIMAEeHTaMU HH()OPMALIMOHHON O€301IaCHOCTH SIBJISIIOTCS:

— yTpara ycayr, o00pyl0BaHUS WA YCTPOUCTB;

—  cHCTEeMHbIe COOM UJTU MEeperpy3Ku;

—  OWIMOKHU MOJb30BaTENEH;

—  HecoOuo/ieHue TOJUTHKU WM PEKOMEHJAIHi 1o nHOPMaMOHHON 6€30MacHOCTH;

—  HapymeHue (pU3MYECKHX Mep 3alIUTHI;

—  HEKOHTPOJHUpPYEMbIC N3MEHEHHS CUCTEM;

— cOou mporpaMMHOro 006ecre4eHust U 0TKa3bl TEXHUUECKUX CPEJICTB;

—  HapylleHue MpaBui AOCTyNa.

1.3. O6paboTka mMepCOHATBHBIX JMJAHHBIX — JI000Oe JeicTBUE (omeparus) WIn
COBOKYITHOCTh  JICUCTBUH  (Omepamnuii), COBEpIIAEMBbIX C  HCIOJIb30BAHHEM  CPEICTB
aBTOMAaTHU3aIMK WK 0€3 HUCIOJIb30BAHUS TaKUX CPEJCTB C MEPCOHAIBHBIMU JTAHHBIMHU, BKJIIOYAS
cbop, 3anuCh, CUCTEMAaTU3alINI0, HAKOILJICHHE, XpaHEeHue, yTouHeHne (0OHOBJIeHNE, U3MEHEHNE),
U3BJICYCHHUE, MCMOJIb30BaHUE, INepenady (pacnpocTpaHEeHUe, MPEelOoCTaBICHUE, JOCTYII),
o0e3nuyuBaHue, OJIOKUPOBAHUE, YIalIEHUE, YHUUYTOKEHUE MTEePCOHATBHBIX TAHHBIX.

1.4. TlepconanpHble JaHHbIE — JIFO0ass HMHQPOpPMAIMSA, OTHOCAIIAACS K TMPSMO WU
KOCBEHHO OIIPE/ICJICHHOMY WJIM OmpeensieMoMy (pu3ndeckoMy Juiy (CyOBbeKTy MepCOHATbHBIX
JTAHHBIX ).

1.5. CpeactBo 3amuThl HHPOpPMAIMM — MpPOTpaMMHOE oOOecredyeHue, MPOrpaMMHO-
anmapaTtHoe  oOecreyeHue, anmapaTHoe  oOecreueHue, BEIIeCTBO WM Marepual,
MpeIHa3HaYeHHOE WIIM UCIIOJIb3yeMOe JUTsl 3aIIUThl HH(POPMALIUH.

2. OO01me mMoJ0KeHu

2.1. Hactosummii PernmameHT pearupoBaHUsi Ha MHUMJCHTH HMH()OPMAIMOHHON
0€30MacHOCTH B HMH(OPMALMOHHBIX CcHUCTeMax NepcoHanbHbIX AaHHBIX Mb YIO «CHOT»
rCumdeponons (manee — PernmameHT), pa3paboTaH B COOTBETCTBMM C 3aKOHOJATEIbCTBOM
Poccuiickoit ®@enepauuu O NEpcOHANbHBIX JaHHBIX (mamee — IIJIH) u HopMaTHBHO-
METOJMUECKUMH JOKyMEHTaMU (eepaabHbIX OPraHOB MCIOJHUTENIBHON BJIACTH MO BOIPOCaM
6ezonacHoctu [1/IH mpu ux o6padorke B MH(GOPMAIIMOHHBIX CHCTEMaX MEPCOHATBHBIX JTaHHbBIX
(manee — UCIIn).

2.2. Hactosmuit PermameHT onpeenser:

—  MOPSAJOK PerucTpalnuu coObITHI 0€30MacHOCTH;



— TOpSIOK  BBISIBICHHUS  WHIUACHTOB  MH(POPMALMOHHOW  O€30MacHOCTH |
pearupoBaHMIO HA HUX;
—  TOPSJIOK MPOBEICHHS aHAIU3a MHIUICHTOB HHQOPMAIIMOHHOM 0€30MacHOCTH, B TOM
YHCIIe ONPEACTICHUEe NCTOYHUKOB M TPUYMH BOSHUKHOBEHHUSI MHIIU/ICHTOB.
2.3. Permament oOs3areneH st ucnoyiHeHHs Bcemu padotHukamu Mb YIO «CHOT»
r.Cumdepornonst (nanee — YupexaeHHe), HEOCPEICTBEHHO OCYIIeCTRIsIomuMHY 3amuty [1/1H B
VCTI/In.

3. HWHnmaeHThl HHPOPMALMOHHOI 0€301aCHOCTH

3.1. Kunnugearam Ub oTHOCSTCS:

— HecoOmoaeHne TpedboBanuit mo 3amute [1/1H:
— wucnoyib3oBanue OBM B 1ensx, HE CBA3aHHBIX C BBINOJHEHHEM TPYAOBBIX
(ciy>keOHBIX, TOJKHOCTHBIX, (PYHKIIMOHAIbHBIX) O0S3aHHOCTE;
— yrpara Hocurensd [1/1H;
— yTpara KJIIYEBBIX JOKYMEHTOB, KJIIOYEH OT MOMEUIEHWNW W XPaHWJIMII, JTUIHBIX

reyareu, yI1oCTOBEpEHUH, TPOITYCKOB.

— nonsiTku HCJ x TT/1H:
— moxbop UYXOTO WACHTUPHUKATOpA H TMapoysi, TOCISAYIOMHUA JOCTYIl C
WCTIOJIb30BAHUEM UY>KOTO MapoJIs;
— UW3MEHEHME HACTPOEK, COCTaBa, napoJieil rTexunueckux cpeacts MCII/IH;
— W3MEHEHHE (YBEIMYCHHE) MMOTHOMOYHUHN JOCTYIIA;
— HapylIeHHE LEeJIOCTHOCTH YCTAaHOBJICHHBIX 3alIUTHBIX IJIOMO;
— xonupoBanue [I/IH Ha HEyuTeHHBIE CheMHbIe HocuTenu [1/1H;
— 3apaxenue padovero mecta u/mnu cepepa UCII/IH Bpe1oHOCHOM MpoTrpamMMoit;
— xwumieHue Hocurenen I1/1H;
— xuiieHue texunueckux cpeacts UCII/IH;
— yMBIIUIEHHOE HapylieHue pabotocnocoOHocT TexHudeckux cpencts UCII/IH;
— XHWILEHUE KPHUMNTOCPEJICTB, KIIOYEBBIX TOKYMEHTOB, KJIIOYEW OT IMOMEIIECHUH U
XpaHWIHIL, JIMYHBIX I1eYaTeH, yI0CTOBEPEHUil, IPOIYCKOB;
— HECaHKIMOHMPOBaHHOE NMpoHUKHOBeHUE B momenieHust MCIIH;
— OYHCTKA 3JIEKTPOHHBIX KYPHAIOB MOHUTOPHHTIA.

— cbou B pabote Texunueckux cpencts MCII/In O6mecTra.

3.2. Kwunnunenram b He oTHOCATCS:

—  HeyJauHbIe MOMBITKH BTOPKEHUHN, KOTOPbIE ObLTH 0OHAPYKEHBI U HEUTpPaTH30BaHbI C
ucnoas3oBanueMm C3U;

— HeyJauHble TOTBITKA 3apakeHus pabounmx wect wu/wiu cepepoB HWCII/In
BpPEIOHOCHOW TPOTPaMMOM, KOTOphle OBLTH OOHAPYKEHbI M HEUTPaM30BaHbI C
ucnoab3zoBanuem C3U1U

4. Tlopsiaok permcrpanuu co0bITHI 6€30MACHOCTH

4.1. Peructpanus coOwituii 6e3omacuocty B MCII[H ocymiecTBisercs B clemyromIei
MOCJIEIOBATETLHOCTH

1) Ompenenenue coObITHI 0€30TIACHOCTH, IMOJUICKAIIUX PETHCTPALUU, U CPOKOB HUX
XpaHEHUS.
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2) OnmnpezaencHue cocTaBa W cojaepkaHus HHDOpMAIMK O COOBITUSX OE30MaCHOCTH,
MOJICKAIIUX PETUCTPALIHH.

3) Coop, 3anuch 1 XpaHeHHE UHPOPMALIUU O COOBITHIX OE30MaCHOCTH.

4) PearupoBanue Ha cOOM NPU PErUCTPALIUU COOBITHI OE30MaCHOCTH.

5) MonutopuHr  (IPOCMOTpP,  aHaIM3)  PE3YJAbTATOB  PErUCTPALMU  COOBITHIA
0€30MacCHOCTH U pearupoBaHUE Ha HUX.

6) I'eHepupoBaHHE BPEMEHHBIX METOK M (MJIM) CHHXPOHH3AIMsI CHCTEMHOI'O BPEMCHHU B
NCTIn.

7) 3amura nHbOpPMAIIUK O COOBITHIX 0€30MaCHOCTH.

4.2. CoOwitusi OesomacHocTH, momiexamue peructpamnn B WCIIIH, 1OMWKHBI
OTPENIETATHCA C Y4ETOM Cnoco0oB peanmzaiuu yrpo3 OeszomacHoctu [IJIn mms UCIIOa. K
coObITHsIM Oe3omacHocTd, nojnexamum peructpanuu B WCIIAH, 10mkHBI OBITH OTHECEHBI
mo0Obie iposiBiieHust coctostHUs MCII/IH 1 ee cucTeMbl 3aluThl, YKa3bIBAIONINE Ha BO3MOXKHOCTD
HapylmieHusT KOH(QHUIACHIIMATLHOCTH, MEJIOCTHOCTH wWin jgoctynHoctd [I/[H, moctymHOCTH
komroHeHToB ~ WCII/IH, HapymeHuss mpouenyp, YCTaHOBJIEHHBIX  OPraHU3allMOHHO-
paclopsAIUTEeIbHBIME JIOKYMEHTaMu 1o 3amuTe [I/IH, a Takke Ha HApyIICHHE INTATHOTO
(GYHKIIMOHUPOBAHUS CpeACTB 3auThl nHpopManuu (ganee — C3N).

4.3. CoOwiTust 6€30macHocTH, nomnexaniue perucrparmu B UCIIIH, u cpoku XpaHeHHS
COOTBETCTBYIOIINX 3AITUCEH PErUCTPAIMOHHBIX KYPHAIOB JIOJDKHBI 00€CIIeYMBATh BO3MOYKHOCTh
OoOHapy)XKeHMsI, UJICHTU(PHUKAIMA W aHaIW3a WHIMACHTOB HWH(GOPMAIMOHHONW O0€30macHOCTH,
Bo3HuKIUX B UCII/IH.

4.4, B UCIIJIH nomiexxat perucTpaiyy CIeIyIOIHne COOBITHS:

—  BX0oJ (BBIXOJ), a TaKXKe MOMBITKH BXxosa cyosekToB moctyna B MCII/IH u 3arpy3ku
(ocTaHOBKA) OMEPAIMOHHON CHCTEMBI;

—  TIOJKIIOYEHHE ChEMHBIX MalnMHHBIX HocuTenel [1J1a u BeiBoa I1J1H Ha HOCHTENH,

— 3amycKk (3aBeplleHue) MporpaMM U IMPOLECCOB (3aJaHUM, 3ajay), CBS3aHHBIX C
obpaboTtkoit I1/1H;

—  OOHOBJICHHME WJIY OIIMUOKH Mpu 00HOBIIeHHH rporpamMHubIX cpeacts UCIIIn u C3U;

— TOMBITKM JOCTyNa TMPOrPaMMHBIX CPEICTB K ONIPECNIIEMbIM 3alllUIIaeMbIM
oOBeKTaM JocTymna (TEXHUYECKUM CPEICTBAM, Y3JIaM CETH, JIMHUAM (KaHallaM) CBSI3H,
BHEIIIHUM yCTPOMCTBaM, MporpaMmam, ToMam, Kataioram, Qaiiam, 3arnucsaM, mossm
3anucei) ¥ MHBIM 00bEKTaM JIOCTYTIA,

—  TIOMBITKYU YAAJIEHHOTO JOCTYIIA.

4.5. CocraB u cojaepxaHue HWHGOPMAIMK O COOBITHSAX OE30MMAaCHOCTH, BKIHOYAEMOH B
3alMCU PETUCTPAlMU O COOBITUSIX O€30MaCHOCTH, JIOJDKHBL, KaK MHUHHUMYM, OO0ECIeYyuTh
BO3MOXHOCTh HJCHTU(UKALWW THIA COOBITHS OE30MacHOCTH, OaThl U BPEMEHU COOBITHS
0€30MacHOCTH, WICHTHU(PUKAIIMOHHON WHPOpPMAIIMM MCTOYHHUKA COOBITHS 0€30MacHOCTH,
pe3ynbTaT coObiTHsi Oe3omacHOCTH (YCHENIHO WM HEYCIENIHO), CyObheKTa JocTyma
(monp30BaTens U (WJIK) Mpoiiecca), CBI3aHHOTO C JaHHBIM COOBITHEM 0€30TTacCHOCTH.

4.6. Ilpu peructpanuu Bxojaa (Bbixona) cyobekroB noctyna B MCIIJIH u 3arpy3ku
(ocTaHOBKA) OMEPAIIMOHHOW CHUCTEMBI COCTaB M cojAepkaHWe HWH(GOPMALMU JOJDKHBI, Kak
MUHHUMYM, BKJIIOYaTh AAaTy W BpeMs BXoja (BBIXOJa) B cHCTEMY (M3 CHUCTEMBI) WIH 3arpy3Kd
(ocTaHOBKM) OTEPAIIMOHHON CUCTEMBI, Pe3yIbTAT MOMBITKH BX0/1a (YCIEIIHAs WU HEYCTIeIIHas),
pe3ynbTaT TOMBITKH 3arpy3Kd  (OCTaHOBA) OMNEPAMOHHOW CHUCTeMbl (yCIelrHas WId
HEYCIelTHas ), UACHTH(PUKATOP, MPEAbIBICHHBIN PU MOTBITKE JOCTYIIA.
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4.7. Ilpu perucrpauuy NOJKIOYEHHUS CHEMHBIX MAIIMHHBIX HocuTened I1J[H u BbIBOJA
[I/IlH Ha CbEMHBIE HOCUTENIM COCTAB M COJEPIKAHHME PETUCTPALMOHHBIX 3alMCEU JTOJKHBI, KaK
MUHUMYM, BKJIIOYaTh JATy U BpeMs IMOJKIIOYCHHS ChEMHBIX MAalIMHHBIX Hocuteneu I1J[H u
BbiBoJa II/[H Ha cheMHBIE HOCHUTENH, JIOTHUECKOE UM (HOMEp) MOJKII0YaeMOr0 ChEMHOTO
MammHHOTO HOocutens IIJ{H, uaeHTHduKaTOp CyOBEKTa JOCTyNa, OCYIIECTBIISIONIETO BBIBOJ
[T/1n Ha cheMHbIld HOCcHUTENb [1/1H.

4.8. Tlpu peructpanuu 3amycka (3aBepIIeHHs) IPOTpaMM U MIPOLIECCOB (3adaHUM, 3a/1a),
CBSI3aHHBIX ¢ 00paboTko# [1/IH cocTaB U conep)kaHue PeruCTPAIMOHHBIX 3aMUCEN MOJDKHBI, KaK
MUHUMYM, BKJIIOYATh JaTy W BpeMs 3amycka, uMms (MAeHTH(UKATOP) MPOrpaMMEI (TIporiecca,
3aaHus), UIACHTUQUKATOp CcyOBbekTa JocTtyna (ycTpoilcTBa), 3ampOCHBIIETO IPOrpaMMy
(mpo1iecc, 3aaHKe), pe3yiIbTaT 3ammycka (yCHelIHbIN, HEYCIIeIIHBIH).

49. Tlpm perucrtparii TOTMBITOK JIOCTya MPOTPAMMHBIX CpPEACTB  (IIporpamm,
MIPOIIECCOB, 3374, 3aJJaHU) K 3aIIMIIaeMbIM (aifjlaM COCTaB U COJEPKaHHE PErHCTPAIMOHHBIX
3amucell JOJDKHBI, KAaK MUHUMYM, BKJIFOYATh JaTy W BPEeMsl IMOTBITKH JOCTYIA K 3alIUIIIAeMOMY
(daiiny ¢ ykazaHueM ee pesyiabTaTa (yCHelrHas, HeEyCIellHas), HIACHTU(PUKATOpP CyOBeKTa
noctyna (ycTpoicTBa), CeruuKaIfio 3amuiaeMoro daia (JIOTHIecKoe UMsl, THII).

4.10. Tlpm perucTpamuy TOIBITOK JOCTyNa TMPOTPAMMHBIX CPEICTB K 3alllHIIacMbIM
o0BeKTaM JIoCTyna (TEXHUYSCKUM CPEJICTBAM, y3JIaM CETH, JIMHUSAM (KaHaJIaM) CBSI3W, BHCITHHUM
YCTPOWCTBAM, MpoTrpaMMaM, TOMaMm, KarajoraM, 3amucsM, TOJSIM 3aluceil) COCTaB W
coJiep)kaHue WHQPOPMAIMH JODKHBI, KAK MUHAMYM, BKITFOYaTh ATy W BPEMS IMONBITKH JOCTYIIA
K 3alMiraeMoMy OOBEKTY C yKa3aHMEM €€ pesyinbrara (yCHemrHasi, HeycIenrHas),
uneHtTuukaTop cyowbekra aoctymna (ycTpoicTBa), cHenUUKAIMI0 3allUIIaeMOro OO0BeKTa
noctyna (JJorudeckoe ums (Homep).

4.11. Tlpu peructpammu monbITok ynanenHoro aocryna k MUCIIJIH coctaB u coneprkanue
nH(pOpMaLUK JOHKHBI, KAK MUHUMYM, BKJIIOUATh AAaTy M BPeMsI MOMBITKH YAAJIEHHOTO JIOCTYyIA C
yKa3aHHeM ee pe3yipTaTa (ycmeliHasi, HeyclellHas), HIeHTU(PHUKATOp CyObeKTa JOCTyIa
(ycTpoiicTBa), MCHOJIL3YEMBIN MTPOTOKOJ JAOCTYIA, UCHOJIb3yeMbIi nHTepderic 1ocTyna u (Uim)
HMHYIO HH(pOpMaIIHIO 0 ONbITKaX yaajaeHHoro pocrymna k UCIT/IH.

4.12. CoOop, 3anuch W XpaHeHHe HHGOPMAIMU O COOBITHUAX OE30MAaCHOCTH B TEUYCHHUE
YCTaHOBJIEHHOTO BPEMEHHU XPaHEHHUS JOJKEH MPeTyCMaTpUBaTh:

— BO3MOXHOCTH BbIOOpa OTBETCTBEHHBIM 3a oOecmedenue OezomacHoctu [IJIH B
NCTIn n (wnu) Aagmunuctpatopom UCIIAH coObiTrii 6€30MaCHOCTH, MOIeKAIINX
perucTpalnyi B TEKYIIMA MOMEHT BPEMEHU U3 TepedyHs coObITUH 0e30MacHOCTH,
ompeJeNieHHbIX B MyHKTe 4.4 HacTosmero Pernamenra;

— TreHepauuio (cOop, 3ammch) 3amucedl peructpauuu (ayaura) A COOBITUHN
0€30MacHOCTH, MOJIeKAIINX PErucTpaluu (ayAuTy) B COOTBETCTBUU C COCTaBOM U
coJiepkaHueM HH(opMaluu, omnpeAeNeHHIMH B COOTBETCTBUHU C MyHKTaMu 4.6 —
4.11 nacrosuero Permamenra;

— XpaHeHHe WHPOpPMAIMK O COOBITUSAX O€30MacHOCTH B TEUEHHE BPEMEHH,
YCTaHOBJICHHOTO B MyHKTe 4.3 HacTosero PernamenTa.

4.13. O06beM maMATH JUIsI XpaHEHUs HHPOPMALUHU O COOBITHUAX OE30MAaCHOCTH JOJIKEH
OBITh paccCuMTaH U BBIJCICH C YY€TOM THUIIOB COOBITHI OE30MAaCHOCTH, TOJICKAIINX
perucTpalii B COOTBETCTBUU C COCTaBOM U COJepkaHUeM HH(POpPMAIMU O COOBITHIX
0€30MacHOCTH, TOJJIeKAIINUX PETUCTPALIUU, B COOTBETCTBUM ¢ TyHKTamu 4.7 — 4.11 Hacrosiiero
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Pernamenra, nporHo3upyemMoil 4acTOThl BO3HUKHOBEHHS IOJUIEKAIIMX PETUCTPALUU COOBITUI
0€30IaCHOCTH, CpOKa XpaHeHHUs WH(POPMAIIMU O 3apPETUCTPUPOBAHHBIX COOBITHUAX OE30IIaCHOCTH.

4.14. B UCII[lH AO0MKHO OCYLIECTBIISITHCS pearupoBaHue Ha COOU NPU pPErucTpanuu
coObITHH 0€30macHOCTH, B TOM YHCJIE amnmapaTHble W MporpaMMHbIE OMIMOKH, cOOM B
MexaHu3Max cOopa uH(poOpMaluu U JOCTHKEHUE MIPEJIesia UIN NEPENOIHEHU 00beMa (EMKOCTH)
MaMsTH.

4.15. PearmpoBanme Ha CcOOM TPU PETUCTPAIM COOBITHI O€30IMacCHOCTH JIOJDKHO
IIpelyCMaTpuBaTh:

—  TpenynpexIcHWe (CHUTHAIM3AIWs, WHIUKaNWsa) o cO0osx (ammapaTHeIX U
MpOrpaMMHBIX  omuOKax, c00sX B MexaHu3Max cbOopa wuHPOPMALMH WU
NepenojHeHuss o0bema (EeMKOCTH) MaMsATH) HpU  PETUCTPAallUd  COOBITHI
0e30I1aCHOCTH;

— pearupoBaHHE€ Ha COOM MPHU PETHCTPALUU COOBITUI OE30MACHOCTH MTyTEM M3MEHEHMSI
OtBerctBeHHBIM 3a oOecnedenue Oe3zonmacHoctu [/l B UCIIH wu (wim)
Anmunuctpatopom MCII/IH napameTpoB cOopa, 3arucu U XpaHeHus: HHGOpPMaLuu 0
COOBITHSIX 0€30MacHOCTH, B TOM 4YHUCJIE OTKJIIOYEHHE 3amucu HHQOpMaluu o
coObITHsIX Oe3omacHOCTH OT 4actu KkomnoHeHToB MWCII/IH, 3amuck moBepx
yCTapeBUINX XPAaHUMBIX 3aMucel COOBITUI OE30MaCHOCTH.

4.16. MonuTopuHr (IPOCMOTPp W AaHAW3) 3alUCed perucrpanud (ayamTa) HAOJDKEH
MPOBOJUTHCS JUIsI BCEX COOBITHM, NOJJIEKAlIMX PpErucTpaliid B COOTBETCTBUU M C
MEePUOJUYHOCTHIO, YCTAHOBJIEHHOW oOIepaTopoM, M 00OecredyuBaronieil CBOEBPEMEHHOE
BBISIBJICHHE MMPU3HAKOB MHIIUIEHTOB HH(popmarmonHoi 6e3omacuaoctu B UCTTIH.

4.17. B cnyyae BBISBIICHHE MPU3HAKOB WHIMICHTOB MH(POPMAIIMOHHONW O€30MacHOCTH B
UCII[Ju ocymiecTBisieTcs] UIAHUPOBAHUE M MPOBEACHUE MEPONPUATUN MO PEarupoBaHUIO Ha
BBISIBJICHHBIE WHIUACHTHI 0E30MACHOCTM B COOTBETCTBHU C TMOPSAKOM TPOBEACHUS
pazOupaTenbCTB 1Mo pakTaM BO3HUKHOBEHHS HHIUACHTOB B ICIT/IH.

4.18. TlomyyeHne METOK BPEMEHH, BKJIIOYAIOIIMX JaTy U BPEMs, HCIOJIb3YEMBIX IPHU
reHepamnuu 3anuced peructpanuu (ayaurta) cooeituii 6e3omacHoctu B MCIIIH, mocturaercs
MOCPEICTBOM IPUMEHEHUSI BHYTpeHHUX cucTeMHbIX yacoB MCII/H.

4.19. 3amuta nHGOpPMALMK O COOBITUAX OE30MACHOCTH (3aIUCAX PETUCTpAIU (ayauTa))
obOecrieunBaeTcs MPUMEHEHHEM MeEp 3alluThl HHPOpPMAIMM OT HENPAaBOMEPHOTO OCTYIIA,
YHUUYTOKEHUS WIM MOAW(DUIMPOBAHUS U B TOM UHUCIE BKIIOYAET 3aIIUTy CPEICTB BEICHUS
peructpanuu (ayauTa) U HaCTPOEK MEXaHU3MOB PETUCTPALIUU COOBITHA.

4.20. Moctyn Kk 3amucaM ayauTa U (QYHKIUSM YIpaBICHHs MEXaHU3MaMU PETUCTpalvd
(ayauTa) HOJHKEH MPEeIOCTaBIATHCS TOJIBKO YIOJIHOMOUYEHHBIM JOJHKHOCTHBIM JIMIIAM:

—  OTBETCTBEHHOMY 3a obecnieuenue 6ezonacuoctu [1/{n B UCII/H;

— anmunucrparopy UCIIIH.

5. Tlopsinok BbIABJIEHUS HHIMIEHTOB HH(OPMAIIMOHHOI 0€301ACHOCTH M pearnpoBaHusl
Ha HUX

5.1. 3a BbIsIBIICHHWE WHIUICHTOB MH()OPMAIIMOHHONW OE30MacHOCTH M pearupoBaHHE Ha
HUX OTBEYAIOT:
—  OTBETCTBEHHBIN 3a oOecnieuenue O6e3omacuoctu [1/{n B UCIIH;
— anmunucrparop UCII/IH.



6

5.2. PaboTHukH VYUpexICHHs, IOJDKHBI COOOIIATH OTBETCTBCHHBIM 32 BBISBIICHHE
WHIUJCHTOB WH(OPMAIIMOHHON 0€30MaCHOCTH O JIIOOBIX HHIIMICHTAX, B KOTOPBIE BXOIAT:

— (¢akThl MOMBITOK M YCICIIHON peann3aliid HECAaHKIMOHHPOBAHHOTO JIOCTyNa B
NCII[JH, B nomeuieHus, B KOTOPBIX oOcyllecTBiseTcss oOpaborka IIJIH, m k
xpanunumam [1/1H;

—  (akThI cO0s MM HEKOPPEKTHOW PabOTHI cCUCTEM 00pabOTKH MH(POPMALINH;

—  (akTer cO0s nm HeKoppekTHOH padoTsl C3U,

—  ¢axTtsl pasrnamenus [1/1H;

— ¢axTel pasriameHus HHGOpPMANKMK O METOJaX M CIoco0ax 3aluThl U 00pabOTKH
IT/1n.

5.3. Bce HemTaTHBIE CHUTyalud, (aKThl BCKPBITHS W OICYATHIBAHHS TEXHUYCCKHUX
CPEJICTB, BBITIOJNIHEHUS MPOQPIIAKTHYECKUX PabOT, YCTAHOBKA M MOJM(HUKAIIMK aNapaTHBIX H
nporpaMMHbIX cpenctB oopadotku [1/In B UCITJIH momkHBI OBITH 3aHECEHBI OTBETCTBEHHBIMU
3a BBISBJIICHHE WHIMJICHTOB HH(OPMAIMOHHOW Oe30macHOCTH B «JKypHam ydera HEIMTaTHBIX
cUTyanui, (aKTOB BCKPBITUS ¥ OICUATHIBAHUS TEXHUYECKHX CPEJICTB, BBITIOJTHCHHS
MPOQHIAKTHYSCKUX PabOT, YCTAHOBKU M MOJTU(PHUKAIIMN alapaTHBIX U MPOTPAMMHBIX CPEJCTB
o0OpaboTku nepcoHanbHbIX NaHHBIX B Mb VIO «CIOT» r. Cumdepomnons, ¢opma KOTOporo
ycraHoBlieHa B [lpmiokeHnu 1 Kk Hacrosmiemy PeriiaMeHTy WM B JIGKTPOHHBIC JKYPHAJIBI
onepanroHHou cuctembl U C3U.

5.4. AHanv3 WHIWJACHTOB WH(POPMAIMOHHON OE30MaCHOCTH, B TOM YHCIIE OINpECIICHHUE
HMCTOYHUKOB M TPUYUH BO3HUKHOBEHHS HHIIMJCHTOB, OCYLIECTBIISETCS COIJIACHO MOPSAKY
MpoBeJIeHUsT pa30uparenbcTB MO (akTaM BO3HUKHOBEHHS HMHIIMAEHTOB HH(OPMALIMOHHON
oe3omacHoctu B UCII/IH.

5.5. Mepsl 110 yCTpaHEHHIO MMOCIEACTBUN UHIIMICHTOB MH(OPMAIITMOHHON 0€30MMacHOCTH,
IUIAHUPOBAHUIO M NPHUHATHIO MEp 10 NPEJOTBPALICHHIO IMOBTOPHOTO BO3HHWKHOBEHUS
WHIUCHTOB, BO3JIAraloTCs HAa OTBETCTBEHHBIX 32 BBISBICHHWE WHUUACHTOB HH(YOPMAIIMOHHOM
0€30MacHOCTH.

6. OcHOBHBIE 3TANbI POIlECCA PEArHPOBAHUS HA HHIIUAEHTHI

6.1. Jluma (agmunuctpatop HWC), 3aHMMaronyecs pearMpoBaHUEM Ha WHIUICHTHI
noJokHbI ob6ecnieunTh 3amuty UCIIIH u npounHbopMHUpOBAThH MOJIB30BATENICH, O BaXXHOCTH MEP
1o o0OecreyeHno HHPOPMAITMOHHOH 0€30TMacHOCTH.

6.2. Jluma, 3aHUMalOIIMECs pPEarupoBaHUEM Ha WHUUICHTHI, JOJKHBI OIPENEIHUTD,
SABISETCA JU OOHApY)KEHHOE HMHU C T[IOMOIIbIO Ppa3NUYHBIX CHCTeM oOecredeHus
nHpopMallMOHHOKW 0e30MacHOCTH COOBITUE WHIUACHTOM WM HeT. Jlas 3Toro Moryr
WCII0JIb30BAThCA MyOIMYHBIE OTYETHI, MOTOKH JTAHHBIX 00 Yrpo3ax, CpeiCcTBa CTaTHYECKOTO U
JMHAMHYECKOTO aHalu3a oO0pa3loB MPOrpaMMHOTO OOecredeHus: W JIpyrue HUCTOYHUKHU
uHpopmanuu. CTaTHuecKWid aHaNU3 BBHIMOJHAETCS ©0€3 HEMOCPEICTBEHHOTO  3aIrycKa
uccienyeMoro o0pasia W MO3BOJIAET BBISIBUTH Pa3IMUHbIE WHAMKATOPBI, HAMpPUMEpP, CTPOKH,
cogepxkamme URL-agpeca wnm  azgpeca  JJIEKTPOHHOM IMOYTHL. JIMHAMHUYECKUU aHaAIU3
MOIpa3yMeBaeT BBITIOJIHEHUE UCCIIeAyeMO mporpaMmbl B 3amuiieHHoi cpeae (I[lecounure) unu
Ha M30JIMPOBAHHON MallTMHE C IENbI0 BBISBICHUS MOBEACHH 00pasna u cbopa apredakToB ero
paboTHI.

6.3. Jluma, 3aHUMaroIIMecs: pearnpoBaHueM Ha MHIMIEHTHI, JOJHKHBI HACHTU(UIINPOBATh
CKOMIIPOMETHPOBAHHBIE KOMIBIOTEPHI M HACTPOUTH MpaBuia OE30MACHOCTH TaKUM 00pazom,
9TOOBI 3apaX€HUEe HE PacCHpOCTPAaHWIOCh Aalblie 1Mo ceTH. Kpome Toro, Ha 3TOM JTame
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HEOOXOJIMMO TIEPEHACTPOUTh CeTh TakuM oOpazom, uytoObl MCII[IH Mornm mpoaoKarh
paboTaTh 6e3 3apaKCHHBIX MAITUH.

6.4. [lanmee nuiia, 3aHUMAIOIIMECs pearupoOBaHUEM Ha MHIMJICHTHI, YIAJIAIOT BPEIOHOCHOE
porpaMMHOE OOecredeHrne, a Takke Bce apTedakThl, KOTOpPbIE OHO MOTJO OCTaBUTHh Ha
3apakeHHbIX komnbiorepax B UCIT/IH.

6.5. Panee ckomMmpoMeTHpOBaHHBIE KOMIBIOTEPHI BBOAATCS OOpaTHO B ceTh. lIpu 3TOM
JUIa, 3aHUMAIOIIMECs] pPEearupoBAaHUEM Ha MHIMJEHThl, HEKOTOPOE BpPEMsI IPOJOJDKAIOT
Habmromath 3a cocrostaueM 3tux MamuH W MCIIJAH B 1enoM, 4ToObl yOEAHUTHCS B IOJHOM
YCTPAaHEHUH YIpO3bl.

6.6. Jluma, 3aHMMaromIWecs ~— pearupoBaHWEM  HAa  WHUOWACHTHI,  aHAIU3HPYIOT
MIPOU30LIEAINI HHIIUAEHT, BHOCAT HEOOXOUMbI€ U3MEHEHNS B KOH(MUTYPALIUIO TPOrPAMMHOTO
obecrieueHuss U 00OpyIOBaHUS, OOEcleYMBAIOLIEro HHPOPMAIMOHHON 0€30MacHOCTH, U
GbopMUPYIOT PEKOMEHJAIUU [UIi TOro, 4YToObl B OyAylieM MpeAoTBPAaTUTh MOJ00HBIE
MHUUACHTHL. [Ipn HEBO3MOXKHOCTH IOJIHOTO MPEAOTBpaIleHus Oyayledl aTakd COCTaBJICHHbBIE
PEKOMEHAALINY TIO3BOJISAT YCKOPUTh pearnpoBaHKe Ha MOJ00HbIE MHIIUICHTHI.

7. Tlopsiaok mpoBeaeHHs pa3dupaTejbcTB M0 (paKkTaM BO3SHMKHOBEHHMS HHIUAEHTOB
uHopManuoHHOI Oe30macHOCTH

7.1. Jlna mnpoBeaeHus pa3dUpaTeNbCTB MO (akTaM BO3HUKHOBEHHUS HHIIMJIEHTOB
WHPOPMAIIMOHHON 0€30MacHOCTH CO37aéTCsl KOMHCCHS, COCTOSIAs He MEHee 4YeM M3 TpeX
YeJl0oBEK ¢ 00s3aTeNIbHBIM BKIIOUEHHUEM B €€ COCTaB!

—  OTBETCTBEHHOTO 3a obecneueHue 6ezonacuoctu [1/Jx B UCII/H;
— aamunucrparopa UCII/IH.

7.2. [Tlpencenatenb KOMHCCHUU OpraHU3YeT palbOTy KOMHCCHH, PEIIaeT BOIMPOCHI
B3aMMO/JICHCTBUSI KOMUCCHH C PYKOBOJUTEISIMU U paOOTHUKAMH CTPYKTYPHBIX MOJpa3feieHuit
OpraHu3aliy, TOTOBUT U BEIAET 3aceJaHusi KOMUCCHH, IOIMUCHIBACT MPOTOKOJIbI 3acenanuii. [1o
OKOHYAaHUU pabOThl KOMHMCCHM TOTOBUTCS 3aK/IIOUEHUE TI0 pe3ylbTaTaM MPOBEAEHHOTO
pa3buparenbCcTBa, KOTOpoe nepenaeTcs Ha paccMoTpenue Jupektopy YupexaeHus.

7.3. Ilpu npoBeneHuun pa3OuparenbCcTBa yCTaHABIUBAIOTCS:

— Hanuyue camoro (akTa COBEpILICHUS WHLUICHTa MHPOPMAIMOHHON 0e30MacHOCTH,
CIIY’KaIllero OCHOBAHUEM JIJIsl BBIHECEHUS COOTBETCTBYIOIIETO PEIICHHUS;

—  BpeMsi, MECTO M 00CTOSTEeNbCTBA BOSHUKHOBEHHS MHIUACHTA, a TaK)Xe OLIEHKAa €ro
MOCIIEICTBUIA;

—  KOHKpPETHbII paOOTHUK, COBEPUIMBIINNA MHIUACHT WH(OPMAIMOHHON 0€30MacHOCTH
WJIH TIOBJICKIINI CBOMMU JICUCTBUSMU BOZHUKHOBEHUS MHIIMJICHTA;

— HaJW4Hhe U CTeNEeHb BUHBI paOOTHUKA, COBEPIIMBIIETO UHIMIECHT MHPOPMAIIHOHHOM
0€30MacHOCTH WU MOBIEKIIET0 CBOMMU ACUCTBUSIMU BOSHUKHOBEHUE UHITUCHTA;

— IIeMd ¥ MOTHUBBI, CIIOCOOCTBOBABIIIME COBEPIICHUIO HHIMIEHTa HH(POPMAIIMOHHOM
0€30IacCHOCTH.

7.4. B nensax mnpoBeneHHs pazOupaTeNbCTBa BCe PAOOTHUKM OOsA3aHBI 10 MEPBOMY
TpeOOBaHUIO YIIEHOB KOMHUCCHUU TPEABSBUTH s TPOBEPKH BCE YHUCIANIUECS 3a HUMU
MaTepuanbl M JOKYMEHTHI, JaTh YCTHBIE WM MHCbMEHHBIE OOBSCHEHUS 00 HM3BECTHBIX UM
(akTax 1Mo CyecTBy 3aJaHHBIX UM BOIIPOCOB.

7.5. PaboOTHUK, COBEpIIMBIIUNA WHIMICHT WHPOPMAIMOHHOW OE30MaCHOCTH WM
MOBJICKIINA CBOMMH JCHCTBUSAMU BO3HHUKHOBEHMS] HWHIIMJACHTA, 00s3aH MO TpeOOBaHHIO
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KOMHCCHU TIPEJICTAaBUTh OOBSCHEHUS B NMHCHbMEHHOW (popMe HEe TOo3/Hee TpexX pabdouyux JHEH ¢
MOMEHTa TOJy4CHHsS] COOTBETCTBYIOIIEro TpeOoaHus. Komuccusi BIpaBe MOCTaBUTH MEPen
pabOTHHKOM TepeueHb BOMPOCOB, Ha KOTOpbIE pabOTHHMK 00s3aH OTBETUTH. B ciyuae oTkasza
paboOTHUKA OT MUCHMEHHBIX OOBSICHEHU, KOMUCCUEH COCTABIISICTCS aKT.

7.6. PaboTHMK wWMeeT TpaBO, IO COTJACOBAHHIO C MpeAceaTeileM KOMHUCCHH,
3HAKOMHTBHCS C MaTepuaIaMu pa3OnupaTenbCTBa, KACAIOIMUMUCS JIMIHO €T0, M AaBaTh MO MOBOIY
HUX CBOM KOMMEHTApHWH, MPEIOCTABISATH JIOTIOJHUTEIBHYI0 HHPOPMAIUIO W JOKYMEHTHI. [lo
OKOHYAHUU pa3OupareIhCcTBa paOOTHUKY U O3HAKOMJICHHSI MTPEIOCTABISICTCS UTOTOBBIN aKT C
BBIBOJIAMH KOMUCCHH.

7.7. B cnyuae naBneHus Ha pabOTHHKA CO CTOPOHBI APYrux JuIl] (HE M3 COCTaBa
KOMHCCHH) B BHJIC MPOCHO, yrpo3, IMaHTaxa M Jp., 0 BOIPOCAM, CBSI3aHHBIM C IPOBEICHHEM
pazOupaTenbCcTBa, pabOTHUK 00513aH COOOIIUTH 00 ATOM MpPEICeaATENI0 KOMUCCHH.

7.8. Jlo okoH4yaHHWs paOOTBI KOMHUCCHHM W BBIHECEHHUS PCIICHHS WICHAM KOMHCCHH
3amnpemiaercs pasriamaTh CBEACHHMS O XOJe IPOBEJIEHUs pa30upaTeslbcTBa M CTaBIIWE
W3BECTHBIC M 00CTOSTEIbCTBA.

7.9. B mporecce mpoBeaeHus pa30MpaTebCTBa KOMUCCHEH BBISICHSIIOTCS:

—  MEpeYeHb pa3rialleHHbIX CBEICHUN;

—  TIPUYUHBI Pa3TJIAIICHUS CBEJICHHH;

—  JIMIa, BAHOBHBIC B Pa3TJjIalllcHUU CBEJACHUA;

—  pasMep (IKCMEPTHYIO OICHKY) MPUIMHEHHOTO yiiepoa;

—  HeIOCTaTKH M HapyIIeHUs, JOMyIlIeHHbIe paboTHUKaMu mipu padote ¢ [1/1H;

—  HMHBbIE 00CTOATENHCTBA, HEOOXOAUMBIE IS OIpeieieHns npuinH pasrnamenus [1/1H,
CTENIeHH BHHOBHOCTH OTAEIBHBIX JIMI, BO3MOKHOCTH IMPUMEHEHHS K HUM MeEp
BO3ICUCTBHA.

7.10. Ilo 3aBepmieHun pa3OuUpaTeIbCTBA KOMHUCCHEH COCTaBIIICTCS 3aKiioveHHe. B
3aKJIFOUEHUU YKa3bIBAIOTCS:

—  OCHOBaHHE JJIsl IPOBE/ICHUA B pa30UpaTeIbCTBRA;

— cocTaB KOMHUCCHH U BpeMsi IPOBEACHUS pa30UpaTebCTBa;

— CBEJCHHUA O BPEMEHHU, MECT€ U OOCTOATEIbCTBAX BO3HUKHOBEHHUS WHIUICHTA
MH(POPMAITMOHHOM 0€30TacHOCTH;

— CBEACHHUA O pabOTHUKE, COBEPIIMBIIEM UHIUIACHT WH(OPMAIMOHHON 0€30MacHOCTH
WM TOBJEKIIEM CBOMMHU JCHCTBUSMH BO3HUKHOBEHHS HHIMIEHTa (IOJHKHOCTS,
dbamunus, uMs, 0TYECTBO, TOJ POKACHUS, BpeMs pabOThl B YUPEKICHUH, a TAKKE B
3aHMMaeMas JOJKHOCTh);

— IeId Y MOTHBBI pPabOTHUKA, CIOCOOCTBOBABIIME COBEPLICHUIO WHIUACHTA
nH(OPMAIIMOHHON OE30MMaCHOCTH;

—  TPUYUHBI U YCIOBHS BOSHUKHOBEHHSI MHIIUACHTA UH(DOPMAIIMOHHOM O€30MacHOCTH;

—  JIaHHBIE O XapakTepe U pa3Mepax MPUUMHEHHOTO B pe3ylbTaTe HHIIMACHTa yiepoa;

— TPeUIOKEHHS O Mepe OTBETCTBEHHOCTH pPaOOTHHKA, COBEPIIMBILETO HWHIMACHT
nHQOpPMAIMOHHOW  O€30MacCHOCTH  WJIM  TOBJEKIIETO CBOUMH  JICHCTBUSMU
BO3HMKHOBEHUS WHIUCHTA.

7.11. Ha oCHOBaHHMH 3aKJIFOUEHHUS BBIHOCHUTCS pEIIeHHEe O MPUMEHEHUH Mep
OTBETCTBEHHOCTH K pPAaOOTHHKY, COBEpIIMBIIEMY WHIIMJIECHT WA TOBJICKIIEMY CBOUMU
JNEUCTBUSIMU BO3HHKHOBEHHMIO WHIIMJEHTA, Takke O BO3MEIICHHH Yyiiepda BUHOBHBIM
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pabOTHUKOM (WJIM €ro 3aKOHHBIM IPEICTABUTENEM), KOTOPOE JOBOAMTCSA JIO YKAa3aHHOTO
pabOTHHKA B TUCBMEHHON (pOpPME O] PACIIHCKY.

7.12. Bce wMarepuanbl pa3OuparenbcTBa OTHOCATCS K HMH(POPMALUMU OTPAHUYCHHOTO
JOCTyHa ¥ XpaHATca B TedeHue 5 yer. Komuu 3akimovyeHuss U paciopsbKeHHUs 10 pe3yibTaTtaM
pa3OupaTenbcTBa NMPHOOIMIAIOTCS K JIMYHOMY JA€dy paOOTHHKA, B OTHOIIEHHH KOTOPOTO OHO
IIPOBOMIIOCH.

8. OTBeTCTBEHHOCThH

8.1. Bce paboTHuky, ocymecTBistonue 3amury [1JH, 00s13aHbI 03HAKOMUTHCS C JTAHHBIM
PeFJIaMeHTOM IIoa ImoaInmnceh.

8.2. PaboTHWKM HECYT MEpPCOHAIBLHYIO OTBETCTBEHHOCTh 32 BBINOJHEHHE TPEOOBAaHUI
HacTosmiero PerimamenTa.

9. CpOK JEHCTBUA U MOPAAOK BHECCHUS H3MEeHEeHHH

9.1. Hacrosmmii PermamMeHT BCTynaer B CHIIy ¢ MOMEHTA €T0 YTBEPXKICHUS U JACHCTBYET
OeccpodHo.

9.2. Hacrosmuit PermamMeHT MOAISKHUT MIEPECMOTPY HE peXke OJHOTO pa3a B TPH rojia.

9.3. H3MmeHeHUs W JOTOJHEHUS B HacTOSIIUK PeritaMeHT BHOCSTCS Mpuka3oM J{upekTopa
YupexaeHus.
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DPOPMA

ITpunoxenue 1

k Pernamenry pearupoBaHus Ha
WHIUIEHTHI HH()OPMAIMOHHOH
Oe3omacHoCTH B HHPOPMAIIMOHHBIX
cucTeMax MepCOHAIBHBIX TaHHBIX

KypHana ydyera HEIITATHBIX CUTyalni, (aKTOB BCKPBITUS M ONeYATHIBAHNSI TEXHUYECKHUX CPEICTB, BbINOJHEHUS NMPOPUIAKTHYECKHUX PAdoT,
YCTAHOBKHU M MOAU(PUKALIMHU aNMAPATHBHIX U MPOrPAMMHBIX CPeACTB 00padoTKH UH(pOpMAIUH
B Mb Y10 «CIOT» r.Cumd¢eponoss

®OHO OtBercTBEHHOrO0 3a o0ecreyeHme

Ne Tara Kpatkoe onucanue BHITIONTHEHHON paGoThI (HEIITATHOM 0€30MaCHOCTH NIEPCOHANBHBIX JaHHBIX B ®UO Anmunucrparopa s e
n/n CHTYaIHH) MH(OPMALIMOHHBIX CUCTEMAax nH(OPMAIIMOHHOH CHCTEMBI, TOATICH
MIEPCOHAIBHBIX JJAHHBIX, TIOJIIHChH
1 2 3 4 5 6







