Kak 3alUTUTBCA OT MOLWEHHUKOB: NpPOCThLIe npaeuna

PacnpocTpaHeHHbIi crnoco6 AeicTBUIl MOLLEHHUKOB: OHY OBMAaHHbLIM nyrem
nonyvaltT AaHHble Ans [OoCTyna K JIMYHbIM KabuHeTam U MPUNOKEHUsIM.
Vcnonb3ayst HEMpOTEXHONOrMM, CrnocoGHel NOAAEnbIBaTb akkayHTbI 1 rofnoca,
co3fasast BuAeocoobLeHus, CreHepvpoBaHHble NCKYCCTBEHHbIM
WHTENINEKTOM, OT UMEeHW BalUMX 3HAKOMbLIX W pyKOBOAMTEreiR. 3avacTyro
MOLIEHHUKW  NpeACTaBNsATCA  COTPYAHUKAMU  PasfMyHbIX  Chyx6  unu
npeanaratoT (UHAHCOBblE BbIMIPbIWK. [laHHLIM MOAXO4 W3BECTEeH Kak
counancHas nHxeHepusi. BoT Heckonbko COBETOB, KOTOpble MOMOrYT Bam
3aLUNTUTLCS OT MOLIEHHUKOB:

* byabTe 6auTenbHbl: Ecnn pasroBop KaxeTcs nogo3puTenbHbIM, 3aBepwimTte
€ro ¥ Nepes3BoHNUTe B OpraHnsaLmnio no ouumanbHbIM HoMepam.

* MNpoBepsiiTe cnocob cBasn: MOLIEHHWKN YacTo UCNOMb3YHOT MEeCCEeHKepbl,
TOrAa Kak HacTodlue npeacTaBUTENU He 3BOHAT Yepe3 WhatsApp wnm
Telegram.

* He coobuwante norvHbl U naponu: YutainiTe HasHayeHue CMC-KOAOB U He
AenuTeckb 0TBETaMM Ha KOHTPOIbHLIE BOMPOCHI.

* Crnepute 3a akTyanbHOCTbIO HOMepa: Y6eanTech, YTo HOMED, K KOTOpPOMY
NPVBA3aH akKayHT, akTyarneH.

* Mcnonb3yite cnoxHele naponu: MeHsiiTe ux perynsipHo U noakmoyaniTe
ABYX(hAKTOPHYI ayTeHTUhUKaLumio.

* MNpoBepsite anpec ctpannLbl: Y6eanTech, YTo CailT — 3T0 odULManbHBIN
pecypc (Hanpumep, gosuslugi.ru).

locycnyrn obecneunBatloT 3aLUMTY, HO 3MOYMBILMEHHUK MOXET NONy4nTb
AOCCTYN TOMbKO Mpu nepepavye Bamu HEOGXOAMMBIX AaHHbIX. ByabTe
BHVYMaTenbHbl U 3aLluLLainTe CBOU AaHHbIE.

C [pononHuTenbHoW uWHdopMaLvein no Teme MUYHON MHOpMaLMOHHON
OesonacHocTn, B .TOM yucne No 3PEeKTUBHOMY pacrno3HaBaHMio 3BOHKOB
MOLUEHHMKOB, MOXHO O3HaKOMUTLCA Ha crieAyrWwmux UHPOPMAaLVNOHHBLIX
pecypcax:

Paspen «KuGepGesonacHocTb — 310 npoctol» Ha EguHoM noprane
rocyaapcTeeHHbIx yenyr — https://www.gosuslugi.ru/cybersecurity;
JleHauHrosas ctpaHuua B ceTu «MHTEpHET» — https://knbepsox.pd;



Mepsi no obecne4veHuto 6ezonacHoCcTU MHopMaLmm

XOTUM HanoMHWUTL BaM O npaBunax kubepbesonacHoOCTWU, KOTOpble MOMOryT
3alUMTUTL HalMW AaHHble oT yrpo3s. [Moxanyincra, ByabTe bAWTEnbHbI Npu
paboTe C OnNeKTpoHHOW no4yton. BoOT npocTele pekomeHfauuu no
npefoTBpalleHnto yrpo3 6esonacHoOCT MHdOpMaLUK:

1. MpoBepsinTe agpeca 3MNEKTPOHHOW MOYTbl OTNPaBUTENSs, AaxXe ecln UMH
coBnagaeT C N3BECTHbIM KOHTaKTOM.

2. He oTKpbIBaiiTe NMCbMa U YaTbl OT HEU3BECTHbIX OTrpasuUTenen.

3. OCTOPOXXHO OTHOCUTECH K MMCbMaM C Npu3biBamMn K AeNCTBUAM UK TEMamu
0 puHaHcax v yrposax.

4. He nepexoauTe Nno ccbifikam B NMCbMax, 0CODEHHO eCn OHW KOPOTKME Ui
NCMONb3YHT CoKpallaTenu.

5. He oTkpbiBalTe BNOXEHUS C NOAO3PUTENbHLIMUA paclumperuamn (.zip, .js,
.exe U T. A.) U JOKYMeHTaMu ¢ MakpocaMMu.

6. He noaxkno4anTe HEWM3BECTHble BHELHWe HOCUTeNnn WHopMauun K
KOMMbIOTEPaM.

7. Wcnonb3ynTe HapgexHble naponu, cosdasas WX C HeCTaHAapTHbIMU
KOMOMHaLMSMN CUMBOSIOB.

Mpw nony4eHnn Nogo3pUTENbHbLIX MMCEM ObpaTtTe BHUMaHWE:

- 3HakoMm nu Bam oTnpaBuTesnb?

- MpucytcTaytoT N URL-ccbinkn?

- EcTb Nu BNoXeHue ¢ pacluMpeHusmu .zip, .js, .exe?

- MpocuT Ny haitn BKIYUTL NOAAEPKKY MaKpOCOB?

Ecnv ecTb COMHEHUS U XOTb YTO-TO B NMUCbME BbI3bIBAET Y Bac NOA03peHne, TO
BeIMKa BEPOATHOCTb, YTO 3TO (PULLIKHT.

C [ONOMHWTENbHOW WHopMauuen no Teme NWYHON UHGOPMAaLVIOHHON
6e30MacHOCTY, B TOM Yucre no addeKkTMBHOMY pacno3HaBaHUK (PULLIMHIOBLIX
nuceM, MOXHO O3HAKOMUTLCA Ha cneayrLlmnx MHPOPMaLMOHHBIX pecypcax:

Pasgen «KubepGesonacHocTb — 9310 npoctol» Ha EguHOM noprtane
rocyaapcTBeHHbIx yenyr — https://www.gosuslugi.ru/cybersecurity;
IleHauHroBas ctpaHvua B cetu «MHTepHeT» — https://knbepaox.pd/;

L



PekomMeHaaumu no 3awmre y4eTHbIX 3anucemn

Ons Toro, 4tobbl 3awWMTUTL CBOW akkayHT cobnwgante cnegyrouime
pekoMeHaauuu:

1 CosgaBanite CrnoXHble napond ANWHOW He MeHee 12 CUMBOSIOB C
KoMBUHaLumen Byks, undp 1 cneymnanbHbIX CMMBOIOB. V3berante npocTbix 1
nerko yragblBaemblx naposien.

2 He wvcnonb3ynTe o4vH M TOT Xe naporib A5 pasHbIX YY4eTHbIX 3anucen.
CosgaBaiTe yHUKarnbHbIEe Naponuy Ans KaXK4oW BaXXHOW YYETHOM 3anucu.

3 PerynsapHo MeHaAnTe naponv Kaxgble 3-6 mecaues 1 obHOBMASNTE MUX Npu
NOOO03PEHUN HA YTEUKY. '

4 Vicnonb3ynTe HaAexHble MeHeKepbl naponen ANnA WX XpaHeHus W
yrnpasneHus.

5 AKTuBupynTe ABYXJaKkTopHyo ayTeHTudukaumo (2FA) Ha Bcex AOCTYMNHbIX
nnarcgopmax.

6 ObHoBNANWTE NAponu Npu CMeHe COTPYAHWKOB UMW UX POnen 1 cneaute 3a
yrnpaBneHuem JOCTYNOM.

7 INpu XpaHeHuu naponsa Ha puanyeckoM HocuTene, ybeamtech, YTO MECTo
ero xpaHeHus abconioTHo 6e3onacHo.

C pononHutenbHOW wuwHdoOpMauven no TemMe IUYHOW WH(DOPMAUUOHHOM
BesonacHOCTM, B TOM 4uCne MO CO34aHUK HaAeXHbIX naponen wu
3PPEKTUBHOMY  pacrno3HaBaHuWi  (PUWKMHrA B UHTEPHETe, MOXHO
03HaKOMUTLCA Ha CreayrLmMx MHOPMaLUMOHHBIX pecypcax:

Paspgen «KubepbesonacHocTe — 3To npoctol» Ha EAWMHOM nopTane
rocyfapcTBeHHbIX yenyr — https://www.gosuslugi.ru/cybersecurity;
INeHauHrosas cTpaHuua B cetu «MHTepHeT» — https://knbepaox.pd/;



