HNudpopmanmonHast maMsTka Jijisi 00y4aronuxcs A1 pa3MeIIeHus Ha
odpuumaneHeix HTEpHET-pEcypcax

C KxaxabpIM roJIOM MOJIOJIC)KM B MHTEPHETE CTAHOBHUTHCS OOJIbIIE, a IIKOJIbHUKU
OJIHM W3 CaMbIX aKTUBHBIX NOJIb30Baresied PyHera. Mexay TemM, IOMUMO OTPOMHOIO
KOJIMYECTBA BO3MOXKHOCTEW, WMHTEPHET HECET M MpoOiemMbl. DTa MmaMmsTKa JOJDKHA
noMoub TeOe 0€30MacHO HAXOIUTHCA B CETH.
KoMmIbroTepHbIl€ BUPYCHI

KoMIbroTEpHBIE BUPYC - 3TO PA3HOBHUJIHOCTh KOMIIBIOTEPHBIX IPOTpPaMM,
OTJIMYUTEIBHON OCOOEHHOCTBIO KOTOPOM SIBIISIETCA CIOCOOHOCTHh K pa3MHOXKEHHIO. B
JOTIOJTHEHUE K 3TOMY, BHPYChl MOTYT MOBPEIWTH WIH IMOJHOCTBIO YHUUTOXKUTH BCE
daiinel U aHHBIE, MOAKOHTPOJBHBIC TIOJNH30BATEN0, OT HMMEHH KOTOpOro Oblia
3amynieHa 3apaxEHHas NporpaMMa, a TakKe MOBPEAUTh WM JAKE€ YHUYTOXKHUTH
OINEpaIOHHYI0 CHCTEMY cO BceMHu (ainamu B 1ejaoM. B GoJbIIMHCTBE ciyyacB
PacIpoCTPaHsIOTCS BUPYCHI UepE3 HHTEPHET.

MeTob! 3a1UThI OT BPEIOHOCHBIX IPOrPAMM:

1. HMcnonp3yli COBpEMEHHBIE OIIEpPAlMOHHBIE CHCTEMBI, HMEIOIINE CEPbEZHBIN
YPOBEHb 3aIUTHI OT BPEIOHOCHBIX IPOTPaMM;

2. IloctosHHO ycraHaBiauBail mauytu (UUGPOBBIE  3aIUIATKH, KOTOPBIE
aBTOMATUYECKM YCTAHABJIMBAIOTCS C LEJIbI0 JOpabTKM MporpaMMmbl) M Jpyrue
OOHOBJICHHSI CBOEU OmepalMoHHOW cucTeMbl. CKauyuBail UX TOJBKO C O(QUIMAIBHOTO
caiita paspabotunka OC. Eciam cyiiecTByeT peXUM aBTOMAaTUYECKOTO OOHOBJICHMS,
BKJIIOYH €T0;

3. PabGoraii Ha cBOeM KOMIIBIOTEpPE TMOJ MpaBaMHU MOJb30BATENsI, a HE
aMUHUCTpAaTopa. OTO HE TMO3BOJUT OOJIBIIMHCTBY BPEJOHOCHBIX MPOrpaMm
MHCTAJUIMPOBATHCS HA TBOEM IIEPCOHATBHOM KOMITBIOTEPE;

4. Hcnonb3yili  aHTUBHPYCHbIE  INPOTPAMMHBIE  MPOIYKTHI  M3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYECKUM OOHOBIICHHEM 0a3;

5. Orpanunub (pU3NUECKHU JOCTYI K KOMIBIOTEPY /7151 IOCTOPOHHMX JIULL;

6. Mcnonp3yil BHEIIHWE HOCUTEIM MH(OpMalMM, Takue Kak (iemika, TUCK WU
daiin u3 uHTEpPHETA, TOJIBKO U3 MPO(EPEHHBIX HCTOYHUKOB,;

7. He oTkpbIBaii KOMIIBIOTEpHBIC (haiiiibl, TMOJYyYEHHbIE €3 HEHAAEKHBIX
VCTOYHHKOB.

Jaxxe Te (Qainbl, KOTOpble HpHCIal TBOM 3HaKOMbIH. Jlyyiie yTOYHHM y HeEro,
OTIPABJISI JIU OH TeOE UX.

Cetu WI-FI

Wi-Fi - 310 He BUJ mepemaud JaHHBIX, HE TEXHOJIOTHS, a BCErO JIMIIb OPEH]I,
Mapka. Eme B 1991 roay HuaepnaHjackas KOMIAHUSA 3aperucTpupoBajia OpeH.
«WECA», wuro o0o3Hauano crnoBocodyetanue «Wireless Fidelity», xoTopsiii
MEPEBOIUTCS KaK «OECTIpOBOHAS TOYHOCTH.

Jlo Hamero BpeMeHH JAolIa Apyras a0OpeBuaTypa, KOTOpas sSBISETCS TaKOW Ke
TexHosorue. Ito abopeBuarypa « Wi-Fi». Takoe Ha3BaHue ObLIO JaHO ¢ HAMEKOM Ha
CTaHAapT BBICIIMKA 3BYKOBOWM TexHuku Hi-Fi, 4to B mepeBoge o3HA4YaeT «BBICOKAs
TOYHOCTBY.



Jla, OecmaTHBIA HMHTEPHET-IOCTYN B Kade, OTENsIX W adporopTax SBISETCS
OTJIMYHOM BO3MOKHOCTBIO BBIXO/Ia B MHTepHET. HO MHOTME »KCHepThl CUMTAIOT, YTO
obmenoctynusic Wi-Fi cetn He SBsSIOTCS O€30M1aCHBIMH.

CogeTsl 110 0e30MacHOCTH PaboTe B 00men0cTynHbIX ceTsix Wi-fi:

1. He nepenasaii cBoto auunHyto uHpopmaiuio yepe3 odmenocrynusie Wi-Fi cetu.
PaboTas B HUX, *enaTebHO HE BBOAUTH MApOIH IOCTYIIA, JOTUHBI U KAKUE-TO HOMEPA;

2. Ucnionb3yit u 0OHOBIISIA aHTUBUPYCHBIE MPOTPaMMBI U OpaHamayep. TeM cambIM
ThI 00€30MaCHUIITh Ce0s OT 3aKaYKH BUPYyCa Ha TBOE YCTPONCTBO;

3. Ipu ucnons3zoBanun Wi-Fi otkmioun ¢ynkmuio «O0muit goctyn k ¢aiinam u
npuHTepam». JlanHas QyHKOUS 3aKppiTa IO yMOJTYaHUIO, OJHAKO HEKOTOPHIC
MOJIB30BATENIM AKTUBUPYIOT €€ IJIs1 yI0OCTBA MCIIOJIb30BaHMs B paboTe min y4eoe;

4. He ucnons3yit nyonuuasii WI-FI nns nmepemaum TUYHBIX JaHHBIX, HAIPUMEP
JUTSI BBIXO/IA B CONMATIBHBIC CETH WITU B DJICKTPOHHYIO TTOYTY;

5. Ucnonb3yit TosbKO 3amuiieHHoe coequnenue uepe3 HTTPS, a ne HTTP, T.e.
pu Habope BeO-azpeca BBOAN UMEHHO «https://»;

6. B MmoOuisHOM Tenedone otkioun GyHkiuio «Iloakirodenue k Wi-Fi

aBTomMaTudeckn». He momyckail aBTOMaTHYECKOTO MOJKIIOUEHUSI YCTPOWCTBA K
cetsim Wi-Fi 6e3 TBoero cormnacusi.

ComnuanbHbIE CETH
ConuasibHbIE CETH aKTUBHO BXOJSAT B HAIlly >KM3Hb, MHOTHE JIIOJA pabOTaIOT H
KUBYT TaM MOCTOSIHHO, a B Facebook yxke 3apeructpupoBaH MUILIMAP] YEIOBEK, YTO
SBISIETCSI OJHOM CeapMOM BCEX JKHATEIeH IIIaHeThl. MHOTHE TOJIB30BaTEId HE
MOHUMAIOT, YTO MH(OpMalUsl, pa3MEIIeHHAss UMU B COIIMATIBHBIX CETSIX, MOXKET ObITh
HaliJlecHa W MCIOJIb30BaHa KEM YroJHO, B TOM YHCJE HE 00s3aTeibHO ¢ OJIaruMu
HAMEPEHUSIMU.

OCHOBHBIE COBETHI 110 O€30MACHOCTH B COITUATBHBIX CETIX:

1. Orpannyb cMcOK Apy3ei. Y TeOs B JAPY3bsiX HE JOJDKHO OBITH CIIy4alHBIX H
HE3HAKOMBIX JIIOJICH;

2. 3amumiail cBOIO 4YacTHYIO ku3Hb. He ykasbiBaii maposu, tenedoHbl, ajapeca,
JIaTy TBOETO POXKACHUS W JPYTYIO JIMYHYIO WUHPOPMAIMIO. 3JO0YMBIIUIEHHUKH MOTYT
UCIIOJIB30BaTh Jake WHGOPMAIMI0O O TOM, KaK Thl WU TBOU POJMTENN IUIAHUPYETE
MIPOBECTU KAHUKYJIbI;

3. 3amuimai CBOIO PEmyTaIldio - JACPKH €€ B YHMCTOTE M 3ajaBail ceOe BOIPOC:
XOTeJ OBl ThI, YTOOBI JIPyTHE MOJIH30BATEIN BUACIH, YTO Thl 3arpyxaemis? [lomymait,
MpeXe YeM YTO-TO OIMyOJIMKOBaTh, HAMIMCATh U 3arPY3UTh;

4. Ecnu TBI TOBOpHIIb C JIOJBMH, KOTOPBIX HE 3HACIIb, HE HCIOJb3YyH CBOE
peaibHOe UMS U JIPYTYIO JIMYHYIO HH(POPMAITUHU: UMS, MECTO JKUTEJIbCTBA, MECTO YUEOBI
U [poyee;

5. Uz0beraii pasmemenust dororpaduit B MHTepHeTe, rie Thl H300paKEH Ha
MECTHOCTH, [0 KOTOPOW MOKHO OIPEAEIUTH TBOE MECTOIIOJIOKEHHE;

6. Ilpu perucTtpanuu B CONHAIBHONW CETH HEOOXOIUMO HCIOJB30BAaTh CIOXKHBIC
MapoJIu, COCTOSIINE 13 OYKB U UG U C KOJUYECTBOM 3HAKOB HE MEHEe §;

7. Ang couuanbHON CEeTH, MOYTHI M JAPYTUX CAMTOB HEOOXOIUMO HCIOJIb30BATh
pasHble maponu. Torga eciu TeOs B3JIOMAIOT, TO 3JIOYMBIITUICHHUKH TIOJydaT JOCTYIl
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.




OJIEKTPOHHbIE IEHbIU

DNEeKTpOHHBIE JEHBI'M — OTO OYEHb YAOOHBIM CIOCOO MIIaTEeXeW, OJIHAKO
CYILLIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TH JICHBIH.

ONEKTPOHHBIE JIEHBIW IMOSBWINCh COBCEM HEIAaBHO M HWMEHHO HU3-3a 3TOTO BO
MHOTUX T'OCYyAapCTBax A0 CHX MOP HE MPOIMHUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHU (YHKIIMOHUPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, IIe UX
pa3AeisItOT Ha HECKOJIBKO BUJOB - aHOHUMHBIE M1 HE aHOHHWMHbIE. Pa3HHIIa B TOM, YTO
aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3pelaercs MpPOBOAUTH onepanuu 0e3
UACHTU(UKAIIMKA TI0JIb30BATENs, & B HEAHOHMMHBIX HICHTHU(PHUKAIUU TOJIH30BATEIsS
sBIsieTCSl 00si3aTenbHOM. Takke cienyer pa3nuyaTh SJICKTPOHHBbIE (UATHBIC JEHBIH
(paBHBI TOCYAapCTBEHHBIM BaJfOTaM) M 3JIEKTPOHHBbIC HedHUATHBIC JCHBIU (HE PaBHbBI
roCyJapCTBEHHBIM BAJIFOTaM).

OCHOBHBIE COBETHI 110 0e301macHoi paboTe ¢ AIEKTPOHHBIMU JICHBIaMHU!

1. IlpuBsxku K cuery MOOWIBHBIA TeneoH. ITO caMmblii YIOOHBIA U OBICTpPBIN
croco0 BOCCTaHOBUTH JAOCTYN K cueTy. llpuBsi3aHHBI TeneoH NOMOXKET, eciu
3a0y/Ielllb CBOM TJIATEXKHBINA MAapOJIb WIK 3aiIeIlb Ha CaliT ¢ HE3HAKOMOT'0 YCTPOUCTBA,

2. Hcnonb3yili oxpHopa3zoBble maposid. llocime mepexoma Ha  yCUIIEHHYIO
aBTOpU3allMI0 Tebe yxke He OyIeT yrpoxkarb ONAcHOCTh KpakH WM IepexBara
IIJIATEKHOT'O MapOJIs;

3. BriGepu cnoxHbIil naponis. [lpectynHukam OyJeT HE MPOCTO YrajaTh CJI0KHBIHI
napoJsib. Hagexuple maposim — 3TO IapoJid, KOTOPBIE COAEPKAT HE MEHEE 8 3HAKOB U
BKJIFOYAIOT B C€0S1 CTPOYHBIE U IPOIUCHBIE OYKBBI, HU(PPBI K HECKOJIBKO CUMBOJIOB,

Takhue Kak 3HaK Jojuiapa, (yHTa, BOCKJIMIATENbHbIA 3HaK U T.n. Hampuwmep,
StRONg!;;

4. He BBOIM CBOM JINYHBIE JAHHBIE HA CalTaX, KOTOPBIM HE TOBEPSIEIIb.

DJIEKTPOHHAS 0YTa

ONeKTpoHHAs IMoYTa — 3TO TEXHOJOTHS W NPENOCTABISIEMBIE €0 YCIYTH IO
NEPEChUIKE U TOJYYEHUIO 3JIEKTPOHHBIX COOOILEHUHM, KOTOpbIE pacHpeiessioTcs B
KOMITBIOTEPHOU CETH.

OOBIYHO 3JIEKTPOHHBIN MOYTOBBIM SIIUK BBITISAUT CIASAYIOIIMM 00pa3oM:

UMs_T0JIb30BaTeNIA(@HUMSI_JJIOMEHa. Takke KpoMe IepeAayd IMpOCTOTO TEKCTa,
UMEETCs] BO3MOYKHOCTb NepeiaBath (aiiibl.

OCHOBHBIE COBETHI 110 6€3011aCHON PaboTe € INEKTPOHHOW MOYTOM:

1. Hago BbIOpaTh mpaBHIIbHBIMA MMOYTOBBIA CEpBUC. B MHTEpHETE €CTh OrpOMHBIN
BBIOOp OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIyUIlle JOBEPSATh TEM, KOTO 3HACIIb U
KTO IIEPBBIN B PEUTHHIE;

2. He yka3piBall B JMYHOM MmouTe JUYHyl HHMopmanuio. Hanpumep, mydine
BBIOpATh «MY3bIKaJIbHBIN (hanat@» umm «pok2013» BmecTo «temal3»;

3. Ucnonb3ylh ABYXA3TAlHYK aBTOPU3ALUIO. JTO KOTrAa MOMUMO MHapoJisi HY>KHO
BBOJUTH KOJ, MpUChLIaeMblii M0 SMS;

4. BoiOepu CIIOKHBIN 1apoib. JIJIsi KaKI0ro MOYTOBOTO SIIHUKA JOJKEH OBITh CBOM
HAJIC)KHBIM, YCTOWYHBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTh BO3MOKHOCTH HAIIUCATh CAMOMY CBOM JIMYHBIM BOIIPOC, UCIIOJIB3YH
3Ty BO3MOXKHOCTb;




6. Mcronb3yil HECKOJIBKO MOYTOBBIX SIIIMKOB. IIepBbIid JIs1 4aCTHOM MEPENUCKU C
azpecaTaMiy, KOTOPBIM Thl IOBEpACIIb. DTO JIEKTPOHHBIN aIpeC HE HAJI0 UCHOJIb30BaTh
IIPY pEerucTpalvu Ha popymax u calTax;

7. He oTkpbiBail ¢aiiibl U Apyrue BIOXKEHUS B MUCbMAaX JaXke €CIM OHHM MPUIUIH
OT TBOUX Jipy3ei. Jlydllie yTouHU y HUX, OTTIPABIISLIIN JIM OHU TeOe 3TU (Haiiibl;

8. Ilocne okoHYaHMsI pabOTHI HA MOYTOBOM CEPBUCE MEPEN 3aKPHITHEM BKJIAJKHU C
caiToM He 3a0y/Jb HaKaTh Ha « BBIATHY.

KubepOymummHT — mpecienoBaHne COOOIIEHUSIMH, COACPKAITUMU OCKOPOJICHUS,
arpeccuio, 3amyrMBaHWe; XYJIHTAHCTBO; COIMAIbHOE OOWKOTHPOBAHHE C TOMOIIBIO
Pa3IMYHBIX UHTEPHET-CEPBUCOB.

OcCHOBHBIE COBETHI IO 00PHOE ¢ KHOSPOYIITHHTOM:

1. He Opocaiics B 60ii. Jlyummii cmtoco6: MOCOBETOBATHCS KaK ce0s BECTH U, €CIH
HET TOrO, K KOMy MOXHO OOpaTUThCS, TO BHayaje yCHOKOUTHCS. EcliM Thl HauyHElIb
OTBEYaTh OCKOPOJICHUSIMH Ha OCKOPOJIEHHS, TO TOJBKO emie OOJbIIe Pa30xkKKelllb
KOH(DIUKT;

2. Yupasnsiii cBoei kubeppemyTaiuei;

3. AHOHUMHOCTH B ceTH MHUMas1. CyIIeCTBYIOT CIOCOOBI BBIICHUTD, KTO CTOUT 32

AHOHUMHBIM AKKAYHTOM;

4. He crouT BecTM XYJIUTaHCKUUA o00pa3 BHUpPTyaldbHOW >kU3HU. VIHTEpHET
buKcUpyeT BCe TBOM JEHCTBUS U COXpaHSET MX. YJaIUThb WX OyAeT KpaiiHe
3aTPYIHUTEIBHO;

5. Cobmroail CBOM BUPTYaIbHYIO YECTh CMOJIOAY;

6. Urnopupyit enuuuuHbli HeratuB. OJIHOPA30BbIE OCKOPOUTEIIbHBIE COOOIIECHUS
Jydiiie urHopupoBaTh. OOBIYHO arpeccus MpeKkpaliaeTcss Ha Ha4yaalbHOW CTaIuu;

7. ban arpeccopa. B mporpamMmax oOMeHa MTrHOBEHHBIMH COOOIICHUSMH, B
COIIMATIBHBIX CETSIX €CTh BO3MOXHOCTh OJIOKUPOBKU OTHPaBKU COOOIIECHUN C
ONPEAEIICHHBIX aJIPECOB;

8. Ecnmu Th1I cBumerenp kuOepOyinuHra. TBOM JEHCTBUSA: BBICTYNUTH TPOTUB
npecieoBaTens, IOKa3aTb €My, 4YTO €ro JACHCTBHUS OLEHUBAIOTCS HETaTHUBHO,
MOIJIEP>KaTh KEPTBY, KOTOPOM HY»HA MICUXOJIOTHYECKasi TOMOIIb, COOOIIUTH B3POCIBIM
0 (pakTe arpecCUBHOIO MOBEJICHUS B CETH.

MoOunbHbIHN TesnedoH

CoBpeMeHHble CcMapT(HOHBI W TUIAHIIETHI COJAEpPX AT B ceOE BIOJHE B3POCIBIi
byHKIIMOHAN, U TENeph OHM MOTYT KOHKYpHpOBaTh CO  CTallMOHAPHBIMU
KOMITBIOTEpAMU.

Opnako, CpeACTB 3allUThl ISl TMOJOOHBIX YCTPOWCTB TMOKa OYEHb MAaJlo.
TecTtupoBaHue U MOUCK YSI3BUMOCTEH B HUX MPOUCXOJUT HE TaK MHTEHCUBHO, KaK JJIs
[1K, To ke camoe kacaeTcsi © MOOMIJIbHBIX MPUITOKEHHM.

CoBpeMeHHbIE MOOUJIbHBIE Opay3epbl YK€ MPAKTUYECKU JOTHAIM HACTOJIbHBIC
aHAJIOTH, OJHAKO paciiupeHne (PyHKIIMOHAa BiIedeT 32 COO0M OOJBIIYIO0 CIOKHOCTh H
MEHBIIYIO 3aIUIIECHHOCTD.

Jlaneko He BCe TMPOU3BOJUTENM BBITYCKAIOT OOHOBJICHUS, 3aKpPBIBAOIINE
KPUTHYECKHUE YS3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JJIs 0€301IaCHOCTH MOOUILHOTO TesiedoHa !




1. Huuero He sBisieTCs MO-HACTOAIIEMY O€cCIUIaTHBIM. byab OCTOpOXeH, BeIh
Korja Tebe mpejuiaraloT OECIUIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKuWe-TO
IJIATHBIE YCIIYTH;

2. lymaii, npexzae yem oTnpaBuTh SMS, dhoTto wimm Buaeo. Tol TOYHO 3HaEIIb, Te
OHM OyAyT B KOHEYHOM UTOTE?

3. Heo6xoammo 0OHOBIISATH ONEPAIMOHHYIO CUCTEMY TBOETr0 cMapT(hoHa;

4. Vicnonbk3yit aHTUBUPYCHBIE IPOTPAMMBI JIJI1 MOOMIIBHBIX TeNe(hOHOB;

KuOepOyIauHr wiiy BUPTYadbHOE U3/IEBATEILCTBO

5. He 3arpyxall npuIOXKEHHS OT HEU3BECTHOTO MCTOYHHKA, BEIb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MPOrpaMMHOE 00ECIIEYEHUE;

6. Ilocne Toro kak Thl BBIHACIIb C caifTa, Iie BBOAWI JUYHYIO HH(DOpMAIHIO,
3aiiIi B HACTPOMKHM Opay3epa u ynanu cookies;

7. Ilepyonnuecku NMpOBEPSAN KaKUE IUIATHBIE YCIYT'M aKTUBHPOBAaHBI HAa TBOEM
HOMEpE;

8. JlaBaii cBOii HOMEpP MOOMIILHOTO Telle(hOHA TOJIBKO JIFOISIM, KOTOPBIX Thl 3HACIIIH
U KOMY J1OBEpsi€Cllb;

9. Bluetooth gomkeH ObITh BBIKIIIOUEH, KOT/Ia Thl UM HE ToJib3yenibes. He 3a0biBait
VHOT/1a [POBEPSTH ITO.

Online urpsl
CoBpeMeHHBbIEC OHJIAMH-UTPBl — 3TO KPacCOYHbBIC, 3aXBaTHIBAIOIIUE Pa3BICUCHUS,

OOBEAUHSIONINE COTHH THICAY YEJIOBEK 10 BceMy MUpy. Urpoku uccnenyror JaHHbI UM
MHUp, OOIIAIOTCS APYr C APYTOM, BBIMOJHSIOT 33JaHUs, CPa)XKarTcs ¢ MOHCTpaMHU H
ITOJTYYarOT OIIBIT.

3a yIOBOJBCTBUE OHHU IIATAT: MOKYIMAIOT JAKMCK, OIUIAYMBAIOT A0OHEMEHT WM
NpUOOPETAIOT KAKUE-TO OMIUU.

Bce atm cpencrBa MOyT Ha MOAJNEPKAHWE M PA3BUTHE UIPHI, a TAKKE HA CaMmy
0€30I1aCHOCTb: COBEPILIEHCTBYIOTCSI CUCTEMbI aBTOPU3ALIMH, BBIITYCKAIOTCS HOBbIE TATUU
(undpoBbIe 3aMIaTKU AJIs IPOrpaMM ), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mogoOHBIX urpax CTOUT omacarbcs HE CTOJBKO CBOMX CONEPHUKOB, CKOJBKO
Kpa)ki TBOETO MapoJis, Ha KOTOPOM OCHOBaHAa CHCTEMa aBTOPU3ALUK OOJIBIIUHCTBA UTP.

OCHOBHBIE COBETHI 110 0€30MaCHOCTH TBOETO UTPOBOT'0 aKKAYHTA!

1. Ecau npyroif urpok BeneT ceOs IUIOXO WM Co37aeT TeOe HENpPHSATHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. Tloxanyiicss aAMUHHCTpaTOpaM UIPhl HA IJIOXO€ IMOBEAEHUE ATOrO0 HWIPOKa,
YKEJIATEJIbHO PUJIOKUTHh KAKHE-TO J10KA3aTENIbCTBA B BUJIE CKPUHOB;

3. He yka3biBail muuHyto nHGopMaluio B mpodaiisie urpsr;

4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranaBnuBail HeopuIuanbHble MaTYM U MO/IbI;

6. Mcnosib3yii CIOKHBIE U Pa3HbIE MMAPOJIH;

7. Jlaxxe BO BpeMsl UTPBl HE CTOUT OTKJII0YaTh aHTUBHpYC. [1oka Tl urpaems, TBOU
KOMIIBIOTEP MOTYT 3apPa3HTh.

@UIMHT WM KPaXa JIMYHBIX JAHHBIX.

OObIYHOM Kpaskel AeHEeT U TOKYMEHTOB CErOHs Y>K€ HUKOTO HE YAUBUIIIb, HO C
Pa3BUTHEM MHTEPHET-TEXHOJOTUH 3JI0YMBIIIJIEHHUKHU [TIEPEMECTUIINCH B UHTEPHET, U
IPOAODKAIOT 3aHUMATHCA «JIFOOUMBIMY JE€JIOM.




Tak mosiBIIIach HOBast yrpo3a: MHTEPHET-MOIICHHUYECTBA WU (DUIIIMHT, TJIaBHAS
1[€J1b KOTOPOTO COCTOUT B MOJIYYEHUH KOH(PUACHIIUATBHBIX JAHHBIX MOJb30BaTeNIed —
JIOTUHOB | mapoJiei. Ha anrnuiickom si3pike phishing untaercs kak ¢umuHr (ot fishing
— pbIOHAs JIOBJIA, password — mapoJb).

OCHOBHBIE COBETHI 10 00pb0E ¢ HUITUHTOM

1. Cnenau 3a cBOMM akkayHTOM. Eciid Thl mojo3peBaelib, YTO TBOSI aHKETa Obljia
B3JIOMaHa, TO HE0OXOAUMO 3a0JOKUPOBAThH €€ U COOOIIUTh aJIMUHUCTPATOPAM pecypca
00 3TOM Kak MOKHO CKOpee;

2. Hcnonw3yii Oe3omacHble BeO-CaiiThl, B TOM YHCIE, MHTEPHET-Mara3uHOB WU
MOMCKOBBIX CUCTEM;

3. Vcnone3yi#t ciokHBIC U pa3Hbie Tapoiau. Takum oOpa3oM, eciu TeOs B3JIOMArOT,
TO 3JI0YMBIIIIEHHUKH TOJydaT JOCTYII TOJBKO K OJTHOMY TBOEMY MPOQUIIO B CETH, a HE
KO BCEM;

4. Ecnu T1e0s B370Malii, TO HEOOXOAUMO MPEAYyIPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE T0OaBJIEHBI Y T€OS B JAPY3biX, O TOM, UTO T€Os B3JIOMAJIH U, BO3MOXKHO, OT
TBOET0 UMEHHU OYyJIeT PacChUIaThCA CIIaM U CCHUIKM Ha (PUIIIMHTOBBIE CANTHI;

5. YcranoBu HaaexHbid napois (PIN) Ha MOOWIBHBIN TeNe(OH;

6. OTKJII0UM COXpaHEHHUe Maposis B Opaysepe;

7. He oTkpbiBail ¢aityibl U Apyrue BIOXKEHUS B MUCbMAaX JaXXe €CIU OHH MPHUIILIH
OT TBOUX Jipy3ei. Jlydiie yTouHU y HUX, OTIIPABIISIIN JIM OHU TeO€ 3TU (HaiisIbl.

[udposas penyrarus

[udpoBas pemyranusi - 5T0 HETaTUBHAS WIM MO3UTUBHAA MH(OpPMALMS B CETU O
tebe. Kommpomerupyromass wuHbopmanus pa3MelieHHas B HUHTEPHETE MOXKET
CepbEe3HBIM 00pa30M OTPa3UThCs Ha TBOEH peanbHOM xu3Hu. «{udposas pemyrarus» -
3TO TBOM UMUK, KOTOPBINA (popmupyercsa u3 nHGOpMaLK 0 TeOe B UHTEPHETE.

TBOe MECTO >XKHUTENbCTBA, y4eObl, TBO€ (DMHAHCOBOE MOJIOKEHHUE, OCOOECHHOCTHU
XapakTepa U pacckasbl 0 OJU3KUX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue TOAPOCTKH JIETKOMBICIICHHO OTHOCSTCS K MyOJMKalud JIMYHON
undopmaruu B MHTepHEeTEe, HE TMOHMMAas BO3MOXXHBIX MocheACTBUU. Thl maxke He
CMOJXEIIIb JIOTaaTbcs O TOM, 4To doTorpadus, pa3MelieHHass S5 JeT Hazajl, crajia
MPUYUHON OTKa3a MPUHATH T€Os Ha paldoTy.

KommenTtapuu, pasmemnienue TBoux ¢oTorpadguii U Apyrue ACUCTBUS MOTYT He
MCUYE3HYTh Aa)Ke IMOCJE TOTO, KaK Thl UX yJaluilb. bl HE 3HACIIb, KTO COXPAHUI 3Ty
uHpopMaluio, momnajga Jd OHA B TOMCKOBBIE CHUCTEMbl W COXpaHWJIACh JIM OHa, a
[JIABHOE: YTO MOJyMAaloT O TeOe OKpYKAIoIIee JI01, KOTOPhIE HAWMAYT U YBUIAT 3TO.
Haiitu nadopMaiuio MHOTO JIET CITYCTSI CMOKET JIF00O0M - Kak U3 JOOPHIX MOOYKICHU,
TaK ¥ C HAMEPEHUEM MPUUYUHUTE BpeJl. ITO MOKET OBITh KTO YTOIAHO.

OCHOBHBI€ COBETHI 110 3aIKTe HUBPOBON penyTaIuu:

1. IToxymaii, mpexe 4em 4To-To MyOJIUKOBATh U MepeiaBaTh y ceOs B Oj10re UiIu B
COIIMAJIbHOM CETH;

2. B nHacTpoiikax mpoduiis yCTaHOBH OTPaHUYCHUS HA IPOCMOTP TBOETO MPOQHIIs
U €r0 COJEPKUMOTO0, CIIeTall €ro TOJIbKO «IJIsl APY3eil»;

3. He pa3memaii u He yka3biBail HH(OPMAITHIO, KOTOPAst MOXKET KOTO-TH00
OCKOPOJIATH HJIH OOMKATh.

ABTODPCKOE ITPABO




CoBpeMeHHBIE MKOJFHUKN- aKTUBHBIE TOJB30BaTENN IU(POBOTO MPOCTPAHCTBRA.
OpHako JajieKo He BCE 3HAIOT, YTO MOJIb30BAHWE MHOTMMH BO3MOKHOCTSIMHU LIU(PPOBOTO
Mupa TpeOyeT cOoOMIoACHUS TpaB Ha HHTEIUIEKTYalbHYI0 COOCTBEHHOCTb. TepMUH
«UHTEJUIEKTyallbHasi ~ COOCTBEHHOCTb»  OTHOCUTCS K  pa3IMYHBIM  TBOPEHUSAM
YeJIOBEUECKOr0 yMma, HAuMhHas C HOBBIX H300pETeHH M 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh Ha MPOAYKTHl U YCIYTHM , W 3aKaHYMBas KHUTamu, (ororpadusmu,
KMHO(DHUIBMaMH ¥ MY3bIKQJIbHBIMU TTPOU3BEICHUSIMU.

ABTOpCKME TMpaBa - 3TO IMpaBa Ha HUHTEIUIEKTYaJbHYIO COOCTBEHHOCTh Ha
MPOM3BEICHUSI HAYKH, JIUTEPATypbl U HCKYCCTBA. ABTOPCKME IMpPaBA BBICTYNAIOT B
KaueCTBE TapaHTHUU TOTO, YTO MHTEILICKTYaTbHBIN/TBOPUSCKUN TPy aBTOpa HE OyIeT
HaIlpacHBIM, JJACT €My CIIPABEIJIUBBIC BO3MOKHOCTH 3apadoTaTh Ha pe3yabTaTaX CBOETO
Tpya, NOJIYYUTh U3BECTHOCTh U Nipu3HaHue. Hukto 0e3 paspelieHus: aBTopa HE MOKET
BOCITPOU3BOJNTH €T0 MPOU3BEACHHE, PACHPOCTPAHATh, MYOIMYHO IEMOHCTPHUPOBATH,
npojaBatb, HWMIIOPTHPOBATh, IMyCKaTb B  MpOKaT, NYyOJIMYHO  HCIOJHSITH,
MOKa3bIBaTH/UCIIONHATh B 3dupe wunum pasmemate B HMuTepHete. Hcmonb3zoBaHue
«IHUPATCKOr0Y» MPOTrPaMMHOTO 00€CTIeUeHUs MOXKET MPUBECTH K MHOTMM pPUCKAM: OT
NMOTepU JIAHHBIX K TBOUM aKKayHTaM JI0 OJOKUPOBKM TBOETO YCTPOMCTBA, T
YCTaHOBJICHHBIN HE JierajibHasi mporpamMma. He cTouT Takke 3a0bIBaTh, UTO CYIIECTBYET
JerajbHbIe U OeCIIaTHBIE MPOTPAMMBbI, KOTOPhIE MOXKHO HAaWTH B CETH.

O noptaine

CeteBuuoK.pd - TBOU TJIaBHBIM COBETYMK B CETH. 3]1€Ch Thl MOXKEIIb Y3HATh O
0€30MacHOCTU B CETHM TMOHSATHBIM M JOCTYNMHBIM $3bIKOM, a MPU BO3HUKHOBEHUU
KPUTHUYECKON CUTyallud OOpaTUTBCS 3a COBETOM. A TakXe MPUHITh ydacTHE B
KOHKYpCaxX U CTaTh CaMbIM IIU(DPOBHIM IrpakIaHUHOM !



