JOKYMEHT 110 (CAH IIPOCTOM
BJIEKTPO] TIOAITCBIO

CBEJIEHH1 O CEPTHOHKATE OI

PECIIYBJIMKA KPBIM
YIIPABJIEHUE OBPA30BAHMUS, MOJIOAEKHU U CIIOPTA
AIMHUHUCTPAIIMA BEJIOTOPCKOI'O PAMOHA
MYHHNUIHNIAJIBHOE BIO/JUKETHOE OBHIEOBPA3ZOBATEJIBHOE YUYPEKJAEHUE
«T'MMHA3HUSA Ne 1 UMMEHMU KA. IIEJJKUHA»
I'OPOJA BEJIOT'OPCKA PECIIYBJIMKHN KPBIM

IMTPUKA3
04 mexabps 2023 r. Ne 292

r. benoropck

OO0 yTBepKaeHNN HHCTPYKIM I
10 32IIUTE MEePCOHAIBbHBIX JAHHBIX

Bo ucnomunenue @enepanpHoro 3akoHa Poccutickoit denepanuu ot 27.07.2006 r. Ne 149-D3
«O0 unH(popmannu, WHPOPMAIIMOHHBIX TEXHOJOTHSIX M O 3amuTe HHbopManun», PdenepabHOTO
3akoHa Nel52-®d3 ot 27.07.2006 1. «O mnepcoHaJbHBIX MAHHBIX» W MPOYUX HOPMATUBHBIX
JTOKYMEHTOB 10 3alIuTe HHQOPMAINH, a TAKXKe C MeNblo oOecrniedeHus 6€30macHOCTH EPCOHATBHBIX
naHHbIX B MBOVY «I'mmuazus Ne 1 um. K. M. IEnkuna,

INPUKA3BIBAIO:

1. VYTBepauTh u BBECTH B jAeiicTBHe HCTPYKLIMIO MOJIb30BATENsI HHPOPMAITMOHHBIX CUCTEM
nepcoHabHBIX JaHHBIX MBOVY «I'mmuazuss Ne 1 wm. KMU. lénkuna» (Ilpmwioxenune 1 k
HacTtosmemy lIpukazy).

2. YTBepauTh W BBECTH B JielicTBUe MHCTPYKIHMIO MO MapoJIbHOW 3amute WHOpMaIuu B
MBOY «'umnuazust Ne 1 um. K.W. lénkuna» ([Ipunoxenue 2 k HacTosmemy [Ipukasy).

3. YTBepAuTh W BBECTHU B JielicTBHE MHCTPYKIIUIO TI0 OpraHU3allii aHTUBUPYCHOW 3aIlIATbI
napopmariun B MBOY «'mmuazus Ne 1 mm. K.U. Il&nkunray» (Ilpmnoxkenne 3 K HacTosmemy
[Ipuka3zy).

4. VYTBepauTh M BBECTH B JeiicTBHE WHCTPYKIIUIO MO OpraHU3allMd PE3ECPBUPOBAHUS U
BOCCTAHOBJICHUSI pabOTOCIIOCOOHOCTH TEXHUUYECKHUX CPEJICTB M MPOrpaMMHOro oOecredeHus, 0a3
JIAaHHBIX W CPEJICTB 3alllUThl MHPOPMAUU B WHPOPMAIMOHHBIX CHUCTEMaX MEPCOHATBHBIX JAHHBIX
MBOY «'umnazusa Ne 1 um. K.W. lénkuna» (Ilpunoxenue 4 k Hacrosimemy [lpukasy).

5. VYTBepaute um BBectu B AcictBue llopsimok oOpamieHusi cO ChbeMHBIMH MAalIMHHBIMU
HOCHUTEIISIMU TIepCOHANBHBIX MaHHBIX B MbBOY «I'mmuazus Ne 1 wmm. KU, lé€nkuna»
(ITpunoxxenwne 5 k HacTosmeMy lIpukasy).

6. TpeOoBaHus HacTOsIIEr0 TIPUKa3a JOBECTH JO pPabOTHUKOB, OCYIIECTBIISIOMINX
00paboOTKy MEepCOHAIBHBIX JAaHHBIX B MH(POPMAIIMOHHBIX CHCTEMaxX MEPCOHAIBHBIX AaHHBIX MBOY
«'umuazusa Ne 1 um. K., [lé€nkuna.

7. KownTpous 3a nucrnosnenueM Hacrosero [Ipukasa ocrasisiio 3a co00ii.

Hupekrop OBUYMHHUKOB A. B.



[punoxenne 1
K TIpUKa3y
oT ((_)) 202_1“ NQ

HNHCTPYKIUA
110J1b30BaTeJs1 HHPOPMALMOHHBIX CHCTEM MEPCOHAIBHBIX JAHHBIX
B MYHMIMIIAJIbHOM 010/IZKeTHOM 001e00pa3oBaTe/ibHOM yupe:xaeHnu «'umuazusa Ne 1 um.

K.M. Hlénknna»

1. TepMuHBI U OonIpeaeIeHUS

1.1. ABTOMaTU3UpPOBaHHOEPAOOUYEEMECTO —  MPOrPAMMHO-TEXHUYECKUNH  KOMILIEKC,
MpeHa3HaYeHHBIN JUI1aBTOMATH3aUNIEATEIbHOCTH ONPEAETIEHHOTO BU/IA.

1.2. AHTHBUpYCHAs 3amuTa — 3alliuTa WHOPMAIMKA U KOMIIOHEHTOB MH(OPMAITMOHHON
CHUCTEMBI OT BPEJOHOCHBIX KOMIBIOTEPHBIX MPOrpaMM (BHPYcOB) (0OHapyKeHHE BPEAOHOCHBIX
KOMIBIOTEPHBIX MPOTpaMM (BUPYCOB), OJTIOKUPOBAHUE, U30JUPOBAHUE «3aPAKEHHBIX» 00BEKTOB,
yJaJeHle BPEJOHOCHBIX KOMIBIOTEPHBIX IPOrpaMM (BUPYCOB) U3 «3apakEHHBIX» 0OBEKTOB).

1.3. adopmannoHHas cucTeMa MepcoHaTbHBIX JAHHBIX — COBOKYITHOCTH COICPKAIIHXCS
B 0a3ax JaHHBIX MEPCOHAJBHBIX TAHHBIX U 00ECIEeUNBAIOIINUX UX 00pabOTKY MH(DOPMAIIMOHHBIX
TEXHOJIOTUH U TEXHUYECKUX CPE/ICTB.

1.4. O6paboTka mMEepCOHATBHBIX MJAHHBIX — JIO00€ JAelcTBUE (Oomeparusi) WIn
COBOKYIHOCTb  JeMcTBHIl  (omepammii), COBEpIIaeMbIX C  HCIIOJIb30BAHUEM  CPEICTB
aBTOMATH3alMK WM 0€3 UCIOJIb30BAHUS TAKUX CPEICTB C MEPCOHATBHBIMU JaHHBIMM, BKIIOUast
cOop, 3amuCh, CUCTEMATH3AIMIO, HAKOTUICHHUE, XpaHCHUE, yTOUYHEHHE (0OHOBJICHUE, U3MECHECHHE),
U3BJICYEHUE, MHCIIOJIb30BaHME, Iepefady (paclnpocTpaHEHHe, IpeloCTaBlIeHUe, JOCTYI),
o0e3nuuuBaHue, OJOKUPOBAaHUE, yIaIeHHE, YHUUTOXKEHUE IEPCOHANIbHBIX JAHHBIX.

1.5. KondpunennmanbHocTh MHPOpMANIMA — 0O0S3aTENBHOE IS BBHITIOJHEHHS JIHIIOM,
MOJIyYMBIIUM JIOCTYI K OINpeAeNeHHOW HH(opmanuu, TpeOoBaHHWE HE IepelaBaTh TaKylo
nHGOpMALHIO TPETHUM JIMIaM 0e3 coriacus ee oOnagares.

1.6. IlepcoHanbHble JaHHbIE— J1t00ast HHPOpPMALUS, OTHOCSLIASACS K IPAMO UM KOCBEHHO
OIpEe/IeNIEHHOMY WM ONpesiesieMoMy (pU3HUecKoMY JIULY (CyOBEKTY HEpCOHANbHBIX JaHHbIX).

1.7. Ilonb3oBarens MHGOPMAIMOHHON CUCTEMBI MEPCOHAIBHBIX JAHHBIX — PAOOTHHK,
OCYLIECTBIAIOIIMNA  00pabOTKY MEpPCOHAIBHBIX [JaHHbIX B HMH(QOPMALMOHHOW cHCTeMe
NEePCOHATIBHBIX JAHHBIX.

1.8. CpenctBo  aHTUBUPYCHOM 3alMTBl — MPOrpaMMHOE CPEICTBO, peaHu3yIollee
(GyHKIMU OOHAPY)KEHUSI KOMIIBIOTEPHBIX MpOrpamm Ju00 MHOM KOMIBbIOTEpHON HH(opMaiuu,
IpeJHa3HAYCHHBIX JJI1 HECAHKLIMOHUPOBAHHOI'O YHUYTOXKEHUS, OJIOKUPOBAaHUS, MOIUDUKAIINH,
KOIIMPOBAHUS  KOMIIBIOTEpHOW MHQOpManuM WIM  HEUTpaau3aluu  CpPEeACTB  3allUThI
uHpOpMaINH, a TAaKXKe pearupoBaHus Ha OOHApYKEHUE ITUX IPOrpaMM U MHPOPMAIIUH.

1.9. CpeactBo 3anmthl MHGOpMAnMM — NOporpaMMHOE oOecrneyeHue, MporpaMMHO-
anmapatHoe — oOecledeHue, anmaparHoe  oOecliedeHue, BEIIeCTBO WM  MaTepuall,
IpeJHa3HAYCHHOE UJIH UCIIOIb3yeMOe JUIs 3allIUThl HH(pOpMAaIUH.

1. OOmmuenosnoxxkeHUust
2.1. Hacrosmas WHcTpyKIus mosib30BaTenss HHPOPMALMOHHBIX CHCTEM IMEePCOHATBHBIX
naaablx MBOY «'umuazus Ne 1 wum. KM, Hl€nkuna» (manee — MHCTpyKIUs) ompenenser
00s3aHHOCTH, TpaBa W OTBETCTBEHHOCTh pPAOOTHUKOB TpH paboTe B HHPOPMAIMOHHBIX
CUCTeMax MepcoHANbHBIX AaHHbBIX (nanee — UCIIIH).
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2.2. TpeOoBanus Hactosmied WMHCTpyKIMM SIBISAIOTCS 00sA3aTeNbHBIMH TSI BCEX
pabOTHHUKOB, OCYILECTBIISIONINX 00pabOTKY M 3alUTy NMEPCOHAIBHBIX NaHHBIX (nanee — [1/1H) B
NCIIIn — nmone3oBateneit UCIT/In (nanee — [Tosb3oBaTenn).

2.3. K 3ammmaemoii uapopmarun, oopadarsiBaemoii B UCI1/ln MBOY «I'umuazus Ne 1
um. K.W. Ilénkuna» (manee — Yupexaenue), otHocsates [1JIH, ciyxeOHas (TEXHOJIOrHUYECKas)
nH(pOpMAIKS CUCTEMBI 3alIUTHI U APYyras HHGOPMAIH OTPAHUICHHOTO JOCTYIIA.

2.4. Bce mnomnp3oBaremn WCII[IH VYupexaeHuss [TODKHBI OBITh O3HAKOMJICHBI C
TpeOOBaHUAMU HACTOSIEH NHCTPYKIMK N0 TIOATHUCH.

2.5. Hacrosmas WHCTpyKIusi SIBISIETCS JOMOJHCHHEM K JICHCTBYIOIIMM JIOKAJIbHBIM
HOPMAaTUBHBIM aKTaM (BHYTPEHHMM JIOKyMEHTaM) IO BoIpocaMm oOecreueHus 0e30MmacHOCTU
CBEIECHMN KOH(UIEHIMAIBHOTO Xapakrepa, B ToM uuciae u [I/lH, u He wuckiIoyaer
0053aTeILHOTO BBIIIOJIHEHUS UX TPeOOBaHUIA.

2. Jlomyck moJib3oBaTesieil K HHPOPMAMOHHBIM CHCTEMAM MEPCOHAIBHBIX TAHHBIX

3.1. Jlomyck mosb3oBarenei k padore ¢ [1Ix B UCIT/IH ocymecTBiIseTCsl B COOTBETCTBUH
¢ «Ilepeunem nmomxnocteir pabotHukoB ['bOY JIO PK «IJJFOT»,monmymieHHBIX K 00paboTKe
MIEPCOHATBHBIX JTAHHBIX.

3.2. K camocTosaTensHONH paboTe Ha aBTOMAaTH3WPOBAHHBIX Pa0OUYMX MecTax (majee —
APM), Bxomsmux B coctaB MCII/IH, momyckatoTcs iuia, N3yduBInre TpeOOBaHUS HACTOSIIEH
WMHCTpYKIIMU ¥ JTOKAJTBHBIX HOPMATHBHBIX aKTOB 10 3allIUTe MH(POPMAIMH, OCBOUBIIUE ITPaBUIIA
skcrutyaraiui APM 1 TeXHUYECKUX CPEACTB 3alUTHI.

3.3. Jlomyck MpOW3BOAMUTCS TIOCIE TMPOBEPKH 3HAHMWs HacTosmed WHCTpykuuu wu
MPaKTUYECKUX HaBBIKOB B paboTe.

3. OO0f3aHHOCTH IOJIL30BATEJIA

4.1. Kaxnpiiillonp3oBaTens  UMEOIIMA  JOCTYIl K alllapaTHBIM  CPEICTBaM,
nporpaMmHomy oOecnedenuto u nanHeiM MCII/IH, HeceT mepcoHalbHYI0 OTBETCTBEHHOCTDH 3a
CBOM JICHCTBUS U 00s13aH:

4.1.1. Crporo coOmogaTh YyCTAHOBJICHHBIE TIpaBWia oOOecreueHus Oe301acCHOCTH
uHpopmanuu npu paboTe ¢ MPOrpaMMHBIMH U TexHUYeckumu cpeactsamu UCTT/IH.

4.1.2. 3HaTh W CTPOro BBINOJIHATH TIIpaBWia pPabOTBI CO CPEICTBAMHU  3alIUTHI
unpopmanuu, yctanosineHubivu B UCIIT/H.

4.1.3. BoimonHATh TpeOOBaHUS MO AHTHBHPYCHOM 3alUTe B 4YacTH, Kacarollencs
nevcrteui Ilonp30Bareneii.

4.1.4. HememieHHO CTaBUTh B HW3BECTHOCTh OTBETCTBEHHOIO 3a oOOecreyeHue
oe3onacHoctu [1/1n B UCII/{n nmu agmuauctparopa UCIT/IH:

—  IIpU NOJ03PEHUN KOMIIPOMETAIUY JIMYHOTO MapOoJIs;

—  HECAHKIIMOHHWPOBAHHBIX (ITPOM3BEIEHHBIX C HAPYIICHUEM YCTaHOBJICHHOTO MOPSIIKA)
W3MEHEeHUI B KOH(UTYpallUK MPOTPaMMHBIX UM anmnapatHbeix cpencts UCI/IH;

— OTKJIOHEHWH B HOpMajabHOW paboTe CUCTEMHBIX M MPHUKIATHBIX MPOrPAMMHBIX
CpencTB, 3aTpyAHstomux skcryaraunto UCIT/H;

—  HEKOPPEKTHOTO (PYHKIIMOHUPOBAHUS YCTAHOBIICHHBIX CPEJCTB 3aIHUTHI;

— oOHapyKeHHUs HeMpelyCMOTPEHHBIX OTBOJIOB Kabemnel 1 MOKIIOYeHHBIX YCTPOICTB;

— oOHapyxkeHus (DaKTOB, TMOMBITOK HECAHKIMOHUPOBAHHOTO JIOCTyIIAa W CIIy4aeB
HapyIIeHHUs] YCTAaHOBIIEHHOTO mopsiika 0opadboTku [1/1H.
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4.1.5. DkpaH BHJCOMOHHUTOpA B MOMEIIEHHH PacIoiaraTh BO BpeMs pabOTHI Tak, YTOObI
UCKJTIOYAJIaCh BO3MOXHOCTh O3HAaKOMJICHHsI ¢ oOToOpakaeMoil Ha HHX HH(popMamen
IIOCTOPOHHUMH JINLIAMHU.

4.2. Tlonn3oBarensm UCII/IH 3anpemaeTcs:

— oTKiMouYaTh (OJOKMPOBATH) CPEINCTBA 3alIUTHl WH(POpPMAINHU, IPETyCMOTPEHHBIE
OpraHU3aIMOHHO-pacnopAauTeaIbHbIMU ToKyMeHTaMu Ha UCIIH;

— TPOU3BOAUTH KAaKUE-IMOO HU3MEHEHUs B DJJIEKTPUUYECKUX CXEMaX, MOHTaxe H
pa3MelIeHUN TEXHUUECKUX CPECTB;

—  CaMOCTOSITETIbHO  YCTaHABJIMBATh, THPAXKUPOBaTb, WIA  MOJIU(PHUIMPOBATH
MIPOrpaMMHOE obecrnieuyeHue, U3MEHATh YCTaHOBJIEHHBII JITOPUTM
(YHKIIMOHUPOBAHUS TEXHUUECKUX U TPOTrPAMMHBIX CPEJICTB;

— oOpaOateiBarh B MCII[lH wuHpOpManuio ¥ BBINOIHATH JApyrue paboThl, HE
npeaycMoTpeHHbIe nepeuneM mpas [lonb3oBatens nmo gocryny k UCII/IH;

— coolmare (WIM nepeAaBaTbh) MOCTOPOHHUM JIMLAM JIMUHBIE aTpUOyThl M MapoJiu
noctymna k pecypcam UCII/IH;

— paborats B UCII/IH npu oOHapyXeHUH KaKUX-1100 HEHUCIIPAaBHOCTEH;

—  OCTaBJIATh BKIIOUEHHBIM 0e3 mpucMoTpa APM, He akTHBHU3HPOBAB CPE/ICTBA 3ALIUTHI
OT HECAaHKLIMOHUPOBAHHOTO JIOCTYTIA;

—  YMBIIIJIEHHO UCHOJb30BaTh HEIOKYMEHTUPOBAHHbIE CBOWCTBA M OIIMOKKH B
IIPOrpaMMHOM O0O€CIeUeHUH WM B HACTPOMKAaX CPEICTB 3AIUUThI, KOTOPbIE MOTYT
MIPUBECTHU K 03HAKOMJICHHIO € 3alMIaeMoi HH(opMaled NoCTOPOHHUX JIUL;

—  TIPOM3BOJUTH TIEPEMENICHHUS TeXHU4YeCKuX cpeactB APM 06e3 coriacoBaHusi ¢
OTBETCTBEHHBIM 3a oOecnieuenne 6e3onacuoctu [1/{a B UCITH;

—  BCKpBIBATh KOPITyca TEXHUYECKUX CpeacTB APM M BHOCHTH M3MCHEHMS B CXEMY U
KOHCTPYKIIMIO YCTPOMCTB.

4. Opraauszanus padoTbl O CbeMHbIMH MAIIMHHBIMHM HOCHTEJIAMH HHpOpMaLUH

5.1. Opranuzarust paboThl CO ChEMHBIMH MAITUHHBIMH HOCUTEIIIMH HHGOpPMAaIuu (1aiee
— CMHMW), copepxamue IIJlH m wuHyro uHbOpMaNUIO KOHPUIACHIIMATBLHOTO XapakTepa,
ocyiiecTBisiercss B cooTBeTcTBUM c«llopsakom oOpamieHusi co CheMHBIMH MAalIMHHBIMU
Hocutensmu uadopmaruu B 'bOY J1O PK «JIJIFOT»».

5.2. Tlonb3oBarenu 00si3aHBI 3HATh U COOMIOAATH YCTAHOBIEHHBIE TPEOOBAHUS MO yUETY
u xpanenuro CMHU.

5.3. CMHMU nomxHbl OBITH 3aperucTpupoBanbl B «)KypHalie yueTa CbeMHbBIX MaIllMHHBIX
HOCHUTeNeH HHPOPMAIIH.

5.4. CMHMU 3akpeninsercss 3a OMpPENENIEHHBIM JIMIIOM, HECYIIMM OTBETCTBEHHOCThH 3a
COXPaHHOCTh U MeCTOHaxoxaAeHue nannoro CMHU.

5.5. IIpu Heobxomumoctu mepenaun uHpopmanuu Ha CMHU, naumo oTBeTcTBEHHOE 3a
XpaHEHUE YBEJIOMIIIET OTBETCTBEHHOro 3a obecreuenue OezomacHoctu [I/In B UCII[H o
HeoOxonuMocTu mepeaayn uHpopManuu ¢ nomombio CMHU, nocrasnser CMHU mo mecty
Ha3Ha4YeHUs, epeaaeT NHPOPMAIUIO C HETO U BO3BpAIIIAET €ro Ha MECTO XPAHECHHUS.

5.6. Xpanenue CMHMU ocymectBnsiercs:

—  nans diem-KapT, cMapT-KapT, KOMITAKT TUCKOB U JIp.) B 3alllUIIEHHBIX ceiidax;
— s CMHH, Bxopamux B cocraB MCII/IH, npou3BoauTcs omnevaTrbiBaHUE KOpIyca
APM.



5.7. Tlonmb3oBatensaM 3ampenaeTcs:

— 3anuceiBath U XpaHuth [1/IH 1 uHyt0 HHGOPMALIMIO KOHPUAESHIIMATBFHOTO XapaKTepa
Ha HeyuyreHHbIx CMHU;

— octaBmate CMHU 6e3 mpucmoTpa, nepeaaBars UX APYrUM JHIIAM M BBIHOCHTH 32
IIpeAeIibl KOHTPOIUPYEMOM 30HBI, 32 UCKIIOYEHUEM CIIy4aeB, B KOTOPBIX pa3pelieHa
nepegauaCMHU;

— xpauutb CMHU BOAM3U CHUIIBHBIX MCTOYHUKOB AJIEKTPOMArHUTHBIX W3JIyYEHUH U
IIPSIMBIX COJIHEYHBIX JIy4EH;

— Xxpanutb Ha yureHHbIX CMHMU nporpammsl 1 JaHHbIE, HE OTHOCSIIUECS K pabodeit
nHpopMalnu.

6. Opranu3anusi NapoJbHOIi 32U ThI

6.1. Opraau3anus MapoIbHON 3aIIUTHI MPOU3BOAMUTCS B COOTBETCTBUU C «MHCTpyKIHeH
o naposasHoit 3amute nHbopmanu B MBOY «I'mmuazust Ne 1 um. K. HI€nkunay»

6.2. Jluna, ucroJib3yromue mapoJTy, 00s3aHb:

— XpaHHWTh B TallHE CBOM MapoJb

— YeTKO 3HaTh W CTPOTO BBIMOJHATH TpeOOBaHWs HacTosmer MHCTpYKIMU U Ipyrux
PYKOBOJISIINX JOKYMEHTOB;

— CBOEBPEMEHHO C0O00IaTh OTBETCTBEHHOMY 3a obecmeueHue OezomacHoctu [1JIH B
HCTIIH 0060 Bcex HEIMITATHBIX CUTYallUsIX, HAPYIICHUSX PAOOTHI CHCTEM 3aIlUTHI OT
HECaHKIIMOHUPOBAHHOTO JIOCTYIIA, BOSHUKAIOIIUX MPU paboTe C MapOISIMU.

6.3. Bo Bpems BBojaa mapoJieii HEOOXOAMMO HCKIIOYUTH BO3MOXHOCTH €r0 IMPOCMOTpa
MMOCTOPOHHUMH JINLIaMU (YE€JIOBEK 3a CIIMHOM, HAOI0IEeHNE YEIOBEKOM 3a IBHKEHHEM MajbleB B
MPSIMOM BUAMMOCTH WJIM OTPXXEHHOM CBETE) WM TEXHUYECKHMMH CPEJICTBaMU (BUIECOKaMEPHI,
(dboToanmaparsl u Jp.)

6.4. [lns npenoTBpailleHus: JOCTYyIa K NEPCOHAIBHBIM JIaHHBIM, MOJIb30BAaTEIh BO BpEMs
nepepeiBa B paboTe 005f3aH OCYIIECTBUTH OJOKHMPOBAHUE CHUCTEMbl Ha)KaTHEM KOMOWHAIUU
Ctrl+Alt+Delete u knonku «bokupoBaTh» MK HaxkatneM KomOuHauu Win+L.

6.5. bnokupoBanue ceanca nocryna nojiszoBarens B UCIIIn ocymectBisercs mocie 15
MHHYT €r0 0e3/1elcTBHS (HEaKTUBHOCTH ).

6.6. B cmywsae yrepu maponst paOOTHMK CTaBUT B  HM3BECTHOCTh  CBOETO
HEMOCPEJCTBEHHOTO PYKOBOAMUTENS M OTBETCTBEHHOro 3a oOecmeueHue oOe3omacHoctu [1/1H B
UCITH nns npuHATHS OCIEAYOIUX PELICHUN.

6.7. B ciyuae koMmpoMeTauu napoJis (IpocMOTp MOCTOPOHHUMH, Pa3IIIAllIeHUE MMapos
U JIp.) HEOOXOAUMO U3BECTUTh CBOETO HEMOCPEACTBEHHOTO PYKOBOJIUTENSI M OTBETCTBEHHOTO 32
obecnieuenue 6e3onacHoctu [1[n B ICII/IH ans npuHATHS NOCIEIYIOMMX PeIeHUH.

5. IIpaBuia padoThl B ceTsIX 0011ero A0CTyna 1 (MJIn) MeKIyHAPOIHOro o0MeHa

7.1. Pabora B cetsx oOmero goctyna u Ha snementax UCII/IH, nomkHa OCYIIEeCTBIATHCS
UCKJTFOUUTENBFHO B CITY>K€OHBIX LIETIAX.
7.2. Tlpu paboTe B ceTsax 00IIero J0cTymna 3anpemaeTcs:
—  OCYIIECTBJIATH pabOTy MPH OTKJIIOUEHHBIX CPEACTBAX 3AIHTHI;
— IepegaBaTh IO CeTAM OOmIero JocTyna 3auumaemMyro HHpopmanuioo 6e3
WCIOJIb30BAHUS CPEACTB MU(POBaHUS,
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— 3ampemiaeTrcs CKauMBaTh M3 ceTu MHTEepHET mporpamMMHOe oOecredeHue U Jpyrue
(aiispl, €Clii 3TO HE ONPEETICHO ero JIOHKHOCTHBIMU 00S3aHHOCTSIMH,
—  3ampelaeTcs NOCELIEHUE U UCI0Ib30BaHUE CeTU MIHTEpHET B JINYHBIX LIETSX.

6. HOpﬂI[OK YCTAaHOBKH O0OHOBJICHHH MMporpaMMHoOro odecneyeHus

8.1. VYcraHoBke KpymHBIX OOHOBJCHHMH TPOrPaMMHOTO  OOECIeYeHHs  JOJDKHO
MPEIIECTBOBATh  TECTHPOBaHWE HWH(OOPMAIMOHHON WHQPPACTPYKTypbl HA  OTCYTCTBHUE
HETaTUBHBIX BO3JICHCTBUIN OT YCTaHABIMBACMbIX OOHOBIICHHH.

8.2. B ciywae oOHapyXeHHUS HETaTUBHOTO BO3JICHCTBHUS YCTAaHABIMBACMOTO OOHOBJICHHSI
Ha ITaTHOE (YHKIIMOHUPOBAHUE HHPOPMALMOHHON HH(PACTPYKTYpHI, JaHHOE OOHOBIICHHE
YCTaHaBJIMBATHCA HE JOJKHO MO coriacoBaHuio ¢ anMuuucrparopom UCII/IH.

8.3. YcraHoBKe HOBBIX BEpCH MPOTrPaMMHOTO OOECIIEYCHHUsI MM BHECEHUIOCEPHE3HBIX
W3MEHEHUW W JOMOJHEHWW B  JCHCTBYIOIEE MPOTPAaMMHOE OOecreyeHue JI0JDKHO
MpeaIecTBOBaTh ~ TECTUPOBAHUE HH(POPMALMOHHOW  MHQPACTPYKTYpbl Ha  OTCYTCTBHUE
HEraTUBHBIX BO3JIEHCTBUHN YKa3aHHOTO ITPOrPaMMHOTO 0OecTieueHUsl.

8.4. YcraHOBKa TIPOTECTHPOBAHHBIX OOHOBIIEHHWH, HOBBIX BEpPCHH IPOTPAMMHOTO
ofOecrieueHHs WIM BHECEHHME HW3MEHEHUH U JOMNOJIHEHUH B JeiCTBYyIOLIEe MpOrpaMMHOE
obecrnieueHre MOKeT ObITh IPOU3BEIEHO TOJIBKO MO corjacoBanuio ¢ aamuauctparopom UCII/Ix
1 OTBETCTBEHHBIM 3a oOecnieuenne 6e3omacHoctu [1/1n 8 UCITdH.

7. TexHoJiorusi 00padoOTKHU MePCOHAIBLHBIX JAHHBIX

9.1. Ilpu mnepBuunoMm pomycke k pabore B HCII/In Ilomp3oBaTens 3HAKOMHTCS C
TpeOOBaHUAMU PYKOBOJISIIINX, HOpPMaTHUBHO-METOAUYECKUX u OpraHU3aIMOHHO-
pacnopsaUTENbHBIX TOKYMEHTOB MO BOIIPOCaM aBTOMAaTHU3MPOBAHHON 00pabOTKH MH(OpMAaIUH,
u3ydyaeT MHCTpyKIMIO, MOJydaeT MepCOHaNbHBIA HACHTU(PHUKATOP WM JMYHBIM Mapoyib y
OTBETCTBEHHOIO 3a obecreuenne 6e3omacHoctu [1/1a 8 UCIT/IH.

9.2. B mporecce padotsl [TonaszoBarens npousoaut oopadoTky I11n 8 UCIT/H.

9.3. Ilpu HeoOxomumoctu BbIBOA [IJIH w3 MCII[IH oCyIIeCTBISETCS CIEIYIOIIUM
o0pazom:

— konupoBanueM I[1/In Ha yurenusie CMHU,;
— mepemaya I[JlH  mo kaHamaMm CBS3M C  OOsA3aTeNbHBIM  NPUMEHEHHEM
KpUnTorpaguueckoi 3amuThl.

8. Cpok aeiicTBUsI U MOPSAOK BHECEHUST M3MeHeHHii

10.1. Hacrosimas MHCTpyKIMs BCTyMAeT B CUITy C MOMEHTA €ro YTBep K/IeHHUs U JeHCTBYET
6eccpouHo.

10.2. Hacrosmas MHCTpyKIUS NOAISKUT EPECMOTPY HE pexe 0JTHOTO pas3a B TPU roja.

10.3. NM3meHeHMs M JOMNOJHEHUS B HACTOSIIYI0 MHCTpyKIHIO BHOCATCS TPHKa30M
JupexropayYupexaeHus.



IIpunoxenne2
KIIpUKa3y

OT «___ » 202__r. Ne

HNHCTPYKIUA
110 apoJILHOM 3a1uTe HHpOpMaALHU
B MYHMIMIIAJIbHOM 010/IZKeTHOM 0011e00pa3oBaTe/ibHOM yupe:xaeHnu «'umuazusa Ne 1 um.

K.M. Hlénknna»

1. TepmuHbI 1 onpeesieHUs!

1.1. ABToMaTH3UpOBaHHOE pabouee MECTO — MPOTPaMMHO-TEXHUYECKUN KOMILIEKC,
MpeHa3HaYeHHBIN [ aBTOMAaTH3allK JeSITEIbHOCTH OIPEEIIEHHOTO BUAA.

1.2. laopmanmoHHasi cucTeMa MepcoHabHBIX JAHHBIX — COBOKYITHOCTB COICPKAIIMXCS
B 0a3ax JaHHBIX MEPCOHAIBHBIX TAHHBIX U 00ECIEUNBAIOIINUX X 00pabOTKY MH(OPMAIIMOHHBIX
TEXHOJIOTUH M TEXHUYECKUX CPEJICTB.

1.3. OOpaboTka TepCOHAIBHBIX JaHHBIX — J00Oe JeHCTBHE (omepamus) WIH
COBOKYNHOCTb  JeMcTBUIl  (omepamuii), COBEpIIaeMbIX C  HCIOJIb30BAHUEM  CPEICTB
aBTOMAaTHU3aIMK WK 0€3 HCIOJIb30BAHUS TaKUX CPEJCTB C NEPCOHAIBHBIMU JTAHHBIMHU, BKJIHOYAS
cOop, 3amuch, CHCTEMATH3AIMI0, HAKOTUICHHUE, XpaHeHUE, yTOUYHEeHUE (0OHOBJICHHE, N3MEHEHNUE),
U3BJIEYEHHE, UCIOJIb30BaHUE, TNepenady (pachpoCTpaHEHHE, MPeNOCTaBICHUE, JOCTYII),
o0e3nuunBaHue, OJIOKUPOBAHUE, YIalIEHUE, YHUUTOXKEHHUE TePCOHATbHBIX JaHHBIX.

1.4. KondpunennmanbHOCTh MHPOpPMAIMA — 0O0s3aTENBHOE IS BBHITIOJHEHHS JIHIIOM,
MOJIYYMBIIUM JIOCTYH K OIpenesieHHON uHpopMmanuu, TpeOOBaHUE HE IepeAaBaTbh TaKyIo
MH(pOpPMAIIUIO TPETHUM JIUIIaM 0e3 coTiacus ee 00amaTes.

1.5. Tlepconanpuble naHHbIE — JF00ass WHQPOpPMAIUsA, OTHOCAIIAACS K TMPSMO WK
KOCBEHHO OIpE/ICJICHHOMY WJIM OIpenesieMoMy (pU3n4ecKoMy JIUIY (CYOBEeKTY MepCcOHaIbHBIX
JTAHHBIX).

1.6. [lonb3oBarens MHGOOPMALMOHHONW CHUCTEMBbI NEPCOHAIBHBIX JAaHHBIX — pPAOOTHUK,
OCYILIECTBISIONIMI  00pabOTKy MEpCOHaJIbHBIX JAaHHBIX B HH(POPMALIMOHHOW cHCTEME
MEePCOHATBHBIX JAHHBIX.

1.7. CpeactBo 3amuThl HHPOpPMAIMM — MpPOTrpaMMHOE oOecredyeHue, MPOrpaMMHO-
anmapaTtHoe  oOecreyeHue, amnmapaTHoe  oOecreueHue, BEIIeCTBO WM MaTepual,
MpeIHa3HaYeHHOE WIIHM UCIIOJIb3YyeMOe JUIsl 3allUThl HH(OpMALIUH.

2. OO01me moJoKeHus

2.1. Hacrosmas MHcTpykuus mo naposibHo# 3amurte uHpopmarnuu B MBOY «'umHazus
Ne 1 um. KW, lénxkuna» (manee — WHCTpyKuMs) ycTaHaBIUBaeT TpeOOBaHUS U
OTBETCTBEHHOCTb NPU OPraHU3alMM NapOJbHOM 3alIUThl MH(POpPMAlUU, a TaKXkKe OIpenenseT
NOPAZIOK KOHTpOJIA 3a JACHCTBUSAMM TOJb30BaTellell U OOCIy)KMBAIOIIETr0 IepcoHana
MH(GOPMAIMOHHBIX CUCTEM MEePCOHANIBbHBIX NaHHbIX (nanee — MCIIIH) npu paboTe ¢ naposimu.

2.2. TpeGopanus Hacrosued MHCTpyKIUM SBISIOTCS 00sA3aTENbHBIMU JUIS MCTIOTHEHUS
BceMH nousib3oBarensimMu u aamuHucrpatopamu MCII[IH MBOVY «I'umnuazuga Ne 1 um. K.H.
Hlénkuna» (nasee — VYupexJeHue), MHCIOIb3YIOIIMMH B CBOEH paboTe cpeacTBa
BBIYUCIIUTEIILHON TEXHUKH.
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2.3. Bce monp3oBarenmu u aamunuctparopbl WCIIAuYupexaeHus, MCHOIB3YIOUIHE B
CBOEW paboTe CpeAcTBa BBIYUCIUTEIBHONM TEXHUKH, JOJDKHBI OBITH O3HAKOMJIEHBI C
TpeOOBaHUAMH HacTOAIIeH VHCTPYKIIMH O MOIIHCh.

2.4. Hacrosmass MHCTpyKIMsS SBIS€TCS JIOTIOJHEHHEM K JEHCTBYIOIIMM JIOKAJIbHBIM
HOPMAaTUBHBIM aKTaM (BHYTPEHHMM JIOKyMEHTaM) IO BoIpocam oOecreueHus 0e301acHOCTU
CBEJCHUN KOH(HUIECHIUAIBHOIO XapakTepa, B TOM YHUCIIE€ U NEPCOHAIBHBIX JAHHBIX (Hanee —
[1/11), 1 HE UCKITIOYAET 00s3aTEIHLHOTO BBHIMIOJHEHHS UX TPEOOBaHUIA.

3. TpeboBaHus, npexbsBjsieMble K HIeHTH(UKATOPAM (K0JaM) H NAPoJIsAM (OPSI0K
¢opMupoBanus u oOpanieHus ¢ HUMHM)

3.1. Asropmsammsi  mosb3oBarencit  MICII[IH  ocymiecTBisieTcss  TyTeM  BBOJA
UICHTU(PUKATOpA W/WIIK TApOJIsL.
3.2. TpeboBanus kK (JOPMUPOBAHUIO TTAPOJICH 1 OOPAIIICHUIO C HIMHU.

3.2.1. Tlapons QopmupyeTcs TpH CO3JAHWHM YYETHOW 3alliCH  OTBETCTBEHHBIM
obecneuenue 6eszonacHoctu I1[n B UCIIIH nnn agmunuctparopom MCIIJIH, npu nepBuyHOM
BXOJI€ B YUETHYIO 3aIIHCh MAPOJIb JOJDKEH OBITh M3MEHEH BIIAJICIBIIEM.

3.2.2. BrnamenbIsl TUYHBIX MTAPOJIeH 00s13aHBI 00ECIICYHTh UX TalHYy.

3.2.3. Tlaponm reHepHpyYIOTCS ¢ YUETOM CIEIYIOIINX TPeOOBaHMIA:

—  TMapoJib JOJDKEH 3HATH TOJBKO €ro BIIAJICIeIL;

— JUIMHA TTapoJIsl TOJHKHA OBITh HE MEHEe 8 CHMBOJIOB;

— B IapoJie 00s13aTeIbHO JIOJDKHBI MPUCYTCTBOBATh KaK IU(PHI, TaK U OYKBBI HA
BEPXHEM U HW)KHEM pPEerucTpax;

— Taposib HE JOJDKEH BKJIIOYAaTh CMBICIOBYIO HAarpy3ky (uMmeHa, Qamuiuy,
HAaMMEHOBAHUS OpraHu3alii, yiWIl, TOPOJOB M T.A.), OOUICHPUHATHIE
cokpamenust (userOl, password02 w T.n.) ¥ TOCJIeAOBATECIbHBIC COYCTAHUS
KJaBuIl KiaBuaTypsl (qwertyOl, Uyken12);

—  MaKCUMaJIbHBIA CPOK JEeUCTBUS mapoJig coctasisieT 120 nHei;

—  MUHHUMAJIbHBII CPOK JIEHCTBUS ApOJIsl COCTABIISIET 2 JTHS;

— KOJIMYECTBO HEYAAYHBIX TMOMBITOK BXOJa B CHCTEMY, MPUBOJMAIICE K
OJIOKMPOBKE YUETHOM 3alMCH MOJIb30BaTENS IOJHKHO OBITH HE OoJiee 6.

3.2.4. TpeboBanus Kk GOPMHPOBAHUIO IApOJICH OOECIEYMBAIOTCS TEXHUYCCKUMHU
BO3MOHOCTSIMU HCHOJIB3yEMbIX OINEPALMOHHBIX CHUCTEM, CPEACTB 3alIUTHl HHPOPMAIUH U
MH(OPMALIMOHHBIX PECYPCOB.

3.2.5. TlonHas mnaHoBas CMEHa TMApoJield IMOJIb30BaTENe [OJDKHA MPOBOJUTHCS
peryispHo, He peke OJHOTO pa3a B Hoiroia. BHemnanoBas cMeHa Mapojsi MPOU3BOIUTCS B
cllyyae ero KOMIpPOMETAIMH, a Takxke 1o npockoe nosab3osarens MCIT/IH.

3.2.6. Xpanenue mnoisp3oBatensiMu VCII[AH 3HaueHuil cBoMx maposiell Ha OyMakKHOM
Hocutene 3AIIPEIIIEHO.

3.2.7. Tlonb3oBarenh HE HMEET MpaBa COOOMIUTH JWYHBIA Mapoib JIPYTUM JIUIIaM
(paspemaercss TOJIBKO C COIJIACOBAHMS OTBETCTBEHHOro 3a obecreueHue Oe30MacHOCTH WU
anmunauctparopa WMCII/IH npu HanuuMu TEXHOJIOTMYECKOW HEOOXOIMMOCTH HCHOJIH30BAHHS
MMEH W Tmapojeil pabOTHHKOB B WX OTCYTCTBHE B CIlydya€ BO3HUKHOBEHHS HEIITATOHBIX
cuTyauui, Gopc-MaxXOpHBIX 00cTOATENLCTB U T.11. [10 Bo3palieHnio pabOTHUKN 00s3aHbI Cpaszy
K€ CMEHHTbH CBOM MApOJIM Ha HOBBIE 3HAUEHUS COTJIACHO JaHHOU MHCTpyKImm).



9

3.3. Tlopsamox cMeHbI apoJieii U UACHTU(PHUKATOPOB MPH U3MEHEHHIX B OPraHU3AIMOHHO-
IITaTHOU CTPYKTYype (KaJIpOBbIe NEPECTAHOBKHU, YBOJIbHEHHE PAOOTHUKOB):

3.3.1. Ilpu mpekparieHun AeWCTBUS TPYJOBOTO JOrOBOpa C paOOTHHUKOM BCE CO3/IaHHBIC
IUIsL 9TOTO pabOTHUKA y4YETHBIEC 3amuch (TI0JIH30BATENBLCKOE MMs) TOJUICKAT OJIOKUPOBAHHIO HE
M0o37JHEE, YeM B JIEHb YBOJbHEHUS paboTHuKa. IlonHOoe ypaneHuWe YYeTHBIX 3amucei
IIPOM3BOJIUTCS B T€UEHHUU 5 pabouux JHEH co JHS yBOJIbHEHUS paboTHuUKAa. OCHOBaHUEM IS
OJOKMPOBAHUSA W TIOCJIEAYIOIIETO yIAJICHUS YJYeTHBIX 3amuceil pabOTHHKA SIBISIETCS 3asBKa,
IIPE/ICTaBICHHAs] HETOCPEICTBEHHbIM PYKOBOJIUTENEM YBOJBHSAEMOIO0 HE IO3/HEe, 4YeM 3a 3
pabouux AHS O JHS €r0 YBOJbHEHHUS.

3.3.2. llpy TpoBenNEeHUH  OPraHU3AMUOHHO-IITATHBIX  MEPONPHUSATHH  (KaapOBBIC
MIEPECTaHOBKM) HEMOCPEJACTBEHHbI PYKOBOJIUTENb CTPYKTYPHOIO TMOJApa3JeNeHus o00s3aH
npenctaButh aamuauctparopy UCII/IH 3a8BKy Ha ©3MEHEHHE B IpaBax JOCTYIIA.

3.4. Tlopsamok neicTBUN PU KOMITPOMETANNHT HACHTU(UKATOPOB U TTAPOJICH.

3.4.1. Tlox xommpomerareli TOHMMAETCS: yTpara HapoJisi yYeTHOW 3amucu W (WiH)
napoJjsi uaeHTu(uKaTopa, pasrialleHue YYeTHOM 3amucy naposist Wi napois UIeHTHPUKaTopa
(sSIBHAs KOMIPOMETALIKA), UIM WHAsl CUTYyallUs, KOTOpas 1aeT OCHOBAHUE JJISl MPEATIONI0KEHHS O
HapyIIeHUH KOH(UICHIINATIBHOCTH Mapojiel U naeHTU(HUKATOpOB (HesIBHAS KOMIIPOMETALIHS).

3.4.2. Tlpu BeIssBIeHHM (akTa yTpaThl TApOJIs, pasMJIAlICHUs MapoJisd, MapoJis
uaeHTU(pUKaTOpa, CaMoro WAEHTU(UKATOPA MMOJIb30BaTENb 00s3aH HE3aMeUIUTEIBHO COOOIIUTh
O JaHHBIX (aKTax CBOEMY HEMOCPEACTBEHHOMY pYKOBOJUTENIO U OTBETCTBEHHOMY 3a
obecnieuenue 6ezonacHoctu [11n B UCIT/IH nnu anmuauctparopy UCITIH.

3.4.3. B cnyuae BbIsBIeHHsS (aKTa KOMIIPOMETAMH HJIECHTU(DHUKATOPOB W IMapoOJIeH
nosnb3oBarens agmuauctpatop MCII/[H umm oTBETCTBEHHBIN 3a oOecmedeHHe Oe30TacHOCTH
[T1/1a 8 UCII/In o0s3aH HeMeneHHO 3a0J0KUPOBATh YUETHYIO 3alKMCh TAHHOTO TOJIb30BaTeNs U
HEe3aMeUTUTENbHO MPOU3BECTU BHEIUIAHOBYIO CMEHY MApOJIs AJIsl 3TOr0 MOJIb30BATEIS.

4. TlpaBa u 00513aHHOCTH

4.1. Ocnouble 3a1aun aamuarctparopa MCIIx:
—  OpraHu3aius yCTAaHOBKHU CPEJICTB MACHTH(UKAIMKI U ayTCHTU(DUKALIIH;
— opraHuzauus napoJjibHou 3anuThl Bo Becex MCII/IH;
—  BBIJa4a NEPBUYHBIX MMAPOJICH, U AIEKTPOHHBIX MEPCOHATBHBIX HJICHTU(PUKATOPOB U
mapoJiel K HUM;
—  OCYIIECTBJICHHE KOHTPOJSI 3a COCTOSHHEM CHUCTeMbl MapOJbHOM  3allUThI
unpopmanuu B UCIT/IH.
4.2.  Anmunuctpatop UCII/In umeer npaso:
— BHOCHUTH TMPEIOKEHUS II0 COBEPUICHCTBOBAHHMIO CHCTEMBI ITapOJIbHOW 3aIlUThI
unpopmanuu B UCIT/H;
— TpUHUMATh y4YacTHe B IUIAHUPOBAHWMU MEPONPUATUN MO0 TMAPOJIBLHOW 3alliuTe
unpopmanuu B UCI[HN mumaHupoBaHUM OCHAIEHUSI CPEICTBAMU HMICHTH(PHUKAIIUU
Y ayTeHTH(DUKAIIH;
—  OCYIIECTBJSATH KOHTPOJb COCTOSIHUS CPEACTB UACHTU(DUKAIIMY U ayTeHTU(UKALIUN B
HUCII/H,
—  MHHIMHPOBATH CIYy)KeOHBbIE IPOBEPKU M YIaCTBOBATH B MPOBEJACHUU PACCIICIOBAHMIA
1o akTamM KOMIIPOMETAIINY;
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— OKasplBaTh IIOMOIIb B pEIIEHUH MpoOJieM, BO3HUKAIOUIMX MPU SKCIUTyaTal[HH
CpEeACTB UACHTU(HUKAINU U ayTCHTU(DHUKAIHH.

4.3. OO0s3aHHOCTH B YacTW MApOJIbHOW 3alIUThl MHPOPMAIIMH OTPAKEHBI B MHCTPYKIIUU
aamunuctpatopa UCIIIH.

4.4. Tlonb3oBatensm UCII/IH B cBoOei paboTe 3ampeniaercs:

— co00mars KOMy-THOO CBOH JIMYHBIA NApoJib W/WIM Tapoiib K D3JICKTPOHHOMY
[IEPCOHAIBHOMY UJECHTUPUKATOPY;

— mepegaBaTh KOMY-JIHOO BBIIAHHBIN 3JIEKTPOHHBIN EPCOHATBHBIA HACHTU(PHKATOD;

—  oCymecTBIATh Bx0J B omepanuonHble cuctembl WCII[H m B mHQOpManuoOHHBIC
pecypchl O Yy>KMMH UJIEHTU(UKATOPaMHU U MapoJIsIMU;

—  OTKJIIOYaTh CPEJCTBA UJIEHTU(UKALIMU U ayTeHTU(DUKALIIH.

4.5. B cnyyae mosiBieHMs MOJO3PEHUNA Ha (akT KOMIIPOMETALMU MAapojisi, a TakkKe B
cllydyae BBISBJICHHUS MHUUICHTOB ((akTOB M T.M.), CBA3AHHBIX CO cOOSAMM B pabOTE CPEICTB
UJeHTU(DUKAIIUN U ayTeHTU(UKAIINH, TOJB30BaTeNn 00s3aHbl HEMEJICHHO MTPOMH(GOPMHUPOBATH
00 »TOM OTBeTCTBEHHOTO 3a obecnieuenne OezonacHoctu [1/In B UCII/AH unm anMuHUCTpaTopa
NCTI/n.

5. OTBeTCTBEHHOCTD /I0JIKHOCTHBIX JIMI] B PAMKAX CHCTeMbI NAP0JIbHOM 3a1IUThI
uHpopMmanuu

5.1. Tlomb3oBaTenu,0TBETCTBEHHBIM 3a oOecnedeHue OezomacHoctu [1/Jn B UCIIIH n
anmuauctpatop MCII[IH HecyT OTBETCTBEHHOCTh 3a HEHaJJIeKallee MCIOJHEHUE WIH
HEUCIIOJTHEHUE CBOMX 00sS3aHHOCTEH, TPEAYCMOTPEHHBIX HacTosmel MHCTpyKInel, B mpeenax,
OTIPENICTICHHBIX JACHCTBYIOIINM 3aKOHOIATEIhCTBOM Poccuiickoit deneparuu.3a HecoO0IeHNEe
TpeOboBaHUN 3aKoHOnaTelnbcTBa Poccuiickoit dexepanuu MpeaycMOTpEHA T'paKIaHCKas,
YTOJIOBHAS, aAMUHUCTPATUBHAS, TUCIIUILIMHAPHAS OTBETCTBEHHOCTD.

5.2. Ilomp3oBarenu, OTBETCTBEHHBIM 3a oOecrnedeHue Oc3zomacHoctu [1JIn B UCII/IH n
anmuauctpatop MCIIIH HecyT OTBETCTBEHHOCTh IO JICHCTBYIOIIEMY 3aKOHOJATEIbCTBY
Poccuiickoit @enepannu 3a pasrianieHue CBeICHUN KOH(PHUISHIIMAIBHOTO XapaKkTepa, CTaBIIMX
W3BECTHBIMU TPU BBIMOJIHEHUU CIY)KEOHBIX 00s3aHHOCTEH, B TOM YHCJIE MPEAYCMOTPEHHBIX
Hacrosmen MHcTpykuuei.

6. Cpok aeiicTBHs U MOPSIOK BHECEHUsI H3MeHEeH Uit

6.1. Hactosmas MHCcTpyKIus BCTynaeT B CUIy ¢ MOMEHTA €€ YTBEp)KJICHHs U JeHCTBYeT
OeccpoYHO.

6.2. Hactosmas UHCTpyKuMs NOJUIEKHUT NEPECMOTPY HE PEXkKe OJHOTO pa3a B TPH roja.

6.3. U3MeHeHus U JIONOJHEHUS B HACTOSLIYI0 MHCTPYKIMIO BHOCSATCS IPUKA30M
JupexropayYupexaeHus.



11

IIpunoxenne3
KIIpUKa3y

OT «___ » 202__r. Ne

HHCTPYKLIUA
10 AHTUBMPYCHOM 3a1UTe
B MYHUIIUNIAJbHOM OI0/KETHOM 00111e00pa3oBaTeibHOM yupe:xkaeHnu «'mmuazus Ne 1 um.
K.M. Hlénknna»

1. TepmuHbI 1 onpeesieHUs!

1.1. ABTOoMaTH3UpOBaHHOE pabouee MEeCTO — MPOTPaMMHO-TEXHUYECKUN KOMILIEKC,
MpeHa3HaYeHHBIN /11 aBTOMAaTU3alllK 1€ TEIbHOCTH ONPEIETICHHOTO BUA.

1.2. AHTHBUpYCHAs 3alIUTa — 3alIiuTa WHPOPMAIMKA U KOMIIOHEHTOB MH(OPMAITMOHHON
CHUCTEMBI OT BPEJOHOCHBIX KOMIBIOTEPHBIX MPOrpaMM (BHPYcOB) (0OHapy:keHHE BPEAOHOCHBIX
KOMIBIOTEPHBIX MPOTpaMM (BUPYCOB), OJTIOKUPOBAHUE, U30JUPOBAHUE «3aPAKEHHBIX» 00BEKTOB,
yJaJeHue BPEJOHOCHBIX KOMIBIOTEPHBIX IPOrpaMM (BUPYCOB) U3 «3apakEHHBIX» 0OBEKTOB).

1.3. adopmannoHHas cucTeMa MepcoOHATBHBIX JAHHBIX — COBOKYITHOCTH COICPKAIIHXCS
B 0a3ax JaHHBIX MEPCOHANBHBIX TaHHBIX U 00ECIEUNBAIOIINUX UX 00pabOTKY MH(DOPMAIIMOHHBIX
TEXHOJIOTUH U TEXHUUYECKUX CPE/ICTB.

1.4. O6paboTka TmMEpCOHATBHBIX MJAHHBIX — JIO000€ JAeWcTBUE (Oomeparusi) WIn
COBOKYIHOCTb  JeMcTBHIl  (omepammii), COBEpIIaeMbIX C  HCIIOJIb30BAHUEM  CPEICTB
aBTOMAaTHU3aIMK WK 0€3 HUCIOJIb30BAHUS TaKUX CPEJCTB C MEPCOHANBHBIMU JTAaHHBIMHU, BKJIIOYAS
cOop, 3amuCh, CUCTEMATU3AIMIO, HAKOTUICHHE, XpaHEHUE, yTOUYHEHUE (0OHOBIICHHE, NU3MEHEHNE),
U3BJICYEHHE, UCIOJb30BaHUE, TNepenady (pacnpocTpaHeHHe, MpeloCTaBlIeHue, JOCTYII),
o0e3nuunBaHue, OJIOKUPOBAHUE, YIalIEHUE, YHUUTOXKEHHUE TePCOHATbHBIX JaHHBIX.

1.5. KondpunennmansHocTh MHPOpMAMA — 0O0s3aTENbHOE IS BBHITIOJHEHHS JTUIIOM,
MOJIYYMBIIUM JIOCTYI K ONpenesieHHON uHpopMmanuu, TpeOoBaHHE HE IepelaBaTh TaKYHo
nH(OpPMALIHIO TPETHUM JIHIaM 0e3 corjacus ee o0OnaaTes.

1.6. IlepconanpHble naHHbIE — JIF00Aass WHQPOpPMAIMSA, OTHOCAIIAACS K TMPSAMO WU
KOCBEHHO OIPE/ICJICHHOMY WJIM OmpeensieMoMy Gpu3ndeckomy JiMiy (CyOBbeKTy MepCOHaIbHBIX
JTAHHBIX).

1.7. [lonb3oBarens MHMOPMALMOHHONW CHUCTEMBbI NEPCOHAIBHBIX NAaHHBIX — PAOOTHUK,
OCYILECTBISIONINI  00pabOTKy TMEepCOHaJIbHBIX JAaHHBIX B HH(POPMAIIMOHHOW cHCTEME
MePCOHATBHBIX JTAHHBIX.

1.8. CpenctBo aHTHBUPYCHOM 3alllUTHI — MPOrPAMMHOE CPEACTBO, pealn3yloliee
GyHKIME OOHApPYXEHUSI KOMIBIOTEPHBIX MPOTpamMM JIMOO0 MHON KOMIbIOTEpHOUW MHbopManuy,
MpeHAa3HAYCHHBIX JIJIs1 HECAHKIIMOHUPOBAHHOTO YHUYTOXKEHUS, OJOKHUPOBaHUS, MOIU(PUKAIUY,
KOIIMPOBAHUS  KOMIIBIOTEpHOW MH(OpManuu WA  HEUTpaqu3aluu  CpPEeACTB  3alllUThI
uHpOpMaINH, a TAKXKe pearupoBaHus Ha OOHapYKEHUE 3THX MPOrpaMM U UHGOPMAIIH.

1.9. CpeactBo 3anmthl MHGOpMAnMM — NOporpaMMHOE oOecreyeHue, MpOoTrpaMMHO-
anmapatHoe — oOecledeHue, anmaparHoe  oOecliedeHue, BEIIeCTBO WM  MaTepuall,
IpeJHa3HAYCHHOE UITH UCIIOIb3yeMOe JUIsl 3aIlUThl HH(POPMAIHH.

2. OO0wmme mMoJI0KEHNA

2.1. Hacrosmas Muctpykuus no antuBupycHoil 3amute MBOY «l'umuazus Ne 1 um.
K.W. lénkuna» (nanee — WHCTpyKLHMs) peryaupyer BONPOCHI OpraHU3alMd aHTHBHUPYCHOM
3alIUTHI U TPEOOBAHUS K MOPAIKY NIPOBEACHUS aHTUBUPYCHOTO KOHTPOJIAL.
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2.2. WHcTpyKuMs ycTaHaBIMBAaeT TPEOOBAaHHMS W OTBETCTBEHHOCTh INPH OpPraHU3aLUHU
3amUThl  MHQOPMAIMM OT  Pa3pyIIAIOUIETO BO3JCHCTBHA BPEJOHOCHBIX TMPOTPaMM  —
KOMITIBIOTEPHBIX BUPYCOB.

2.3. TpeGoBanus Hacrosmiei MHCTpYKIMK SBISIOTCS 00sA3aTENbHBIMU JUIS UCTIOTHEHUS
Bcemu pabotHukamMu MBOY «'mmuazus Ne 1 um. KM, Hl€nkuna» (manee — YupexaeHus),
WCIIOJIB3YIOIIMMHU B CBOEH paboTe CpeACTBA BEIUUCIUTEILHON TEXHUKH.

2.4. Bce paboTHHKH YUpexJeHUs, UCIONB3YIOIINE AaHTUBUPYCHBIE CPEICTBA, JOJDKHBI
OBITh 03HAKOMJICHBI C TPEOOBAHHUSIMH HACTOSIIIEH MHCTPYKIMEH 11O/ TOIHCH.

2.5. Hacrosmas WHCTpyKIUsL SBIISCTCS JOTIOJHEHHEM K JCHCTBYIONIMM JIOKAJIbHBIM
HOPMAaTUBHBIM aKTaM (BHYTPEHHMM JIOKyMEHTaM) IO BoIpocaMm oOecreueHus 0e30MmacHOCTU
CBEJCHUN KOH(HUIECHIUAIBHOTO XapakTepa, B TOM YHCIIE€ U MEPCOHAIbHBIX JIAaHHBIX (nanee —
[1/11), 1 HE UCKTIOYAaeT 00s3aTEIHHOTO BHITIOTHEHHS UX TPEOOBAHU M.

3. TpeOGoBaHUsI K AHTUBMPYCHBIM CpPeICTBAM

3.1. B VupexaeHuu K TNPUMEHEHHUIO [IOMYCKAIOTCSA JUICH3NOHHBIE AHTHBHPYCHBIE
porpaMMHble ¥ (WIKM) MpOrpaMMHO-aNmapaTHble CpeAcTBa (aHTUBUPYCHBIE CpEACTBA),
3aKyIUICHHbIE Y pa3pabOTUnKa yKa3aHHBIX CPEJCTB MM €ro OPUIMAIBHBIX AUIIEPOB.

3.2. AHTHBHUpYCHBIE CpPEACTBA JIOJDKHBI (YHKIIHOHHPOBATh B TCUCHHE BCETO BPEMEHHU
paboThl CPEJICTB BHIYUCIUTEIHHON TEXHUKU (OT MOMEHTA 3arpy3KH ONEPallMOHHON CHCTEMBI JI0
MOMEHTA €€ BBITPY3KH).

3.3.  AHTHBUPYCHOE CPEJCTBO HE JIOJDKHO CYIIECTBEHHO 3aTPYAHITH PaOOTOCIIOCOOHOCTh

CPEICTB BBHIYMCIUTENILHON TEXHUKU UH()OPMAIIMOHHBIX CUCTEM MEPCOHATIBHBIX JAHHBIX (Janee —
NCTI/n).

4. TlpaBa u 00513aHHOCTH

4.1. AHTUBHPYCHOW 3aIllUTE IOJUICKHUT BCs, OOpabaThiBaeMas B YUPEKICHUU IIPH
MOMOIIM CPEJICTB BBIYMCIUTEIBHON TEXHUKH, HWH(OpMalMs, HE3aBUCUMO OT OrpaHHYEHUI
JIOCTYTIa K HEM.

4.2. @aiinbl, MoMellaeMble B DJIEKTPOHHBIM apXUB JIOJDKHBI B 00S3aTEIBHOM MOPSJIKE
MIPOXOJUTh AHTUBUPYCHBIN KOHTPOJIb.

4.3. VYcranaBnmuBaemoe (M3MEHSEMOE) TMporpamMmHoe oOecredyeHrue MJOJKHO —ObITh
MpEeABAPUTEIILHO MPOBEPEHO HA OTCYTCTBUE BUPYCOB.

4.4. B UCII[Ix 3anpermiaercs yCTaHOBKa MPOTPAaMMHOTO OOecrieueHus, He CBSI3aHHOTO C
BBITIOJIHEHUEM  (DYHKIUH, MPEeIyCMOTPEHHBIX TEXHOJIOTUYECKUM IpoleccoM o0paboTku
nHpopMaIuu.

4.5. CompoBoxaeHue (peryisipHoe OOHOBJIEHHE, aHTUBHUPYCHBIH KOHTPOJb, BBISIBICHUE
(akTOB 3apaKeHUsI U MPOBEACHUE CITY)KEOHBIX pPaccleOBaHUI) MPABUJI aHTUBUPYCHON 3aIIUTHI
BO3JIararoTCsl Ha OTBETCTBEHHOTO 3a oOecnieueHune 6ezomacuoctu I1/1a B UCTI/IH.

4.6. OcHOBHBIC 3a7]a91 OTBETCTBEHHOTO 3a obecrieuenue 6e3onacHocT [1JIn B UCIT/{H:

— OpraHu3anus Ipolecca ycTaHOBKM aHTUBUPYCHBIX cpeacTB B MCII/IH;

— COMNPOBOXICHHE AHTUBUPYCHBIX CpPeACTB (OOHOBIIEHWE, AaHTUBUPYCHBIH KOHTPOJIb,
COTPOBOXKJCHHE JEHCTBUU TMOJIb30BaTeNell B CiIyd4asX OOHApYKEHUS BHPYCOB,
obecrneueHne paboTOCIOCOOHOCTH AaHTUBHPYCHBIX CPEJICTB);

— KOHTPOJIb COCTOSHUSI CHCTEMBbl aHTHUBUPYCHOW 3alIuThl HHPOpPMAIUH B
YupexaeHuu.
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OtBeTrcTBeHHBIM 3a  oOccmeuenne OezomacHoctu [IJln B MCII/IHHECceT

OTBCTCTBCHHOCTD 3a:

4.9.

32 CBOEBPEMEHHYIO YCTAaHOBKY aHTUBUPYCHBIX CPEJICTB;

3a SKCIUTyaTaluio (aHTUBUPYCHBIA KOHTPOJb, pabOTOCIIOCOOHOCTh AHTHBHUPYCHBIX
CPEACTB, CONPOBOXKJIEHHE MACHCTBUI TMOJB30BATENICH B Cilydasix OOHapYyKEHUS
BHUPYCOB) CHCTEMBI aHTUBUPYCHOH 3aIlIMTHI HHPOPMAIINH;

3a CBOEBPEMEHHOE OOHOBJICHNUE JINLIEH3UN HA aHTUBUPYCHBIE CPE/ICTBA;

3a CBOEBPEMEHHOE OOHOBJIEHNE aHTUBUPYCHBIX 0a3.

OtBercTBeHHBIH 3a oOecnieuenue 6e3onacuoctu [1/{n B UCII I umeer npaso:
BHOCHUTH NPEUIOKEHHS 110 COBEPIICHCTBOBAHUIO CHUCTEMBl aHTUBHUPYCHOM 3alllUTHI
nHpopmanuy;

MPUHUMATh y4acTHE B IUJIAaHUPOBAHUM MEPOINPHUSITHM MO aHTUBUPYCHOW 3alUTe
nH(pOpMalLUY U TJIAHUPOBAHUHU OCHAIIICHUS] aHTUBUPYCHBIMH CPEICTBAMU;
OCYILIECTBIISITH KOHTPOJIb COCTOSIHUSL CPEJICTB aHTUBUPYCHOM 3alIUThI MH(GOpMaLIUU B
Yupexnenuu;

WHULMUPOBATh CIyXeOHbIe MPOBEPKU M y4acTBOBATh B MPOBEACHUN PACCIIEIOBaHUMA
o ¢axram 3apaxxkenus Bupycamu UCII/IH u cpeacTB BHIYMCIUTENBHON TEXHUKH;
OKa3bIBaTh IOMOIIb B pEIIEHUH MPOOJIeM, BO3HMKAIOMIMX MpPH OJKCIUIyaTaluu
CPEICTB aHTUBUPYCHOMN 3aLIUTHI.

Ilonp30BaTens aHTHUBHPYCHOTO CPEACTBA — JMIO, Ha pabouyeM MecTe KOTOPOro

MIPUMEHSIETCSI aHTUBUPYCHOE CPEICTBO.

4.10.

5.1.

[Tonb3oBaTensiM aHTUBUPYCHBIX CPENICTB 3aMPEIIAETCS:

MEHATh HAaCTPOMKM MM OTKJIIOYaTh CPEACTBA AHTUBHUPYCHOM 3alllUThI BO BpeMs
paboTHI;

WCIOJIb30BAaTh CPEACTBA AHTHUBUPYCHOM 3aIIUTHI, OTIMYHBIE OT YCTAHOBJICHHBIX
CPEICTB;

0e3 paspelieHuss OTBETCTBEHHOro 3a obecrieuenue OezomacHoctu [1JIn B UCII/IH
KOIKUPOBATH JII0ObIE (hailibl HA ChbeMHbIE HOCUTENU MH(OpMAalNK, YCTaHABIUBATH U
WCIIOJIb30BaTh JI00O€ TMporpaMMHOE oOecredyeHue, He IMpelHa3HauYeHHOe IS
BBITIOJIHEHUS CITY’KEOHBIX 3a/1ay.

5. Tlopsiiok ¥ NepHOAUYHOCTH OOHOBJIEHHS AHTHBUPYCHBIX 0a3

CBO@BpeMeHHOC oOHOBIIEHHE 0a3 JaHHBIX CpCACTB aHTI/IBI/Ipy0H0ﬁ 3allIUThI

uHpopMalUK SABJISETCS HEOThEMJIEMON uacThio oOecnedeHus dJPPEKTUBHON MOJUTUKU
AHTUBUPYCHOU 3aIIUTHI HH(MOPMAIIUH.

5.2.

VYcraHoBke OOHOBIIEHMH A0JDKHO mpenmiectBoBath TectupoBanue WCIIJIH Ha

OTCYTCTBHUC HCTaTUBHBIX BO3JCHCTBUM OT BHOBb YCTaHAaBJIMBAECMBbIX OOHOBJICHHIA.

5.3.

YcTaHOBKE HOBBIX BepCHﬁ nporpamMmMHOro oOecreyeHrs UM BHECCHUIO M3MEHECHHM

W JIOTIOJIHEHWH B JCHCTBYIOIEE MPOrpaMMHOE OOECIICUeHHE JIOJDKHO TMPEIIIeCTBOBATh
tectupoBanue WCIIJIH Ha OTCYTCTBHE HEraTUBHBIX BO3JCHCTBHI YKa3aHHOTO MPOTPaMMHOTO
obecrieueHus.

5.4.

[leproanyHOCTh OOHOBIICHHSI AaHTUBUPYCHBIX 0a3:

oOHOBNIeHHE aHTUBUpPYCHBIX 0a3 ans Bcex MCIIJIH, nMmeromux MOAKIIOYEHHE K
CeTsM OOIIEero MOoJIb30BAHUS U CETSIM MEXIYHApOIHOTO MH(POPMAIIMOHHOTO 0OMeHa,
JOJDKHO OBITh  €XKeTHeBHbIM. IcTOUHMK OOHOBIEHHMS — cepBep pa3paboTumka
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AHTUBHPYCHOTO CpEIACTBa, JHOO COOCTBEHHBIH IEHTPAIM30BAHHBIN CETEBOU
HMCTOYHUK OOHOBJICHWH, TOJydarolmuii OOHOBJEHHS C cepBepa pa3paboTdmka
AHTUBHUPYCHOI'O CPEJICTBA.

oOHOBJICHHE aHTUBUPYCHBIX 0a3 s VCII/IH, He nMeomuX MOAKIIOUEHUE K CETSIM
o0IIero TMOoJIb30BAaHUA M CETSAIM MEXIYHapOIHOTO HH(pOpMAMoOHHOTO OOMeHa,
oOHOBIIEHHE JOJDKHO OBITH HE MeHee | pasza B Henemto. McTouHMKOM OOHOBJICHUS B
JAHHOM clly4ae SIBJISIFOTCSI aHTHUBUPYCHbIE 0a3bl, 3allMCaHHbIE HA IPEIBAPUTEIHLHO
YUTEHHBIA B YCTAaHOBJICHHOM MOPSAIKE CbEMHbIN MAIIMHHBIA HOCUTEIh HHPOPMAIIIH.

6. HOpﬂ)IOK U NNEPUOANTHOCTD NMPOBECACHUA AHTUBUPYCHOI'0O KOHTPOJISA

OO0beKkTaMy aHTUBUPYCHOTO KOHTPOJIS SIBJISIOTCS:

KECTKUE MarHUTHBIE JUCKHU padouux craHuuil u cepsepoB UCII/IH;

CEeTeBbIE€ XPAaHWINIIA (CHUCTEMBI XpaHEHUS IaHHBIX);

OTepaTUBHAs U CUCTEMHAas aMsTh CPEACTB BHIYMCIUTENbHON TEXHUKH;

ChbEMHbIE MAIlIMHHbIE HOCUTENIU HHPOpMAIUH;

BXOJISLIUHN U UCXOAIIUHI KOHTEHT (BeO-Tpaduk);

¢ailnpl, noaydaeMmble M IE€peJaBacMble dYepe3 CeTH OOIIero MOoIb30BaHUS U
MEXAYHApOIHOTO HH(OPMALIMOHHOTO 0OMEHa;

MIOYTOBBIE COOOIIEHHUS ANEKTPOHHON TIOYTHI.

AHTHUBHUPYCHBI KOHTpOJIb BXOJIEH HHPOPMALMM CO CBEMHBIX MAaIIWHHBIX

HOocuTeel uHpOpMaMK HEOOXOAMMO TPOBOAWTH J0 TepeHoca MHPOpMaluu Ha KECTKUU
MarHuTHBIH JUCK pabodeil CTaHIMM WM ceTeBoid auck. Mudopmarus, momydaemas 1o
TEJIEKOMMYHUKALIMOHHBIM KaHaJlaM, JIOJDKHA [IPOBEPATCS BO BpeMs, WM cpazy I[ocie

nosrydeHust. KoHTposib ucxopsmied WHPOpMaud HEOOXOIMMO TMPOBOAMTH HETOCPEICTBEHHO
nepes OTIPaBKOM (3aMUChI0 Ha ChEMHBIN HOCUTEIh).

6.3. Bwuasl ¥ nepuoAMYHOCTh AaHTUBUPYCHBIX MPOBEPOK MPEACTABIICHBI B Ta0HIIE 1.
Tabauma 1
hE OOBeKT KOHTPOJIS Bun nposepku e
n/n MIPOBEPKU
1 JXKecTknue MarHUTHBIE JUCKH pabovnx [TonHas nmpoBepka 1 pa3 B Mecsn
cranuuii u cepsepos UCII I BricTpoe ckannpoBaHue 1 pa3 B HeferO
2 CerteBble XpaHUIAIIA (CHCTEMBI XPaHEHHS TonHas mposepka 1 pas B meosn
JTAHHBIX )
3 OmnepatuBHas U cucreMHas maMsath cpencts | [lomHas mpoBepka 1 pa3 B mecsI1
BBIUUCIIUTENPHON TEXHUKU BricTpoe ckaHUpOBaHUE 1 pa3 B HezenI0
[Ipu xaxnom
4 |CpemHbIe MalIMHHBIE HOCHTENH MH(popManuH | [lonHast npoBepka
MOAKIIOUEHUN
MunnMaapHO He00X0aUMOe TpeOOBaHHE -
5 |Be6-tpadux HACTPOIKa aHTUBHUPYCHOTO CPEJCTBA 10 [MocTosHHO
YMOJTYaHHIO
@aiinbl, OJIy4aeMble U NIEpEeJaBaeMbIE Uepe3 [Ipu xaxaom
6 |cern oOiero Moab30BaHUA U ITonnas nmpoBepka MOJIYYCHNH U
MEXIYHAPOIHOTO HHPOPMAIIMOHHOTO 00OMEHA OTIIPaBKe
MunnMaapHO He00X0AUMOE TPeOOBaHHE - [Tpu kaxmgom
7 |TlouToBbIe COOOMIEHNS IIMEKTPOHHON ITOYTHl | HACTPOHKA aHTHBHPYCHOTO CPEZICTBA 110 MOJYYCHNH 1
YMOJTYaHHIO OTHpaBKe

7.1.

7. Tlopsinok aeiicTBUii Npu 00HAPY:KEHHH BHPYCOB

OcHOBHBIMU TyTSIMH TpoHUKHOBeHUs BUpycoB B UCII[IH sBnstoTcs: noOble

CbCMHBIC MallIMHHBIC HOCUTCIIN I/IH(I)OpMaLII/II/I, QJICKTPOHHBIC TTOYTOBBIC COO6H_[CHI/I$I, Tpa(I)I/IK,
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MOJIy4aeMbIii U3 ceTel OOIIero MOJIb30BAHUS W CETed MEXIYHApOJHOTO HH(DOPMAIMOHHOTO
oOMeHa, paHee 3apakeHHbIE padoUre CTAaHLIMU U CepBepa.

7.2. B cnydae oOHapyKeHHUS BHUPYCOB IPH BXOJHOM KOHTPOJIE CHhEMHBIX MAIIHMHHBIX
HocuTened wuHpopManuu, (HalaoB WIM 3IEKTPOHHBIX IMOYTOBBIX COOOIICHUIA, MOJIH30BATEIb
JIOJIKEH:

— HEMEIJICHHO MPUOCTAHOBUTH BCE PaOOTHI HA CBOEH padoyvel CTaHIINH;

— COOOIHUTH OTBETCTBEHHOMY 3a obecnieuenue Oezonacuoctu [1/Ja B UCIIH o dakre
oOHapyXeHHs BUPYCA;

— TIPUHATH COIVIACOBAaHHBIE C OTBETCTBEHHBIM 3a obOecneueHue Oe3omacHoctu I1/1H B
UCII[dH w™epsl TO JOKaIM3allMd W YAAJICHHIO BHUPYCa C HCIOJb30BaHUEM
AQHTUBUPYCHBIX CPEJICTB.

7.3. Ilpm HEBO3MOXXHOCTH JIMKBHJAIIUU  TIOCJICICTBUH  BHPYCHOTO  3apaKCHUS
OTBETCTBEHHOMY 3a obecnieuenue 6ezonacuoctu [1J{n B UCII/In HeoO6xoammo:

— coo0muTh 0 @QaxkTe OOHapY)KEHHsS MPOrpPaMMHBIX BHPYCOB B OpraHU3aIUIO,
OCYILECTBISIOUIYI0  TEXHHUYECKYIO MOJJIEPKKY  OKCIUTyaTalluH CpE/ICTB
QHTUBUPYCHOU 3aIUTHI HH(OPMAITUH;

— 3aapXUBUPOBATH  3apaKCHHBbIC  (ailibl W  HampaBUTh C  TIPWIOKCHUEM
COOTBETCTBYIOIIETO COIPOBOIUTENBHOTO JOKyMEHTa B OpraHu3aIuIo,
OCYILECTBISIIOUIYI0  TEXHHUYECKYIO MOJICPXKKY  OKCIUTyaTalluu CpencTB
AHTUBUPYCHOMU 3aIIUTHI HH(OPMAITUH.

7.4. Tlpu momydeHnn wHGOPMAIMK O BO3MOKHOM HapyIIEHUHW JIMOO BBISABICHUHU (paKTa
HapylieHuss TpeOboBaHWi Hactosmed WHcTpyknuu paboTa Ha paboyeil CTaHIMM JTaHHOTO
M0JIb30BATENsl HE3aMEJIUTENIbHO OJOKHPYETCSl MO PEIIEHHI0 OTBETCTBEHHOTO 3a obecredeHue
oe3omacHocTu I1/{n B UCII/IH.

7.5. ®akTel MOIUGUKAIIMN U PA3PYIICHUS JaHHBIX HAa CEpPBEpaxX WM pabOUYuX CTAHIIUAX,
3apakeHHE UX BHpPYCaMH, a Takke OOHapyKeHHE OPYTUX BPEJOHOCHBIX MPOTrpaMM — BCE ITO
OTHOCUTCSI K 3HAUMMBIM HapylleHusM Oe30macHOCTH HH(OpMalMM U JIOJDKHBI  OBITH
[IPOAHAJIM3UPOBAHBI MOCPECTBOM MPOBEJICHUS CIIy>KEOHOTO paccie0BaHus.

7.6. CnyxebHoe pacciejoBaHHE TIPOBOJUTCS KOMHCCHEH, Ha3HauaeMol MpUKa30M
HupektopaYupexxaenus. B cocraB koMuccuu B 00s3aTEJIBHOM  TMOPSAKE  BKIIIOUAETCS
agmuauctpatop MCIIJIH, oTBeTcTBeHHBIN 3a obecneyeHue Oe3omacHoctu [IJln B HCII/IH,
HEMOCPEJCTBEHHBI PYKOBOJAUTENh pPabOTHUKA, AOMycTUBIIEro (akr kommpomerauuu. [lpu
HEO0OXOIMMOCTH B COCTaB KOMUCCUU MOTYT BKIIOYAThCS APYrue pabOTHHUKHU.

7.7. Pesynbrarhl paboThl KOMUCCUU OGOPMIISIOTCS aKTOM. AKT MOANIEKHUT YTBEPKICHUIO
JupekropaYupexaeHus.

7.8. B mporecce paboThl KOMHCCHUU 00S3aTeIbHBIMU Il YCTAHOBJICHUS SIBJISIFOTCSI:

— J1ara u BpeMms 3apaxxeHus (0OHapyKEeHHsI 3apaKeHus);

— ®UO, nomKHOCTh W TOJpa3felieHue padOTHUKA, TEXHUYECKOE CPEICTBO KOTOPOTO
3apa)K€HO BUPYCHOU IIPOrpaMMOil;

— YpPOBEHb KPUTUYHOCTH 3aPA’KEHUS;

— 00CTOSITEeNHCTBA, CIIOCOOCTBOBABIINE 3aPAXKEHUIO;

— uHGOPMAIMOHHBIE PECYPCHI, 3aTPOHYTHIE 3apPAKEHUEM;

— XapakTep U pazMep pealbHOTO M MOTEHIMAIBLHOTO yiepoa.

7.9. B xoze cBoeil pabOThI KOMUCCHUSI MOYKET 3alpaliuBaTh 00BICHUTENBHBIE 3AMMUCKH OT
pabOTHUKOB, MMOJ0O3PEBAEMBIX B BHHOBHOCTH 3apakeHUsi (IIyreM NHUCHhMEHHOTO 3ampoca HX
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HENOCPEJCTBEHHBIM PYKOBOAUTEISIM). OOBACHUTENbHAS 3alMCKa JI0JDKHA OBbITh MpeacTaBieHa
KOMHCCHH B TeueHHe 3 (Tpex) pabouux AHEH ¢ MOMEHTA MOCTYIUIEHU 3ampoca. B ciyuae oTkaza
MPEJOCTaBUTh OOBSICHUTENBHYIO 3aIUCKY, JAHHBIH (DaKT OTpaykaeTcs B aKTe.

7.10. VYHHMUYTOXEHHME MAaTEepHaJOB paccieNoBaHUs (PAKTOB 3apa’keHUSI OCYILECTBIIACTCS B
COOTBETCTBUU C YCTAHOBJIECHHBIMU TPEOOBaHUSAMM IO JIEIONPOU3BOJICTBY U HOMEHKIIATYpOU JIEII.

8. OTBeTCTBEHHOCThH

8.1. Tlosp3oBarenn u OTBeTcTBeHHBIN 3a obOecreuenune OezomacHoctu [Tl B UCIIAH
HECYT OTBETCTBEHHOCTb 3a HEHAJJIeXKalllee MWCIOJHEHUE WJIM HEUCIIOJHEHHE CBOUX
00s3aHHOCTEHN, MpPeNlyCMOTPEHHbIX HacTosuell WMHcTpykuued, B mpenenax, ONpeaeTeHHBIX
JNEHCTBYIOIIUM 3aKOHOJATeNbCTBOM Poccuiickoit denepanuu. 3a HecoOmoeHne TpeOoBaHUM
3akoHomarenscTBa Poccmiickoit ®enepauuu 1OpenycMOTpeHa TIpakJaHCKas, YroJIOBHAs,
aJIMMHHUCTpaTUBHAS, TUCIUIUIMHAPHASI OTBETCTBEHHOCTb.

9. CpOK JeHCTBUA U MOPAAOK BHECCHHUSA H3MEeHeHUH

9.1. Hacrosmas MHCTpYKIUS BCTyMaeT B CHIIYy C MOMEHTA €€ YTBEP)KICHHsSI U JICHCTBYET
OeccpovHo.

9.2. Hacrosmas MHCTPYKITHS TOUISKHUT TEPECMOTPY HE PEKE OJTHOTO pasa B TPH roJia.

9.3. U3MmeHeHuss W [IOTIONIHEHHWS B HACTOSIIYI0 WMHCTPYKIIMIO BHOCSTCS TPHKA30M
JupexropaYupexaeHus.
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[Ipunoxenne 4
KIIpUKa3y

OT «___ » 202__r. Ne

HNHCTPYKIUA
IO OpraHusalum pe3¢epBUpPOBaAHUA H BOCCTAHOBJICHUS paﬁoTocnocoﬁnocnl TEXHUYCCKHUX
CpeaCTB M nMporpamMmMHOro 06ec11eqe}mﬂ, 0a3 JAHHBIX U CPEACTB 3alllUThI umbopMam/m
B ]/IH(l)OpMaIII/IOHHI)IX CUCTEMAX NEPCOHAJTBHBIX TaHHBIX
B MYHUIUTIAJIbHOM 6]0)])KCTHOM 06m606p330BaTeJﬂ)HOM YUpexKaACHUN «'umHa3zusa Ne 1 um.

K.M. Hlénknna»

1. TepmuHbl U onpeneneHus

1.1. ABToMaTH3UpOBaHHOE pabouee MEeCTO — MPOTPaMMHO-TEXHUYECKUN KOMILIEKC,
MpeHa3HaYeHHBIN [ aBTOMAaTH3allK JeSTEIbHOCTH OIPECIIEHHOTO BHAA.

1.2. laopmanmoHHasi cucTemMa rnepcoHaIbHBIX JAHHBIX — COBOKYITHOCTB COICPKAIIMXCS
B 0a3ax JaHHBIX MEPCOHANBHBIX TAaHHBIX U 00eCNeYnBAIOIINX UX 00pab0TKy HHPOPMAIIMOHHBIX
TEXHOJIOTUH U TEXHUYECKUX CPE/ICTB.

1.3. OOpaboTka TepCOHANBHBIX JaHHBIX — J00Oe JeHCTBHE (omepamnus) WIH
COBOKYINHOCTb  JeMcTBMIl  (omepamuii), COBEpIIaeMbIX C  HCIIOJIb30BAHUEM  CPEICTB
aBTOMAaTHU3aIMK WK 0€3 UCIIOJIb30BAHMS TAaKUX CPEJICTB C NMEPCOHAIBHBIMU JAHHBIMH, BKIIIOUYas
cOop, 3amuch, CHCTEMATH3AIMI0, HAKOTUICHHUE, XpaHeHUE, yTOUYHEHUE (0OHOBJICHHE, N3MEHEHNUE),
U3BJICYEHHE, UCIOJb30BaHUE, TNepenady (pacnpocTpaHeHHe, MpeloCTaBlIeHue, IOCTYII),
o0e3nuunBaHue, OJIOKUPOBAHUE, YIalIEHUE, YHUUTOXKEHHUE MePCOHATBHBIX TaHHBIX.

1.4. KondpunennuanbHOCTh HMHPOpPMAIMU — 0O0s3aTENBHOE IS BBHITIOJHEHHS JITHIIOM,
MOJIYYMBIIUM JIOCTYI K ONpeaesieHHoN uHpopMmanuu, TpeOoBaHHE HE IepelaBaTh TaKYIo
WH(pOpPMAIIUIO TPETHUM JIUIIaM 0e3 coTiacus ee 00aaaTess.

1.5. Ilepconanpubie nmaHHBIE — JI00as WHQOpMAIKsA, OTHOCAIIAACS K TMPsAMO HIIK
KOCBEHHO OIPE/ICJICHHOMY WJIM OIpenensieMoMy (pU3ndeckoMy JUIy (CyObEeKTYy MepcoHaIbHBIX
JTAHHBIX).

1.6. [lonb3oBarens MHOOPMALMOHHONW CHUCTEMBbI NEPCOHAIBHBIX NAHHBIX — PAOOTHUK,
OCYILIECTBISIONIMI  00paOOTKy MEpCOHaJbHBIX JaHHBIX B HH(POPMALIMOHHOW cHCTEME
MePCOHATBHBIX JTaHHBIX.

1.7. CpenctBo aHTHBUPYCHOM 3alllUTBI — MPOrPAaMMHOE CPEJICTBO, peallu3yloliee
GyHKIME OOHApPYXEHUSI KOMIBIOTEPHBIX MPOTpamMM JIMOO0 MHON KOMIbIOTEpHOUW MHbopManuy,
MpeIHA3HAYEHHBIX JIJIs1 HECAHKIIMOHUPOBAHHOTO YHUYTOXKEHUS, OJOKHUPOBaHUS, MOIU(PUKAIIUY,
KOMMUPOBAaHUA KOMIBIOTEPHOH HMH(POpPMAIMM WM  HEUTpadu3aluud  CPEACTB  3alUThI
uHpOpMaINH, a TAKXKe pearupoBaHus Ha OOHApYKEHUE ITHX MPOrpaMM U UH(GOPMAIIHH .

1.8. CpeactBo 3ammthl MHGOpManuMu — HOporpaMMHOE oOecreyeHue, MpOoTrpaMMHO-
anmapatHoe — oOeclieyeHue, anmaparHoe  oOecliedeHue,  BEIIeCTBO  HWJIM  MaTepual,
NpeJHa3HAYSHHbIE WU UCIIOJIb3yeMble JJIS 3aIUThl HHPOPMALIUH.

2. O0uue moJIoKeHus

2.1. Hactosmas HWHCTpyKuus MO OpraHu3aluM pPE3epBHUPOBAHHUS M BOCCTAHOBJICHUS
paboTOCIOCOOHOCTH TEXHHUYECKUX CpPEACTB M MPOrpaMMHOro obecmeueHus, 0a3 TaHHBIX U
CpeACTB 3aluThl HHPOpPMaIUU B MHPOPMALMOHHBIX CHCTEMaX MEPCOHAIBHBIX JaHHBIX MBOY
«'mmuazusgs Ne 1 um. KM. Illénkuna» (manee — MHCTpyKuus) yCTaHABIMBAeT OCHOBHBIE
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TpeOOBaHUS K OPraHU3allUK PE3EPBHOTO KOMMPOBAHUS (BOCCTAHOBJICHHUS) MPOTPaMM H JAaHHBIX,

XpaHAIiuxcsa B 6a3ax JAaHHBIX I/IHCI)OpMaLII/IOHHBIX CUCTCM IICPCOHAJIBHBIX HOAaHHBLIX (nanee -
UCIIAn) MBOY «I'umuazus Ne 1 um. K.M. Hlénkuna» (nanee — YupexaeHue), a Takxke K

PEe3epBUPOBAHUIO ANIMIAPATHBIX CPEJICTB.

2.2.

2.3.

Hacrosimas MuacTpykuus pa3paboTaHa ¢ 1eblo:

OTpeJeNieHUs] KaTeropuu MHGOpMaluy, NOJyIekKalled 00s3aTeIbHOMY PE3EPBHOMY
KOIIMPOBAHUIO;

OIIpPENENCHUsT NPOLEAYpbl  PE3EPBUPOBAHMS  JAHHBIX Ul ITOCJIEAYIOLIEro
BoccraHoBneHus paborocniocooHocTr MCII/IH npu mosHON MIIM YaCTHYHOHM MOTepe
nH(popMaluy, BbI3BAHHON cOOSMU WIJIM OTKa3aMH ammapaTHOrO WM IPOTPaMMHOTO
obecrieueHus, OMMOKAMM TIOJb30BaTENEH, YpE3BbIUAHHBIMU OOCTOATEILCTBAMU
(moxapoM, CTUXUIHBIMU O€ICTBUSIMU U T.11.);

OTpeJieNieHUs] TOopsAAKa BOCCTAHOBJIEHUS HHPOpPMAlMM B CiIydae BO3HHUKHOBEHUS
TaKOH HEOOXOJUMOCTH,

yHOpsAAOYeHUsT paboOThl U ONpEeIeNeHUsT OTBETCTBEHHOCTH JIOJDKHOCTHBIX JIHII,
CBSI3aHHOM C pe3epBHBIM KOIMPOBAHUEM U BOCCTaHOBJIEHHEM MH(OpPMaLIUH.
JenctBue Hactosmed HMHCTpyknMM pacnpocTpaHseTcss Ha BCEX I0JIb30BaTeNei

NCTIn Yupexnaenus, a Tak’ke Ha OCHOBHBIE CUCTEMbI 00ecIiedeH s HEMPEPhIBHOCTH pabOThHI U

BOCCTAHOBJICHUSI PECYPCOB IIPH BO3HUKHOBEHUH aBAPUIHBIX CUTYallUii, B TOM YHCJIE:

2.4.

CUCTEMBI JKH3HE00ECTICUeHUSI TEXHUYECKUX CPEJICTB;

CUCTEeMbI 00eCrieYeHUsl OTKa30yCTOMYUBOCTH;

CUCTEMBI PE3EPBHOTO KOMUPOBAHUS U XPAHEHUS JaHHbIX;

[Tox pe3epBHBIM KOMUpOBaHHWEM HMHGOPMALUK MOHUMAETCS CO3AaHHE M30BITOUYHBIX

KOMUU 3amuiaeMol MHGOpMAlMU B AJIEKTPOHHOM BHUJE Ui OBICTPOrO BOCCTAHOBJICHUS
paborocnocoonoctn MCIIJIH B ciiydae BO3HUKHOBEHHSI aBapUHWHOMN CHUTyaIlMd, MOBJIEKIIEH 3a
co00i1 MOBpEXICHUE WU YTPATy TaHHBIX.

2.5.
KaTeropui:

2.6.

Pe3epBHOMy KOIIMPOBAHUIO  IIOJJICKUT I/IH(l)OpMaHI/Iﬂ CJICAYOMUX OCHOBHBIX

nHopmanus, oopadaTeiBaeMas mojs3oBareisiMu B UCIIJIH, a Takke nHdopmarus,
HeoOxoauMmasi Uil BoccTaHoBjeHUs: padorocrnocoonoctu MCIIIH, B T.4. cucrem
ynpaBieHus 6a3zamu aaHHbiX (ganee — CYB/]) oOmero monp30BaHus ¥ CHPaBOYHO-
MH(OPMALIMOHHBIX CUCTEM OOIIETr0 UCIOIb30BAHMS;

paboyrie KOMUU YCTAHOBOYHBIX KOMIIOHEHTOB MPOTPAMMHOI0O OOecreueHus: o0Iero
Ha3HAYEHUS U CHEIHUAIM3UPOBAHHOTO MPOrPAMMHOTO OOECHEUYeHUsS CEPBEPOB H
paboynx CTaHIINIA;

uHdopmanusg, HeoOXoAuMasl Ui BOCCTAHOBJICHHSI CHUCTEM YIpaBleHUs Oazamu
nanHeix WCIIJIH, nOKalbHOW BBIYUCIUTEIBHOW CETH, CHUCTEMBI 3JEKTPOHHOTO
JIOKyMEHT0000pOTa;

peructpanrontas HHhopMaIus CHCTeM3aIuThl HHHOPMAIIUH;

npyras uHpopmanus MCIIJIH, mo MHEHHIO MOJIb30BaTeNeH, aAMUHUCTPATOPOB
NCTI/[In u oTBEeTCTBEHHOTO 3a OOecreueHne 0e30MacHOCTH MEePCOHANBHBIX JTaHHBIX
(manee — I1n) B UCII/[IH, sBhstomiasicss KpUTUYHON JUIsi pabOTOCHOCOOHOCTH
NCIIAn.

Hacrosimas WHCTpyKuusa sBIsS€TCA AOMOJIHEHHUEM K JCUCTBYIOIIMM JOKAJIbHBIM

HOPMAaTHUBHBIM aKTaM (BHYTPEHHHM JOKyMEHTaM) IO BOIpocaM oOecredeHuss 0e30macHOCTH
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CBEICHUH KOH(QUACHIIMAIBHOTO XapakTepa, B ToM uuciae W IIJlH, m He wHCKIIO4aeT
00513aTEILHOTO BHITIOIHEHUS UX TPeOOBaHUH.

3. OOmme TpeGOBaHMSA K pe3epPBHOMY KONMPOBAHUIO

3.1. B MHcTpyKIHMH pe3epBHOTO KOMUPOBAHHS OTMCHIBAIOTCS ACHCTBYS PH BHIIOJTHEHUN
CIIEIYIOLUX MEPOIIPUATHIA:
— PE3epBHOE KOIMPOBAaHUE C YKa3aHMEM KOHKPETHBIX PE3epBUPYEMBIX IAHHBIX WU
anmapaTHbIX CPEICTB (B cly4ae HEOOXOIMMOCTH);
—  KOHTpPOJIb PE€3€PBHOI0 KOIIMPOBAHMS;
—  XpaHEHHE PE3E€PBHBIX KOUM;

— IIOJJHOC€ MJIM YaCTUYHOC BOCCTAHOBJICHHUC JaHHBbIX.

4, OTBeTCTBEHHOCTD 32 COCTOSIHHE PE€3€PBHOI0 KOIMHPOBAHUA

4.1. OTBETCTBEHHOCTh 32 KOHTPOJIb HAJ[ CBOEBPEMEHHBIM OCYIIECTBICHUEM PE3EPBHOTO
KOIMHUPOBAHUS M COOJIIOIGHUEM COOTBETCTBYIOIIEH WMHCTpyKIMM, a TakXke 3a BBIIOJHEHHEM
TpeOOBaHUN MO XPAaHEHWIO PE3EPBHBIX KOMUN U MPEeIOTBPALIEHUI0 HECAHKIHOHHPOBAHHOIO
JIOCTyIAa K HUM BO3JIaraeTcsi Ha OTBETCTBEHHOTO 3a obecrieuenue Oe3omacHoctu [11n B UCIT/IH
n agmuaucTpaTopoB UCIIH.

4.2. B cimyyae OOHapyXEHHs TOTBITOK HECAHKIIMOHHUPOBAHHOTO JOCTYMa K HOCHUTEISIM
pe3epBHOM HMHGOpMAIMKM, a TaKkKe HHBIX HapyHIEHUSX HHPOPMAIMOHHON O0€30MacHOCTH,
MPOM30LIEAIIUX B TIPOIECCE PE3EpPBHOTO KOMMPOBAHUS, COOOIIAETCS OTBETCTBEHHOMY 3a
obecrieuenue Oe3omacHoctu [IJ]Iln B UCII[IH B Teuenue pabodero AHs Mocie OOHApYKEHUS
YKa3aHHOTO COOBITHSI.

5. Tlepnoau4HOCTH Pe3epPBHOI0 KOMUPOBAHUSA

5.1. Pe3epBHOE KOMUPOBAHHWE CIECIHAIM3UPOBAHHOTO MPOTPAMMHOTO OOECIICUCHHS
MPOU3BOJUTCS IPH €ro TNOJyYeHHH (€CIM 3TO MPEAYCMOTPEHO MHCTPYKIIMEH II0 €ro
MPUMCHCHHIO M HE IPOTHBOPEYHMT YCIOBHUSAM €ro PacHpoOCTPAHEHHUs), a TakkKe IpPU €ro
OOHOBJICHUHU Y TIOJYYCHHH HCIIPABJIICHHBIX U OOHOBJICHHBIX BEPCHI.

5.2. HWudopmamus, coaepkamascsi B IOCTOSHHO HM3MEHSIEMBIX 0a3ax JaHHBIX,
COXPAHSETCS B COOTBETCTBUH CO CIICIYIOIINUM I'PaUKOM:

—  ©KEHEJCILHO MPOBOIUTCS PE3EPBHOC KOIUPOBAHKE BCel 0a3bl JaAHHBIX (HOCHTEIH C
©KCHEICIIBHBIMU KOTMSIMH XPAHATCS B TCUCHHE MECSIa);

5.3. He pexe oaHOro pasa B IoJi Ha HOCHUTEIH JUIMUTEIBHOIO XPAHEHHUS 3aIllMChIBACTCS
uHdopManus, HE OTHOCAMIAsICS K IIOCTOSHHO H3MEHSIEMbIM 0a3aM JaHHBIX (TPUKa3bl,
pacrtopsKeHHsI, OTKPBITHIC U3IaHUS  T.]1.).

6. BoccraHoBiieHHe HH(pOPMALUM U3 Pe3ePBHBIX KOMU

6.1. B cJIydgac HCO6XO,[[I/IMOCTI/I, BOCCTAHOBJICHHUC JAaHHBIX U3 PC3CPBHBIX KOIMMH
MPOU3BOAUTCA OTBCTCTBCHHBIMUA pa6OTHI/IKaMI/I.

6.2. BoccraHoBieHue JaHHBIX W3 PE3CPBHBIX KOIIHI npoucxoaur B ClIydac c¢€¢
HCUYC3HOBCHUA WM HAPYHICHUS BCIICACTBUC HCCAHKIHUOHHUPOBAHHOIO MOOCTylla B CHCTCMY,
BO3ACHUCTBUSI BUPYCOB, IPOTrpaMMHBIX OIJ_II/I6OK, OIIIMOOK pa6OTHI/IKOB " allTrmapaTHbIX cboeB.

6.3. BoccraHOBIIEHHE CHCTEMHOTO nporpaMMHOrO oOecrieueHUsT | nporpaMmMHOIr0
oOecreueHust 061].[61"0 HAa3HA4YCHUA MPOU3BOAUTCA C HX HOCUTEJIEH B COOTBETCTBUH C
HHCTPYKIUAMHA IPOU3BOJUTCIIA.
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6.4. BoccranoBienue CTIEUAIN3UPOBAHHOTO IPOTPaMMHOTO obecrieueHHs
MIPOU3BOUTCS C TUCTPUOYTUBHBIX HOCHTEIEW WM UX PE3EPBHBIX KOMHUHA B COOTBETCTBUU C
MHCTPYKLHUSMU IO YCTAHOBKE MJIM BOCCTAHOBJICHUIO JAHHOTO MPOTPaMMHOTO 00ecIieueHusl.

6.5. BoccranoBnenue uH(poOpMaIUK, HE OTHOCSIIEIHCS K TIOCTOSTHHO W3MEHSEMbIM 0a3zam
JAHHBIX, MMPOU3BOAMTCS C PE3EPBHBIX HOocHTeNed. [Ipu 3TOM HMCHONB3yeTcsl MOCIEqHSST KOUs
nHpOpManuu.

6.6. Ilpm dYacTHYHOM HapyIIEHWH WJIM HCUE3HOBEHHWH 3amuced 0a3  JaHHBIX
BOCCTAHOBJICHUE ITPOU3BOJUTCS C MOCJIEIHEN HEHAPYIICHHOW €KeIHEeBHOM Konuu. [lonHOCThIO
uHbOpMaIKsg BOCCTAHABIMBACTCS C TIOCIEOHEH eXKEHEACTbHOH KOMWHU, KOTOpas 3aTeM
JOTIOJNTHSIETCS ©KETHEBHBIMHA YaCTUYHBIMH PE3EPBHBIMU KOTIHASIMHU.

7. CpOK JeHCTBUA U MOPAAOK BHECCHHUSA H3MEeHeHHuH

7.1. Hacrosmas MHcTpyKIus BCTYNaeT B CUIIy C MOMEHTA €€ YTBEPKICHUS U JAEHCTBYET
OeccpovHo.

7.2. Hacrosimas MHCTPYKITUS TIOUICKHUT TIEPECMOTPY HE PEKe OJTHOTO pasa B TPH roJia.

7.3. V3MeHeHWS W [IOTIONIHEHHWS B HACTOSIIYI0 WMHCTPYKIIMIO BHOCSTCS MPHKA30M
JupexropayYupexaeHus.
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IIpunoxenneS
KIIpUKa3y

OT «___ » 202__r. Ne

HOPAJOK
o0pamnieHus co CbeMHbIMH MAIIMHHBIMUA HOCHTEJISIMU MEPCOHATBHBIX JAHHBIX
B MYHUIIUNIAJIbHOM OI0/IKETHOM 00111€00pa30BaTEIbHOM yUpesKIeHU U

«'umuazua Ne 1 um. KA. Ilérxkuna»

1. TepmuHbI 1 onpeesieHUs!

WNudopmanrionHas cucrema MepcoOHaIbHBIX JAaHHBIX — COBOKYIHOCTBH COJEpIKAIUXCS B
0a3ax JaHHBIX NEPCOHAIbHBIX JAAHHBIX U 00ECIEeYMBAIOIINX UX 00pabOTKYy MH(POPMAIIMOHHBIX
TEXHOJIOTUH M TEXHUUECKUX CPEICTB;

CheMHBIII MaIIMHHBIA HOCHTENbh NEPCOHAIBHBIX JAHHBIX — CMEHHBI HOCHTEIb
MEPCOHANBHBIX JTAaHHBIX, TPEHA3HAYCHHBIN JUTS 3aIMCH M CUUTHIBAHUS NIEPCOHATBHBIX JTAaHHBIX,
MPEJCTaBICHHBIX B CTAHAAPTHBIX KOJIaX;

O06paboTka MepCcOHAIBHBIX JaHHBIX — JII000€e JeiicTBUe (omeparys) WiId COBOKYITHOCTh
nercTBuil (omepauuii), COBEpIIAEMbIX C MCIOJIb30BAHHEM CPEACTB aBTOMATH3ALUMU WK 0e3
WCIIOJIb30BAHUS TaKUX CPEICTB C TEPCOHAIBHBIMU JaHHBIMH, BKJIIOYas cOOp, 3aIluch,
CHUCTEMaTH3aIMI0, HAKOTNICHUE, XpaHeHUe, yTouUHeHHe (0OOHOBIIEHHE, U3MEHEHNUE), U3BJICUCHNE,
WCIIOJIb30BaHUE, TMepenavy (pacmpocTpaHeHWe, IPEAOCTaBICHHE, JOCTYI), OO0e3THYMBaHUE,
OJI0KMpOBaHUE, yAalleHuEe, YHUUTOXKEHHE MEPCOHATbHBIX TaHHBIX;

[lepconanbHble AaHHBIE — JH00ast UHPOPMAILMS, OTHOCAIIASCS K MPSAMO HJIM KOCBEHHO
OTIPENICTICHHOMY WJIU OTpeesieMoMy (GU3NIeCKOMY JIUIY (CYOBEKTY MEPCOHATBHBIX TaHHBIX);

CpenctBo 3amuthl  uHGOpPMalUMU — MpPOrpaMMHOE oOOecreyeHue, MpPOrpaMMHO-
anmapaTtHoe  oOecreyeHue, anmapaTHoe  oOecreueHue, BEIIeCTBO WM MaTepual,
MpeIHa3HaYeHHOE WIIM UCIIOJIb3YeMOe ISl 3alllUThl HH(OpMAaLIUK.

2. O0mme MoJIOKEHUA

2.1. Hacrosaumwmiillopsnok oOpameHuss €O CbEMHbBIMM MAIIMHHBIMH  HOCHUTENISMHU
nepcoHanbHbIX AaHHBIX B MBOVY «'mmuazus Ne 1 um. K. Iénkuna» (manee — Iopsmok),
pa3paboTaH B COOTBETCTBHM C 3aKOHOJATeabcTBOM Poccuiickoil denepanuu o nepcoHaibHbBIX
naHHblxX (manee — [1/lH) 1 HOpMATUBHO-METOIMYECKUMH JOKYMEHTaMH (heiepajbHbIX OpPraHOB
UCIOJHUTENBHOM BJacTM 1o Bompocam OesomacHoctd IIJ[H mpu ux oOpaboTke B
MH(GOPMALMOHHBIX CHCTEMaX NepcoHalbHbIX NaHHbIX (nanee — MCII/In).

2.2. Hacrosimmii [Topsaok onpenenser:

— IpaBuWja OOpalleHusi CO CheMHBIMU MAIIMHHBIMU HOCUTENSIMH MH(OpMAIMH, B TOM
yucne u [1Jn (nanee — CMHN);

— mnopsgok opranusanuu yuera CMHU;

— mnopsagok yauutoxxenuss CMHU.

23. Ilon CMHU B Hacrosmemllopsake moHMMarOTCS —ClEAyHOIIME HOCHUTENN

UH(pOpMAaINHU:
— ontuueckue qucku (CD, DVD) ogHOKpaTHON 1 MHOTOKPAaTHOM 3alKCH;
—  JIEKTPOHHBIE HAKOMUTENU HH(popMaruu ((IdII-NaMsTh, CbEeMHBIE )KECTKUE JTUCKH);
—  HHBIE HOCUTENH UH(OPMAIIHH.
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2.4. TpeboBanus Hacrosimerollopsiaka SBISAIOTCS 00S3aTENBHBIMU U HCHOJHEHUS
Bcemu pabotHukamu MBOY «'umuazus Ne 1 mm. K.U. Hlénkuna» (manee — YupexaeHue),
MCTIOJB3YIOUIMMHE B cBoei padore CMHM.

2.5. Bce pabotaHuku Yupexaenus, ucnoibdytone CMHU, 1omKHBI ObITH 03HAKOMIICHBI
¢ TpeboBanusAMHU HacTOSIUMI[OPSIIKOM 101 TIOIIHCh.

2.6. Hacrosmmiillopsnok sBiseTcs JONOJHEHWEM K JICHCTBYIOIIMM  JIOKAJIbHBIM
HOPMAaTUBHBIM aKTaM (BHYTPEHHHMM JIOKyMEHTaM) IO BoIpocam oOecreueHus 0e301acHOCTU
CBEJCHUN KOH(UIEHIMAIBHOTO Xapakrepa, B ToM uuciae u IIJIH, U He wucKIO4aeT
00513aTEILHOTO BBITIOJIHEHHS UX TPEOOBAHUH.

3. HpaBu.ﬂa oﬁpame}ma CO CbEMHBIMA MAIIMHHBIMHA HOCUTECJIAMMU MEPCOHAJTBHBIX
JAaHHbIX

3.1. Oo6pamenne co CMHUM nmomKHO OCYIIECTBISETCS TaKUM O0pa3oM, YTOOBI
UCKJIIOYAJIMCh UX yTpaTa, Iopya U HECAHKIIMOHUPOBAHHBIHN TOCTYN K HUM IMOCTOPOHHUX JIULI.
3.2. Tlpu obpamennn co CMHU, BEIMOTHSIOTCS CIEAYIONINE OCHOBHBIE MTPaBHJIA:

— CMHMU y4uThIBaKOTCS U BBLIAKOTCA MOJT OUCH;

— CMHH, cpox skcruryatanuu KOTOPBIX HCTEK, YHUYTOXKAKOTCA B YCTaHOBJIECHHOM
MOPSIZIKE;

— g BeiHoca CMHHM 3a mnpepenbl KOHTPOIMPYEMOM 30HBI, 3alpallMBacTCs
CHelHalIbHOE pa3pellleHre y OTBETCTBEHHOIO 3a obecnieueHne 6ezonacHoctu [1/1x B
NCTIn (nanee — OTBETCTBEHHBIN), a (pakT BEIHOCA (PUKCHUpYeETCH,;

— npaso Ha nepemenienrne CMHMU 3a npenensl KOHTPOJIMPYEMOM 30HbI, UMEIOT TOJIBKO
T€ JHIA, KOTOPHIM OHO HEOOXOJWMO JJIsi BBIMOJIHEHHS CBOUX JIOJDKHOCTHBIX
00s13aHHOCTEH ((PYHKITHH);

— Bce CMHU pomxubl XxpaHuTcs B ceddax (MeTammmyeckux Imkadax),
000py/IOBaHHBIX BHYTPEHHUMH 3aMKaMU C ABYMs WJIHM OoJiee TyOnuKaTamMH KItouei
U TPUCIIOCOOICHHBIMHU JUIsl OINEYaThIBAaHUS 3aMOYHBIX CKBAXXUH WU KOJOBBIMH
3aMKaMu;

— pomyckaercs xpanenne CMHUM BHe ceiidoB (Meraummueckux mkadoB) TpH
ycnoBusiX ~ yHHuUToXeHust  (ctupanusi) [IJlH u  ocrtarouHoit  uHpOpMaLUH
(uHpOpMAIK, KOTOPYI0O MOXHO BOCCTAaHOBHTH IIOCIE YAAJCHHS C MOMOIIBIO
HEIITaTHBIX CPEJCTB U METOJOB) C MCIOJB30BAaHUEM CPEACTB CTHPAHUS JAHHBIX H
OoCcTaTo4HOM HHpopManuu, JUOO ecliu Ha CheMHOM MamIuHHOM Hocutene [1/1x
xpaustcss Tonbko II/lH B 3ammdpoBaHHOM BHIE C HCHOJIH30BAHHUEM CPEICTB
KpunTorpapuueckoi 3aiuTbl HHPOPMAIUH.

3.3. CMHMU nomxkeH MCIONB30BaThCA, HE 0OJiee CPOKa DIKCIUTyaTallid, YCTaHOBIECHHOTO
U3TOTOBUTEJIEM MATEPUAIBHOTO HOCUTEIIS.

4, HOpﬂI[OK XPaHCHUA U YI€TA CbEeMHbBIX MAIIIMHHBIX HOCHTeJel NEePCOHATBHBIX JAHHBIX

4.1. CMHM, nomxHBl UMETh CHEUHATbHYI0O MAapKUPOBKY. THII MapKUpPOBKH BbIOMpAeTCs
OTBETCTBEHHBIM.

4.2. Bce mnHaxomsgmmuecs Ha XxpaHeHud U B oOpamenun CMHUW  yuuThiBaroTcs
OtBercTBeHHBIM B «OKypHaine ydyera CbeMHBIX MAIIMHHBIX HOCUTENIEH NTEPCOHAIBHBIX JaHHBIX B
MBOY «I'umnuazus Ne 1 um. K.W. l€nkunay., popma kotoporo ycraHosseHa B [Ipunoxxenun 1
K HacrosmeMyllopsaky.
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B Hepabouee BpemMs W BpeMs OTCYTCTBHS HEOOXOJUMOCTH HCIIOJIb30BAHUS

[MIaCMHU nomxubl xpanuthes B xpanunumax CMHU.

4.4,

Ilepedyens xpanununy onpenensercs B <«OKypHane ydera XpaHWIHIL HOCUTENEH

nepcoHanbHbIX AaHHBIX B MBOY «['umuazus Ne 1 um. K.W. Hlénkunay.

4.5.

[Tonb3oBarenu ans BbinoaHeHus padot nosayyatror CMHU y OtBerctBenHoro. Ilpu

MOJIYYCHHHU [JOCJIIA0TCA COOTBCTCTBYIOIIUC 3allMCHU B «)KypHa.He yu€Ta CHEMHBIX MAIIMHHBIX

Hocutesnel nepconanbubiX JaHHBIX B MBOVY «l'umuazus Ne 1 um. K.U. [énkunay.

5. HOpﬂIlOK YHUUITOKCHUS CbEMHBIX MAIIMHHBIX HOCHTeeil NMEPCOHAIBHBIX JAHHBIX

5.1.

5.2

YHnutoxenue [1/IH Mpon3BOUTCS TOJIBKO B CIEAYIOIIMX CIydasX:
obpabateiBacmbie [I/lH mommexaT YHHYTOXKEHUIO JHOO OOC3TUYMBAHUIO TIO
JNOCTHKEHUM 1esed o0paboTKM WM B cloydae yTpaTbl HEOOXOJUMOCTH B
JOCTIKEHUH STHX IIeJIeH, €CITM HHOE He TIPETYCMOTPEHO (eiepaIbHBIM 3aKOHOM;
[Tl ABNSIOTCS HE3aKOHHO TMOJYYCHHBIMH WM HE SIBJISIOTCS HEOOXOTUMBIMHU JIJIS
3asIBJICHHOM 11e711 00paboTKH;

B Ciy4yae BBISBICHHUS HempaBoMmepHoW oOpabotku I[I/IH, ecnm obecnednTh
npaBoMepHOCTh 00padoTku [1J][H HEBO3MOKHO;

B cllydae JOCTIOKeHUs 1esm 00pabdoTku [1/]H;

B ciydae oT3biBa cyobekroM I/l cormacust Ha oOpabGotky ero II/ln u B ciyuae,
eciu coxpanenue [1/1a 6onee He TpedyeTcs st neneit oopadotku [1/1H.

CMHHU, npumenmue B HErOJAHOCTb WA OTCIYXHBIIUE YCTAHOBJIEHHBIH CPOK,

IMOAJIC)KAT YHUYTOXKCHUIO.

5.3.

Yunuroxkenne CMHUM  ocymiecTBisieTcss  KOMHCCHMEH IO YHUYTOXKEHHIO,

Ha3HauYC€HHOU npukazom JlupexkropayYupexaeHus.

5.4.

5.5.

[Tpu yanuroxennn CMHU HeoO6xoaumo:

yoenuTbes B HeoOxoaumocTu yarutoxenuss CMHU,

yOenmuTbcss B TOM, 4YTO YHHYTOXKAIOTCSA TOJBKO Ta WHMOpPMAIUs, KOTopas
NpeHa3HaYeHa JIJIs1 YHUUTOXKEHUS;

YHUYTOXKHUTh CMHHI [0 IXO JSIIM crrocoOoM, B COOTBETCTBUU C
HacrosmuMIlopsakom nuim cnoco6oM, ykazaHHBIM B COOTBETCTBYIOIIEM TPEOOBaHUHU
WJIY PacHoOpsAIUTENBHOM TOKYMEHTE.

[Tpu yanuroxxennn CMHU npumeHsoTcs cieayronye cnocoob:

u3MenpyeHrue B OymaropesaTenbHoil (OymMaroyHHMUYTOXKUTEIbHON) MalluHe — s
JOKYMEHTOB, HUCIIOJIHEHHBIX Ha Oymare;

TIIATEIBLHOE BbIMapbIBaHUE (c MPOBEPKO TIIATEILHOCTH
BbIMapbIBaHUA )UHPOPMAIHH, TOICKAIICH YHUYTOKEHHIO — JUISi COXPaHCHHS
BO3MOXHOCTH 00paOOTKH MHBIX JaHHBIX, 3a)KCUPOBAHHBIX B TOKYMEHTE,;
W3MENbYECHHE B CHEIUAIBHOW MYJIbTHUPE3aTENbHON (MYJbTUYHUUYTOKUTEIHLHON)
MallHe Wik (U3nYecKoe YHHUUTOXKEeHHE (paszpylieHne) HocuTened nnpopmanuu —
s CMHMHa onTuyeckux AUCKax;

¢busnueckoe ynuuroxenue yacteit CMHU — paspymienue wnm cunbHas gedopmarus
— JUIsL HOcWUTeNed WHQPOpMAIMM HA KECTKOM MAarHUTHOM JHCKe (YHHUYTOKEHHIO
MOJJNIe)KAT BHYTpEHHHE NOUCKU U MuKpocxembl); SSD-muckax, USB- u Flash-
HOCUTENAX (YHUUYTOXKEHHUIO MOMJIEKAT MOJYIM U MHUKPOCXEMBI JI0JITOBPEMEHHOMN
MaMsITH);
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—  CTUpaHHUE C MOMOIIBIO CEPTU(PHUIMPOBAHHBIX CPEICTB YHHUTOXKEHHS HHPOPMALIUU —
JUTs 3amUceid B 6a3ax JaHHBIX U OT/ACIbHBIX JOKYMEHTOB Ha MAITMHHOM HOCHTEJIE.
5.6. Ilo pesynpraram  yHmuTO)XeHUACMHUW  komuccueit  cocraBisercs — «AKT
YHUYTOXKCHUS CHEMHBIX MAIIMHHBIX HOCUTENECH MEepPCOHAIBHBIX IaHHBIX», (opMa KOTOPOTO
ycraHosiieHa B [Ipunoxxennn 2 k Hactosimemy [lopsiaxy.

6. OTBEeTCTBEHHOCThH

6.1. OrBercTBeHHBIM 32 XpaHeHue, yuet u Boiiaay CMHU, siBnsiercs OTBETCTBEHHBIH.

6.2. Bce paborauku Yupexnaenus, ucnonbdytomme CMHU u OTBeTCTBEHHBIH HeECyT
OTBETCTBEHHOCTh 3a HEHAJJIEKallee MCIOJHEHUE WM HEUCIIOIHEHHE CBOUX OOA3aHHOCTEH,
MpelycMOTpeHHbIX  HacTosuMIlopsinkoM, B mpexaenax, ONPEAETCHHBIX JEHCTBYIOUIUM
3akoHoJarenscTBOM  Poccuiickoit  ®epeparuu. 3a  HecoOmopeHue  TpeOOBaHUI
3akoHomarenscTBa Poccmiickoit  ®enepanuu  OpelycCMOTpEHA TpakJaHCKas, YroJIOBHAs,
aJIMMHUCTpaTUBHAS, TUCIUIUIMHAPHASL OTBETCTBEHHOCTb.

7. CpOK JeHCTBUA U MOPAAOK BHECCHHUSA H3MEeHeHUH

7.1. Hacrosmuiillopsinok BCTynaer B CUIly ¢ MOMEHTa €ro yTBEP)KJIEHUS U JEUCTBYET
OeccpodHo.

7.2. Hactosmuit [Topsaok MoIexKUT MepecMOTPY He peke OJHOTO pa3a B TPH Toja.

7.3. V3MeHeHUWs W JOTOJHEHUs B HacTosimuid [Topsimok BHOCSTCS mpuka3oM Jlupekropa
YupexaeHus.
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D®OPMA

KypHaa yyera cheMHBIX MAIIMHHBIX HOCUTEJIEH MEePCOHATBbHBIX JAHHBIX
B MYHUIIUNAJIbHOM OIOKETHOM 00111e00pa30BaTEIbHOM yUpesKIeHU U

«I'mvuazusa Ne 1 um. K.H. Iléixkuna»

[Ipunoxenuel

KITOPSIZIKY OOpaIieHUs CO CheMHBIMU
MaIIMHHBIMUA HOCUTEISIMU TIEPCOHATBHBIX

JaHHBIX

o Homep Pacnucka B IOJIydE€HUH Ionmuce Jara n Homep
— | Tun HOCUTENA (cepuitnprii/ OTBETCTBEHHOT' O Mecto xpaHeHust [Ipumeuanue aKTa
m/n " dUO Jlata Tlonmuce
WHBCHTAPHBIN) JMLa YHHYTOKECHUS
1 2 3 4 5 6 7 8 9 10
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[punoxenne 2

K TIOPS/IKY OOpaIieHus CO CheMHBIMHU
MAaIIMHHBIMU HOCHUTEIISIMU TTePCOHATBHBIX
naHHeIX B MBOVY «I'mmuazug Ne 1 mm. K.
[I&nkunHay

AKT

«_» 20 T Ne

r. benoropck

06 YHUUTOKCHUU CbEMHBIX MallIMHHBIX
HOCUTENeH NEPCOHAJIBHBIX TaHHBIX

Kommuccust B cocrtase:
[Ipencenarens:

YsieHbI KOMUCCHUHU:

1.
2.
3.

COCTaBWJIM HACTOAIIMK aKT O TOM, YTO B pPE3yJbTaTe€ MNPOBEACHHOWIKCIIEPTHOU OIEHKH
MOJIEKAT YHUUYTOXKEHUIO CIIEYIONINE CheMHbIe MAallIMHHBIE HOCUTENN IEPCOHAIBHBIX JAHHBIX

Ne Jara okoHuaHuUs1 CpOKa 0OPaOOTKH YueTHblii HOMEP CbEMHOI'0 HOCUTENS WIH
. /;[ 3a(h)MKCUPOBAHHBIX HA HOCHUTETIE HalMEHOBAaHUE TEXHUYECKOI'0 CPEJCTBA, Ha [Tpumeyanue
NIEPCOHAJIBHBIX JAHHBIX KOTOPOM YHHUYTOXKAIOTCS (Dbl
1 2 3 4

Bcero creMHBIX HOCUTENIEN

(undpaMu 1 NpoNnuchH)
Hepe‘II/ICHeHHHC CbCMHBIC HOCUTEIIN YHUYTOXECHBI ITYTEM

(MEXaHMYECKOTO YHUUTOXKCHUS, CKUTAHMUS, pa3pe3anus, 1ehOPMUPOBAHUS U T.I1.)

IIpencenarens:

YJ1eHBI KOMUCCUH:




JINCT O3HAKOMIJIEHU A
¢ mpukazom MBOY «'umuazust Ne 1 um. K.W. Ill€nkuna
OT« » 2021r. Ne
«O0 yTBEepKJICHUU UHCTPYKITHH TI0 3aIIUTE MEPCOHATBHBIX JTaHHBIX»

rJﬁ[ daMuIUs UM OTUYECTBO JlomxHOCTB osHa IJ(I()?\:I[J?CHI/ISI [Moxmnuck
1 « _» 20 1
2 « » 20 T
3 « » 20 T
4 « » 20 T
5 « » 20 T
6 « » 20 T
7 « » 20 T
8 « _ »__ 20 1
9 « _» 20 T
10 « _» 20 T
11 « _» 20 T
12 « _» 20 T
13 « _» 20 T
14 « _» 20 T
15 « _» 20 T
16 « _» 20 T
17 « _» 20 T
18 « _» 20 T
19 « _» 20 T

20

« _» 20 T




