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HasBaHue AoKyMeHTa
<Mucemo> MuHobpHaykm Poccum ot 14.05.2018 N 08-1184
"O HanpaeneHun nHgpopmavmn”
(emecte c¢ "MeToamdeckMMM pekOMeHOauMsMM O  pasMeLleHMM Ha  MHMOPMAaUMOHHBIX  CTeHaax,
omumanbHbIX  MHTEpHEeT-cakTax W OpyrMx WHOPMaLMOHHbIX  pecypcax oblieobpasoBaTenbHbIX
opraHu3auMin U OpraHoB, OCYLLEeCTBNSOWMX YynpasBneHne B cdepe obpa3oBaHus, WHMoOpMauum o
6esonacHom nosedeHUn 1 ncnonb3oBaHun cetu "UHtepHeT")
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MWHUCTEPCTBO OEPA30BAHUA U HAYKU POCCUACKOW ®EQEPALIUU

OENAPTAMEHT FrOCYOQAPCTBEHHOM NOJIUTUKU B COEPE
OBLLEro O6PA30BAHUA

NMACbMO
oT 14 masa 2018 r. N 08-1184

O HANPABJNIEHUN UH®OPMALIMU

JdenapTameHT rocyaapCTBEHHOW nonuTukn B cdepe obuwero obpasoBaHns MuHoGpHaykm Poccum
HanpaensieT Ana cBefeHus pa3paboTaHHble BpemeHnHon komwuccmen CoseTta Pepepaumm No  pasBUTUIO
NHOPMaLMOHHOTO 06LLIecTBa METOAMYECKME PEKOMEeHAaLuuM O pasMelleHuM Ha MHAOPMAUMOHHBIX CTeHAaXx,
ohuumanbHbIX UHTEPHET-CaUTax U Apyrux MHAPOPMALMOHHLIX pecypcax 0bLieobpasoBaTenbHbIX OpraHnsauni u
OpraHoB, OCYLLECTBNAWMX yrnpasneHne B cdepe obpasoBaHus, uHdopmauum o 6esonacHoOM nosedeHUn U
ncnonb3oBaHun cet "NHTepHeT".

OwupekTop OenaptameHTa
A.E.NMETPOB

MpunoxeHue

METOAWYECKUE PEKOMEHOALIUN
O PASMELLEHUU HA NH®OPMALIMOHHbIX CTEHOAX, O®ULIMATIBbHbIX
WHTEPHET-CAATAX U OPYTUX UHO®OPMALMOHHBLIX PECYPCAX
OBLEOBPA3OBATEJIbHbIX OPFAHU3ALIUA U OPTAHOB, OCYLLEECTBNSAIOWUX
YNPABINEHMUE B C®EPE OEPA30BAHUA, UH®OPMALIUKN O BE3OMNACHOM
NOBEAEHUM U UICNOJNIb3OBAHUU CETU "UHTEPHET"

Okcneptamu K uneHamm BpemeHHon komuccum CoBeTa Pefgepauum MNo pasBUTUIO MHAOPMALIMOHHOIO
obLiecTBa B pamMKax BbINOMHEHUS pEKOMEHAALUMIA NapnaMeHTCKUX crylwaHuin "AkTyanbHble BOnpockl obecneyeHns
6esonacHoCTW 1 pa3BuUTUS AeTen B MHHOPMaLMOHHOM MpoCTpaHCTBe", koTopble npowwnu B Cosete ®enepaummn 17
anpens 2017 r., 6binM padpaboTaHbl MeToAMYEecKMe pekoMeHAauuu O pasMeLlLeHUM Ha MHGOPMaLMOHHBLIX
cTeHOax, oduuManbHbIX WHTEPHET-CanTax W ApYrMX WHPOPMaUMOHHBIX pecypcax o06Leobpa3oBaTenbHbIX
OopraHuM3auuin U OpraHoB, OCYLLECTBMSAWMX yrnpaBneHue B cdepe obpasoBaHusi, nHgopmaumn o 6esonacHom
nosedeHun 1 ncnonb3oBaHumn cetu "MIHTepHeT" (Qanee - MeToamnyeckme pekomeHaaumm).

MeToaunuyeckme pekomMeHOauMM HarnpaBfeHbl Ha KavyeCTBEHHOE MOBbIEHWE YPOBHS MH(OPMaLNOHHOM
neatenbHocTM 00Leobpa3oBaTenbHbIX OpraHn3aumMii M OpraHoB, OCYLLECTBNSAOLWNX YnpaBneHne B cdepe
obpas3oBaHMs, B 4YacTM WHPOPMMPOBAHMSA Yy4yalMXCs, WX poauTenen (3akoHHbIX npeactaBuTenen) u
negarornyeckmx paboTHMKOB 06 OCHOBHLIX acnekTax MHGOPMaLMOHHOM 6e30MnacHOCTW.

MeToaudeckne pekomeHOauuMu MO3BONAT  obLleobpasoBaTenbHbIM  OpraHM3auusamM W opraHam,
OCYLLECTBNALWNM ynpaBneHve B cdepe obpas3oBaHus, akTyanmnsnposaTh yXKe WUCMOoNb3yemble U pasmelleHHble

WH(popMaLMOHHbIE MaTepuarnbl, Tak U NOATOTOBUTH UX B Cy4Yae WX OTCYTCTBMS C YY4ETOM Fy4llMX MpakTUK W
pekoMeHaauunn.

B pamkax MeToguyeckMx pekoMeHgauun paccMaTpuBaroTcs cregyowme NHCTPYMEHTbI:

1. MH(bOPMaLUUOHHbIE CTEHAI;

2. opyumanbHble MHTEpPHET-pecypesl;

3. cpeacTBa MaccoBoW MHopMauun (LLUKOMbHbIE raseTsbl, Negarornyeckne usgaHusa n apyrue).

WUHpopmaLmoHHble cTeHAbI
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Ha wvHdopmaumoHHbIX cTeHgax B o6uieobpas3oBaTenbHbIX OpraHu3auusix, pacnorioXeHHbIX B done
yupexgeHun n B KabuHeTax, OCHaLLEeHHbIX MepcoHarnbHbIMU YCTpOWCTBaMU AnA Bblxoga B ceTb "MHTepHeT",
pekoMmeHayeTCcs pasMecTUTb WH(OPMaUUOHHbIE MaMATKW, codepXaliMe OCHOBHble COBETbl MO obecrneveHuto
NHGOPMAaLIMOHHON 6e30MacHOCTU yyaLLMXCS.

B NPUNOXeHnn N 1 Kk meTognyeckum pekoMmeHgaunam npencraesneH o6paseu namMmATKN Ona pasmMmelleHna Ha
I/IHCt)OpMaLLMOHHbIX cTeHaax.

CpeacTBa MaccoBoin MHopMauum

B cpeactBax MaccoBoW MHOPMaLuM, OPUEHTUPOBAHHBLIX Ha OBYYaloLUXCA, PEKOMEHAYeTCa B TeueHue
y4ebHOro roJa perynapHo nybnukoeaTb WHPOPMAaLMOHHbIE MaTepuansbl, MOCBALEHHbIE OTAEMbHLIM acrnekTam
MHOPMaLMOHHOM Ge30MacHOCTK, a Takke pasnuyHble NaMsATKU OBLLEero xapakrepa.

B cpenctBax maccoBoW MHGOPMaLuW, OPUEHTUPOBAHHbLIX Ha MefarorMyeckyro  OOLLECTBEHHOCTb,
pPEKOMEHAYETCA B TeYeHWe KaneHgapHoro roga perynsipHo nybnukoBaTb WMHGOPMaLMOHHbIE MaTepuansl,
MOCBSILLEHHbIE OTAENbHbIM acnektam WHMOPMaLMOHHOM 6e30MacHOCTU Kak HECOBEPLUEHHOMETHMX, TakK WU
o6uweobpa3oBaTenbHbIX  OpraHMsauuin, a Takke pasnuyHble namaATkM, 00630pbl  HOPMaTUBHO-MPABOBOro
perynupoBaHnsa AaHHoW cdepbl U MHpOpPMaLIMIO O akTyarbHbIX MEPOMPUATUAX U COOLITUSIX B AaHHON cdepe.

B xope npoBepeHus EguHoro ypoka no 6esonacHoctn B ceTu "WMHTepHeT" pekomeHayeTca obecneyntb
BbIMYyCK TeMaTU4YeCcKoro BbiNycka CpeacTBa MaccoBov WHdopmauum nubo cepum nybnukauuin, cpegu KoTopbIX
paccMOTPETb OpPraHM3oBaHHbIE MepPONPUATUS Ans obyyarloLlmxcs, X poauTenen (3akoHHbIX NpeacTaBuTenen) u
negarormyeckon obLLEeCTBEHHOCTMY.

OdmumanbHble UHTepHeT-pecypchbl

O6Lwweobpa3oBaTenbHbIM  OpraHn3aumsaM pPekoMeHOyeTCs Ha CBOMX odumumanbHbiXx VIHTEpHET-pecypcax
obecneunTb (PYHKUMOHMPOBAHUE CaMOCTOATENBbHOrO W cneumanuanpoBaHHoro pasgena "VHdopmaunoHHas
Ge3onacHOCTL", B pamkax KOTOPOro NpeaycMoTpeTs pasMelleHne criegytowen nHgpopmaumm:

N Pasgen/nogpasgen | ®opmaTt npegcraBneHus CopepxaHue matepuarnos
maTepuanos
1. |NokanbHble Konun gokymeHTOB B PasmeLaloTca KonMm AOKYMEHTOB, T.€.

HOpMaTuBHbIE akTbl B | popmate *PDF CKaHWPOBaHHbIN BapUaHT JOKYMEHTa,
chepe obecneyeHns COOTBETCTBYHOLUMI TpebOBaHUSIM K
NHOPMaLIMOHHOW napameTpam CKaHMPOBaHMS.
6esonacHocTn PasmeLaloTca JOKYMEHTD,
oby4aroLmxcs pernameHTUpyHoLLIME OpraHn3aumio n

paboTy C NnepcoHanbHbIMW OAHHBIMU,
nnaHbl MeponpusaTUin No obecrneveHunto
nHdopmaLmnoHHOM BesonacHocTH
obyvaroLmxcs n gpyrue.

2. |HopmaTuBHOE Konun ookymeHToB B My6nnkyoTCs akTyanbHble CBe4EeHUS O
perynuposaHue topmate *PDF denepanbHbIX Y permoHanbHbIX 3aKoHax,
nMcbMax OpraHoB BiacTu U gpyrmue
HOPMaTUBHO-MPaBOBbIE JOKYMEHTHI,
pernameHTupyloLme obecneveHne
nHdopmaLmoHHoW 6e3onacHocTU
HecoBepLueHHoneTHuX. [lonyckaeTtca
BMECTO KOMuI pasmeLlaTb rMnepcehbiikin Ha
COOTBETCTBYIOLLNE AOKYMEHTbI HA canTax
OpraHoB rocyjapCTBEHHOW BNacTHu.
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3. MNeparornyecknm TeKcT Ha cTpaHuLe Pa3melatotca metoandeckme
paboTHMKam canTta pekoMeHaaunn 1 ykasbiBaeTcs
Konun ookymeHToB B WHopmMaLnsa 0 MeponpUATUSX, NpoeKTax
dopmarte *PDF W nporpaMmmax, HarnpasIieHHbIX Ha

NoBbILLIEHNE MHOPMALNOHHOM
rPaMOTHOCTM NeJarormyecknx paboTHUKOB.

4., | Obyvarowmmcs TeKcT Ha cTpaHuLe Pasmellaetca nHdpopmMaumoHHasa namsaTka
camnTa (npunoxeHune N 2) 1 ykasbiBaeTcs
WMHopMaLnsa 0 MepONPUATUSIX, NPOoeKTax
W nporpaMmmax, HanpaBfieHHbIX Ha
NoBbILLEHNE MHOPMALNOHHOM
rPaMOTHOCTM 0By4YatoLLMXCsl.

5. Pogutenam (3akoHHbIM | TEKCT Ha CTpaHuLe Pasmellaetca nHdpopmMaumoHHasa namaTka
npeacTaBuTensam) camnTa (npunoxenue N 3).
obyvatomxca

6. |[etckne Ge3onacHble | TeKCT Ha cTpaHuue Paamellaetca nHdpopmaums o
canTbl canta pekoMeHAYyeMbIX K UCNOMNb30BaHMIO B

yuye6GHOM npouecce Ge3onacHbIX cantax,
BaHHepbl 6e30MacHbIX AETCKUX CalToB.

OpraHam, ocyLLeCTBNSALWNM yrpaBneHe B cpepe obpa3oBaHns, peKOMEHAYETCA Ha CBOUX OmumarnbHbIX
MHTepHeT-pecypcax obecneunTb (YHKLMOHMPOBAHNE CaMOCTOATENBHOIO WM CheuuMann3MpoBaHHOrO pasgerna
"MiHcbopMaLmoHHasa 6e3onacHoOCTb", B paMkax KOTOpOro NpegycMoTpeTb pasmeLleHne cnegytowen nHpopMmaumm:

Mpunoxexve N 1

NMAMATKA
Ons OBYYAIOLMXCA OB UHOOPMALIMOHHOM BE3ONMACHOCTU OETEN

HENb3A

1. Bcem nogpsa coobuwiate CBOK 4acTHY0 MHGOopMaumio (HacToswme mums, pamunuio, TenedoH, agpec,
HOMep LLKOSbI, a Takke dhoTorpadun CBoU, CBOEN CEMbMU 1 APY3€EN);

2. OTKpbIBaTb BNOXEHHbIE (halnbl ANEKTPOHHOM MOYThI, KOr4a He 3Haellb OTnpaBuTens;
3. MpybuTsb, NpuanpaTbCs, OkasblBaTb AaBreHne - BeCTU cebs HEBEXINBO U arpecCuBHO;
4. He pacnopsikancsa geHbramm TBoen cembin 6e3 paspeLleHmns cTapLumx - Bcerga crnpallumean pogutenen;

5. He BcTpevaiica ¢ MHTepHET-3HaKoMbIMU B peanbHON KU3HW - MOCOBETYICA CO B3POCMbIM, KOTOPOMY
fAoBepseLlb.

OCTOPOXHO

1. He Bce nuwyT npaeay. YnTtaews o cebe Henpaegy B NHTepHeTe - coobuim 06 3TOM CBOMM poAUTENAM
UM onekyHaw;

2. I'Ipwnamarm nepenncbiBaTbCA, UrpaTb, obmeHunBaTbCA - npoBepb, HET JTN NOABOXa,

3. He3akoHHoe konunpoBaHue ¢aiinoB B IHTepHeTe - BOPOBCTBO;

KoncyanaHTHnmc www.consultant.ru CtpaHuua 5 13 16

HageXHas npaBoBas nogaepxka



<Mucbmo> MuHobpHaykn Poccum ot 14.05.2018 N 08-1184
"O HanpaeneHun nHdopmauun”
(BmecTe ¢ "MeTogmyecknuMm pekomeHgaunusamu o...

HokymeHT npepoctaBneH KoHcynbTaHTlnoc
[ara coxpaHeHus: 22.11.2018

4. Bcerga pacckasblBai B3pocCibiM O NpobrieMax B CETU - OHU BCerga noMoryT;

5. Wcnonb3yin HacTpolikn 6e30nacHOCTV U NpUBaTHOCTM, YTODObI HE MOTEPSTL CBOM aKkkayHTbl B COLICETSAX U
APYrux nopranax.

MOXHO
1. YBaxkan gpyrux nonb3oBaTenen;
2. MNonb3yelbcs MHTEPHET-UCTOYHUKOM - Aenai CCbINKy Ha Hero;
3. OTKpbIBal TOMbKO T€ CCLIMKU, B KOTOPbLIX YBEPEH;
4. ObwaTbCsa 3a NOMOLLLIO B3pOCHbIM - pOAUTENN, ONEKYHbl U adMUHUCTPaLUSa CanToB BCeraa NoMoryT;

5. Mponan obyyeHne Ha canTe "CeTeBUYOK" 1 NOMYy4Yn nacnopT LM pPOoBOro rpaxaaHuHal

Mpunoxexue N 2

WHO®OPMALMOHHAA NAMATKA
AnA OBYYAIOLWKXCA ANA PASMELLEHUA
HA O®PULIMATIBbHbLIX MHTEPHET-PECYPCAX

C kaxgblM rogoM Mornogexu B MHTEpHEeTe CTaHOBUTbCA fonblle, a WKONbHUKN OOHU U3 CaMbIX aKTUBHbIX
nonb3oBaTenen PyHeTa. Me>|<p.y TeM, NMOMUMO OrpoOMHOro KoJin4yecTBa BO3MOXHOCTEN, MHTEPHET HeceT U
|'|pO6J'IeMbI. OTa namsTka QormkHa NoMoYb Tebe 6e3onacHoO HaXoaAUTLCS B CETMU.

KomnbloTepHble BUpYCbI

KomnbloTEpPHbI BUPYC - 3TO Pa3HOBUAHOCTb KOMMLIOTEPHbLIX MPOrpaMM, OTIIMYUTENBHON OCOBEHHOCTbLIO
KOTOpOM $IBRsieTCA CMOCOGHOCTb K pasMHOXeHWto. B gononHeHue K 3TOMYy, BMPYCbl MOTYT MOBPEAMTb UMK
MOMHOCTbLID YHUYTOXUTb Bce hainbl M AaHHble, NOAKOHTPOIbHbIE MOMb30BaTENd, OT MMEHM KOTOporo Obina
3anyllieHa 3apaxeHHas nporpaMmma, a Takke NOBPeaUTb UMK AaXe YHUUTOXUTb OrnepaunoHHY0 CUCTEMY CO BCEMU
annamu B Lenom. B 6onbLINHCTBE CryvaeB pacnpoCTPaHATCS BUPYChbl Yepe3 UHTEPHET.

MeToabl 3aWmThbl OT BpeOOHOCHbIX NMporpamMmm:

1. Wcnonb3yih cOBpeMeHHble OnepauuoHHble CUCTEMbI, WMEIOLWNE CEPbE3HbIN YPOBEHb 3aliWTbl OT
BPEOOHOCHbIX Nporpamm;

2. lMocTosiHHO ycTaHaBnuBan nadyT (LM poBble 3annaTky, KOTOpble aBTOMaTUYECKM YyCTaHaBMNUBAOTCS C
uenblo gopaboTkM nporpammbl) U Opyre OGHOBIEHUSI CBOEW ornepauuoHHOM cucteMbl. CkaymBal UX TOMbKO C
oduumanbHoro canta paspabotynka OC. Ecnu cylecTByeT pexxum aBToMaTU4eCcKkoro 0GHOBEHUS, BKIOUN €rO0;

3. Pabotan Ha cBoeMm KOMMNbKOTEPE NoA npaBamMun nonb3oBaTtend, a He aaMUHUCTpaTopa. 370 He no3sonut
6OJ'IbLIJMHCTBy BpeOOHOCHbIX NMporpaMmm MHCTannmpoBaTbCA Ha TBOEM NMepCOoHarlbHOM KOMMbIOTEPE,

4. Wcnomnb3yn aHTUBMPYCHbIE MPOrpaMMHble MPOOYKTbl WU3BECTHLIX MPOM3BOOMTENEN, C aBTOMATUYECKUM
obHoBMNeHneM 6ag3s;

5. OrpaHqu (bI/I3I/1‘-IeCKI/1IZ OOCTyn K KOMNbOTEPY ANA NOCTOPOHHUX NNLL;

6. Micnonb3yit BHELLHWE HOCUMTENW MHGOPMaLMK, Takue Kak dreLlka, QUCK Unn dpann 13 MHTepHeTa, TOMbKO
N3 NPOBEPEHHBIX NCTOYHUKOB,
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7. He oTkpblBan KOMMbIOTEPHbIE hanbl, MOMyYEeHHblIE U3 HEHadeXHbIX WUCTOYHWUKOB. [daxe Te dannbl,
KOTopble npucran TBOW 3HaKOMbIW. Jlyylle yTOYHM Y Hero, oTnpaBnsn fv oH Tebe ux.

Cetn WI-FI

Wi-Fi - aT0 He BMA nepedayv faHHbIX, HE TEXHONOrMs, a Bcero nuuwb 6peHa, mapka. Ewe B 1991 rogy
HMaepnaHackas komnaHws 3apeructpupoBana 6peng "WECA", 4to obosHayano croBocoyetaHue "Wireless
Fidelity", koTopbIl nepeBoauTcs Kak "6ecnpoBogHas TOYHOCTL".

[o Hawero BpemeHu fowrna gpyras abbpesmatypa, KOTOpas SBNAETCSA TakoOW Xe TexHonoruen. 37O
abb6pesunatypa "Wi-Fi". Takoe Ha3BaHWe ObIfo JaHO C HAMEKOM Ha CTaH4apT BbiCLLel 3BykoBoM TexHukn Hi-Fi, uto
B NepeBoe 03HayaeT "BbicoKasi TOYHOCTL".

[a, 6ecnnaTHbIn MHTEPHeT-A40CTYyNn B Kacbe, oTendax n asponopTax ABndeTcA OTNMNYHON BO3MOXHOCTbIO
BbIXO4a B UHTEPHET. Ho mHorune 9KCNepTbl CHUTAKOT, YTO o6u.|.e/:|.OCTyng|e Wi-Fi ceTn He aBnsatoTcs 6e3onacHbIMU.

CoBeThl No 6e3onacHocTN paboThl B 0bwenocTynHbIx ceTax Wi-fi:

1. He nepepaBai cBol nnYHyt0 WHOpMaumio yepes obuenoctynHble Wi-Fi cetn. Pabotaa B Hux,
)enaTenbHO He BBOAUTb Naponu A0CTyNa, NorvHbl U Kakue-To HOMepa;

2. Vicnonb3yn n 06HOBAN aHTUBUPYCHbIE NporpamMmmbl U 6paHamayep. Tem cambiM Thl obe3onacuib cebs oT
3aKayku BMpYyCca Ha TBOE YCTPOMCTBO;

3. Mpu ucnonbsosarHun Wi-Fi otkrtoun doyHkumio "O6Lwmn gocTyn K dparnam n npuHtepam”. JaHHas dyHKums
3aKpbiTa MO YMOMNYaHWIO, OOHaAKO HEKOTOpble MONb30BaTENU aKTUBUPYIOT ee Anst yaobcTBa MCMONb30BaHUsS B
paboTte nnun yyebe;

4. He ncnonb3yn nybnuuHbin WI-FI ana nepegayun nuyHbIX AaHHbIX, HAanpumep Ons Bbixofa B couunanbHble
CETU UINKN B 3NEKTPOHHYIO NOYTY;

5. Ncnonb3y TonbKo 3alumweHHoe coeguHeHne vepes HTTPS, a He HTTP, T.e. npu Habope Beb-agpeca
BBOAM MMeHHO "https://";

6. B mobunbHoMm TenedoHe oTknoum dyHkumo "lMogkntoveHne k Wi-Fi aBTomaTtnyeckun”. He pgonyckam
aBTOMaTUYECKOro NoAKnioveHns ycTporncTea Kk cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTu

CouuarnbHble ceT akTUBHO BXOAAT B Hallly XXW3Hb, MHOrMe nioan paboTaloT U XUBYT TaM MOCTOSHHO, a B
Facebook yxe sapernctpvpoBaH MWUNnuapn YenoBeK, YTO ABMNAETCA OAHOW CeAbMOWN BCEeX XUTenein nnaHeTbl.
MHorue nonb3oBaTtenu He MOHUMAIOT, YTO MHdOPMaLUWS, pa3MelleHHas UMW B colManbHbIX CeTAX, MOXET ObiTb
HaliaeHa 1 UCNonb3oBaHa KeM YroHo, B TOM YMcre He o6A3aTenbHo ¢ Grnarumm HamepeHUsaMU.

OcHoBHble COBEThI M0 6€30MacHOCTU B coLMarnbHbIX CETSX:

1. OrpaHunyb cnucok gpysen. Y 1eba B Apy3bsax HE AOSMKHO ObITh CyvarHbIX U HE3HAKOMbIX NoAen;

2. 3awmuian cBOK YacTHYO XM3Hb. He ykasbiBal naponu, TenedoHbl, agpeca, aaty TBOEro poXaeHus u
OPYryo NMYHYI0 MHAOPMaLMIO. 3rOYMbILLNEHHUKM MOTYT UCMNONb30BaTh AaXe MHAOPMAaLMIO O TOM, KaK Tbl 1 TBOU

poauTeny nnaHnpyeTe NPOBECTU KaHUKYIbI;

3. 3awuLan cBoto penyTaumio - AepXKu ee B YNCTOTe U 3adaBait cebe Bonpoc: xoTen Obl Tbl, YTOOLI Apyrue
nonb3oBaTeny BUAENW, YTO Thl 3arpyxaelb? MNMogyMain, npexae Yem 4YTo-To onyonukoBaTth, HanucaTb U 3arpy3nTb;

4. Ecnu Tbl roBopULLb C NoAbMM, KOTOPLIX HE 3Haellb, He UCTONb3yli CBOe pearbHoe UMS U OPYrylo UYHYI0
MHDOPMaLMK: UMSA, MECTO XUTENbCTBA, MECTO y4Yebbl U NpoYee;

5. N3beran pasmelueHus cotorpaduin B IHTepHeTe, rae Tbl M3o6paxkeH Ha MECTHOCTU, NO KOTOPOM MOXHO
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onpenennTb TBO€ MECTONOIIOXKEHNE;

6. Mpu perucTpauun B coumanbHON ceTu HeOBXOAMMO UCMONb30BaTh CMOXHblE Maponu, CocTosLme U3 GyKB
N UMdP 1 C KONMMYECTBOM 3HAKOB He MeHee 8;

7. Ona counanbHOM ceTun, NoYTbl U APYr1X caiToB HEOGXOAMMO UCMOMb30BaTh pasHble naponu. Torga ecnu
Te6sA B3NOMalOT, TO 3MOYMbILLNEHHMKM MOMNyYaT AOCTYN TOMNbKO K OAHOMY MECTY, a He BO Bce cpaay.

OneKTpoHHbIe AeHbrn

aﬂeKTpOHHble AeHbrn - 3TO O4YeHb yp.O6HbIl71 cnocob nnartexen, OAHaKO CyLleCTBYKOT MOLUEHHUKU, KOTOPble
XOTAT NONYyYnUTb 3TN OEHbIN.

aﬂeKTpOHHble OeHbrim noaBmMnncb coecemM HegaBHO U MMEHHO M3-3a 3TOro BO MHOIMMX rocygapcrteax oo CuUx
nop He nNponncaHo Npo HMX B 3aKOHax.

B Poccun e OHM (PYHKLUMOHMPYIOT U O HUX YXKE NMPOMMCaHO B 3aKOHe, rae ux pasgenstoT Ha HEeCKOSbKO
BMOOB - a@HOHMMHbIE U HE aHOHMMHble. PasHuua B TOM, YTO a@HOHWMHbIE - 3TO TE, B KOTOPLIX paspeluaercs
npoBoauTb onepauun 6e3 maeHTuduKaumm nonb3oBaTend, a B HEaHOHUMHbIX MAEHTUdMKaLMS nonb3oBaTens
apnsgeTca oba3aTenbHON.

Takke crnepyeT pasnuyaTb 3MEKTPOHHbIE puaTHble AEeHbrM (paBHbl FOCYAAPCTBEHHBIM BasnoTam) W
3MEKTPOHHbIE HeduaTHbIE AeHbIM (HE paBHbI FOCYAapCTBEHHLIM BanoTaMm).

OcHoBHble coBeTbl N0 6e3onacHo paboTe C ANEKTPOHHBIMU AEHbraMU:

1. MNpuBsSXM K cHETY MOBUNBHBLIM TeneoH. 3To camMbi YAOOHBIN 1 BbICTPLIA CNOCO6 BOCCTAHOBUTL AOCTYM K
cuety. lNMpuBA3aHHbLIN TenedoH NOMOXET, ecnu 3abyaellb CBOW MMaTEXHbI Naponb WUNK 3angellb Ha CanT C
HEe3HaKOMOro YCTPOMNCTBA;

2. Wcnonb3yit ogHopasoBble naponu. Mocrne nepexoda Ha yCWreHHylo asTopusauunio Tebe yxe He Gyget
yrpoXaTb OMacHOCTb KpaXkn UMnu nepexearta nnaTexHoro napons;

3. Bbibepu cnoxHeln naponb. pecTtynHukam 6ydeT He MNpOCTO yradatb CrOXHbIA naponb. HagexHble
naponu - 3To Naporu, KOTopble coaepXxat He MeHee 8 3HAKOB M BKITHOYalOT B ce0S CTPOYHbIE U MPOMUCHbIE BYKBbI,
uMpbl U HECKONbKO CMMBOSOB, TakMe Kak 3Hak gonnapa, (yHTa, BocknuuaTenbHbld 3Hak U T.n. Hanpumep,
$tROng!;;

4. He BBOAW CBOW JIMYHbIE OaHHbIe Ha caﬁTax, KOTOpPbIM HE JoBepAeLlb.
OnekTpoHHas noyTta

OneKkTpoHHasa noyTa - 3TO TEXHOMNOrMsA M NPeAoCTaBMsiEMble €0 YCNyrM MO Mepechifike U MNOoSyYeHuo
3NEKTPOHHbIX COOOLLEHUIA, KOTopble pacnpedensitoTcs B KOMNbloTepHON ceTn. OBbIMHO SMEKTPOHHbLIA MOYTOBLIN
AWMK BbIMMSAUT criegylowmm obpasom: UMsA_Nonb3oBatensa@uMsa_aoMeHa. Takke Kpome nepepadn npocTtoro
TeKCTa, UMeeTCs BO3MOXHOCTb NepeaasaTth ainsbl.

OcHoBHble coBeTbl N0 6e3onacHom paboTe C AMEKTPOHHON NOYTOW:

1. Hapo BbiGpaTb NpaBumbHbIA MOYTOBLIA CepBUC. B MHTEpHeTe ecTb OrpoMHbIN BbIGOp GecnnaTHbIX
MOYTOBbLIX CEPBUCOB, OAHAKO Nyylle A0BEPATb TEM, KOO 3HaeLlb U KTO NepBbli B PENTUHTE;

2. He ykasbiBa B JNWYHOW MOYTE NUMYHYKO  WHopMmauuo. Hanpumep, nydwe BbibpaTb
"My3blkanbHbIn_aHaTt@" unu "pok2013" BmecTo "Tema13";

3. Vcnonb3yi gByxaTanHyto aBTopusaumio. JTo Korga NoMMMO Napons HYXXHO BBOAWUTL KOg, MpuUChIiaeMbii
no SMS;

4. Bblbepu crnoxHblii naponb. [nst KaXgoro NoYTOBOro siLMKa AOMMKEH OblTb CBOW HadEXHbIA, YCTOMUMUBLIN K
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B3J10OMY NapoJib;
5. Ecnun ecTb BO3MOXHOCTb HanucaTtb camMmomy CBOW NMNYHbIN BOMpocC, I/ICI'IOJ'II:3yIZ 3Ty BO3MOXHOCTb;

6. |/|CI'IOJ'Ib3yI;1 HECKOJTIbKO MOYTOBbIX ALLWKOB. I'IepBbuZ Ons yacTtHom nepennckn ¢ agpecartamMmu, KOToOpbIM Tbl
noBepsdeLlb. 3710 SJ'IeKTpOHHbIﬁ aapec He Hago ucnonb3oBaTb NP perncTpaunn Ha cbopymax n canTax;

7. He oTkpbiBan cannbl U apyrue BAOXEHUS B NMMCbMaXx, OaXe €Crv OHU NPULLNK OT TBOUX Apy3en. Jlydwe
YTOYHU Y HUX, OTNPaBASNN N1 OHM Tebe 3Tn dhannbl;

8. MNocne okoH4YaHWs paboTbl Ha NOYTOBOM CEPBUCE MNEePes 3aKpbiTUEM BKNaAKM C CaiTOM He 3abydb HaxaTb
Ha "Bbitin".

KnbepOynnuHr unm BupTyanbHoe usgeBaTenbCTBO

KM6ep6yJ'IJ'IMHF - npecnenosaHune coobLweHnamu, coaepxawmmm OCKOp6J'IeHMF|, arpeccuto, 3anyrmsaHue;
XynuraHcTBo,; couunarnbHoe 60171KOTMpOBaHMe C NMOMOLLbIO pPa3nnMyHbIX NHTEPHET-CEePBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ kKMGepOynIMHrom:

1. He G6pocavics B 601. Jlyywmin cnocob: nocoBeToBaTbCs Kak cebst BECTU M, €Cnn HET TOro, K KOMY MOXHO
06paTunTbCs, TO BHaYane ycrokouTbes. Ecnu Tbl HauyHeLLb OTBEYaTb OCKOPONEHNAMN Ha OCKOPOMEHNUs, TO TONBbKO
elle bonblue pa3oxoKellb KOHIUKT;

2. YnpaBnsu cBoen kubeppenyTtauuen;
3. AHOHUMHOCTb B ceTu MHUMas. CyLLeCcTBYOT CNOCOBbl BbISCHUTL, KTO CTOUT 3@ aHOHUMHbLIM akkayHTOM;

4. He ctout BecTu xynuraHckuin obpas BUpTyanbHON XWU3HWU. VIHTepHET dmKcupyeT BCe TBOW OENCTBUS U
coxpaHseT ux. YaanuTb ux OyaeT KpanHe 3aTpyaHUTENBHO;

5. Cobniogan cBoK BUPTYarnbHY YECTb CMOMOAY;

6. WrHopupyii eauHuyHbI Herate. OgHOpas3oBble OCKOPOMTENbHbIE COOGLLEHUS Fy4lle MrHOPMPOBAaTh.
O6bI4HO arpeccus NpekpaLlaeTcs Ha HavanbHOWM cTaauuy;

7. BaH arpeccopa. B nporpammax oBmeHa MrHOBEHHbIMU COOGLLEHUAMU, B COLMArbHbLIX CETAX €CTb
BO3MOXHOCTb BIMOKMPOBKW OTNpaBKu COOBLLIEHWIA C onpeaeneHHbIX aapecos;

8. Ecnu Tbl cBMAeTenb knbepbynnuHra. Teou AeiNcTBUSA: BbICTYNUTL NPOTUB NpecnefoBaTtens, nokasatb emy,
YTO ero OencTBUA OLIeHVMBAIOTCA HEraTMBHO, MOAAEPXaTb XXEePTBY, KOTOPOW HyXHa ncuxonornyeckas noMollp,
COOGLLMTL B3pOCHbIM O DaKTe arpeccUBHOroO NOBEAEHNSA B CETU.

Mo6unbHbIN TenedoH

CoBpemeHHble cMapTdOHbl U NNaHLWeTbl cogepxaTt B cebe BnonHe B3pocrnbii OyHKUMOHAM, U TeNepb OHU
MOTyT KOHKYPWUpPOBaTb CO CTaLMOHapHbIMU KoMnbloTepamu. OgHako, cpedcTs 3awuTbl Ansg Nogo6HbIX YCTPOWCTB
noka o4yeHb Mano. TecTupoBaHue N MOUCK YA3BMMOCTEN B HUX MPOUCXOOUT He Tak UHTEHCUBHO, Kak ans MK, 1o xe
camoe KacaeTcs 1 MOBUIbHBIX NPUMOXEHNN.

CoBpeMeHHble MOOWMbHblE Opays3epbl yXXe NpakTUYeckM [orHanu HacToflbHble aHanory, OogHaKo
pacwupeHne dyHKUMOHana BrneyeT 3a coboin 6onbLIYH0 CAOXKHOCTb MU MEHbLLYIO 3aLLULLEHHOCTb.

Jdaneko He BCe MPOW3BOAMTENM BbIMyCKalOT OOHOBMNEHUS, 3aKpblBalOLME KPUTUYECKUE YA3BUMOCTU Ans
CBOWX YCTPOWCTB.

OcHoBHEIe coBeTbl A5 6e3o0nacHOCTU MOBUINBLHOTO TenedgoHa:

Huyero He sBnsetca no-HacTosweMy 6GecnnaTHbiM. Byaob ocTopoxeH, Bedb korga TeGe npegnaraiot
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©ecnnaTtHbI KOHTEHT, B HEM MoryTt ObITb CKPbITbl KakKMe-TO niaTHble YCnyru;

Oyman, npexge yem otnpasute SMS, ¢oTo unu Braeo. Tbl TOMHO 3Haelb, rae OHW ByayT B KOHEYHOM
utore?

Heobxogmmo obHOBNSATL onepaunoHHY0O CUCTeMy TBOEro CMapTd.)OHa;
|/|CI'IOJ'Ib3yIZ aHTUBUPYCHbIE NporpamMmmbl Ana MOOBUMBHbIX TeJ'IerOHOB;

He 3arpyxaii NpunoXeHWs OT HEU3BECTHOrO WCTOYHWKA, Bedb OHU MOTYT COAEepXaTb BpPefoHOCHOE
nporpaMMHoe obecrneyeHue;

Mocne Toro kak Tbl BblAgELWb C canTa, rae BBOAWM NMYHY MHopMauuio, 3aian B HAcCTPOWKM Gpay3epa u
yaanwm cookies;

Mepuoanyeckn Nposepsn, Kakne nnaTHble YCryrn akTuBUPOBaHbl HA TBOEM HOMEDE;

[asai cBon HOMep MOBUNBHOIO TenedoHa TOMbKO NMIAAM, KOTOPbIX Thl 3HAELLb U KOMY JOBEpSELLb;

Bluetooth gomkeH BbITb BbIKMOYEH, KOrAa Tbl UM He nonbayellbes. He 3abbiBan nHorga npoBepsATb 3TO.
Online urpsbl

CoBpeMEHHbIE OHMaWH-UrPbl - 3TO Kpaco4Hble, 3axBaTbiBaloliMe pasBrievyeHusi, obbeanHsaLWmMe COTHU
TbiCAY YerioBek Mo Bcemy Mupy. Wrpoku uccrnegyloT AaHHbIA MM MUp, obLWaloTcs ApYr C OPYroM, BbIMOMHSOT
3a0aHuns1, cpaXKaloTCst C MOHCTPaMM M Nory4vatoT onbIT. 3a Y40BOMBbCTBME OHW MNATAT: NMOKyNnatT OUCK, OnnavyvMBaloT
aboHEMEHT Unun nNprMobpeTatoT KakMe-To OMnLun.

Bce oTM cpedctBa uaoyT Ha noadepkaHue WM pasBUTME WrPbl, a Takke Ha camy 6e30nacHoCTb:
COBEPLUEHCTBYIOTCA CUCTEMbl aBTOPU3aLIMK, BbIMYCKAOTCA HOBble Matyu (UMdpoBbLIe 3annaTku Ans nporpamm),
3aKpbIBaOTCA YA3BUMOCTY CEPBEPOB.

B nogoGHbIX nrpax CTouT onacatbCA He CTOJIbKO CBOUX COMNEPHUKOB, CKOJTIbKO KpaXXu TBOEro napond, Ha
KOTOPOM OCHOBaHa cuctemMa aBtopusaunm OonbLUMHCTBA nrp.

OcHoBHble coBeThbl N0 6e30MacHOCTM TBOEMO MrpOBOIo akKkayHTa:

1. Ecnu gpyron urpok BegeT cebs nnoxo unu cosgaet Tebe HenpuaTHOCTM, 3abrokvpyn ero B Crivcke
UrpOKOB;

2. I'Io>|<any|71c;| aAMUHUCTpaTopaM WUrpbl Ha MNiioXoe nosedeHune 3TOro Urpoka, XenatesribHO MPUnoXntb
Kakne-To AoKa3aTesibCTBa B BUAE CKPUHOB;

3. He ykasbiBan nu4Hyto Hdopmaumio B npodanne urpbl;
4. YBaxaln gpyrux y4acTHUKOB MO Urpe;

5. He yctaHaBnuBan HeouumaneHble NaTtyn n Mmoabl;

6. Vcnonb3yi cnoxHble U pasHble naponu;

7. Oaxe BO Bpems WUrpbl HEe CTOUT OTKMOYaTh aHTUBMPYC. oka Thl WUrpaellb, TBOW KOMMbLIOTEP MOTYT
3apasuTb.

PUWNHT unu KpaXxa NMNYHbIX AaHHbIX

O6bI14HOM Kpa>|<el71 noeHer M OOKYMEeHTOB CerogHda Yyxe HUKOro He yameBullb, HO C pas3BUthem
I/IHTepHeT—TeXHOJ'IOFMﬁ 3M10YMbILLUNEeHHUKN nepemMeCTUnMCb B UHTEPHET, U NpoaoinKakT 3aHMMaTbCA "noGMMbIM"
Oenom.
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Tak nosiBunacb HoBas yrposa: UHTEPHET-MOLLUEHHNYECTBA UNU OULLIMHT, FNaBHas Lieflb KOTOPOro COCTOUT B
nonyyYeHnn KoHUAEHLManNbHbIX AaHHbIX Nofb3oBaTenen - NorMHoB M naponen. Ha aHrnuinckom asbike phishing
yntaeTca kak duwuHr (ot fishing - peibHas noens, password - napons).

OcHoBHble coBeTbl No 6opbbe ¢ PULLIMHIOM:

1. Cnegu 3a cBoOMM aKKayHTOM. Ecnn Tbl nogospesaellb, YTO TBOA aHKeTa Gbina B3rioMaHa, To Heobxoaumo
3a6J'IOKMpOBaTb ee N coobLwnTb aAMUHUCTpPAaTopaM pecypca 006 3TOM Kak MOXHO CKopee;

2. |/|C|'|OJ'Ib3yIZ ©e3onacHble Beb-canTbl, B TOM YuChe, MHTEepPHEeT-MarasmHoB U NMNOUCKOBbLIX CUCTEM;

3. Vcnonb3yi cnoxHble 1 pasHble naponun. Takum obpasom, ecnu 1eba B3NOMalOT, TO 3M0YMbILLMIEHHUKN
nony4aT 4OCTYN TONbKO K O4HOMY TBOEMY MPOMUII0 B CETU, a HE KO BCEM,;

4. Ecnun Tebs B3nomanu, To HeobxoaMMO nNpeaynpeauTb BCEX CBOMX 3HAKOMbIX, KOTOpble fobaBneHsbl y Tebs
B OpYy3bsX, O TOM, 4YTO TebsA B3noManu u, BO3MOXHO, OT TBOEro MMeHn ByaeT pacchinaTbCa Cnam U CCbINKU Ha
(OULLNHIOBbIE CaNThl;

5. YcTtaHoBu HagexHbin naponb (PIN) Ha MOBUMbHBIN TenedoH;
6. OTknoun coxpaHeHne napons B 6paysepe;

7. He oTkpbiBan cannel U apyrue BNOXEHUS B NMMCbMaXx, AaXe €Crv OHU NPULLNX OT TBOUX Apy3en. Jlydwe
YTOYHMW Y HUX, OTNPaBANu nn oHn Tebe atn annsol.

UndpoBas penyTauus

Lindposas penytauus - 3T0 HeraTMBHas UnNu No3vTMBHasa nHdopmaums B ceTu o Tebe. KomnpomeTupytoLas
nHdopmauus, pasMmeLleHHas B MHTEPHETE, MOXeT Cepbe3HbiM 0Bpa3oM OTpasnTLCA Ha TBOEW peanbHOM XKU3HW.
"LUndposas penytauma” - aTo TBOA UMUIXK, KOTOPbIA hopMupyeTcst 3 MHpopmaLum o Tebe B MHTEPHETE.

TBOE MECTO XMTENbCTBA, y‘-le6b|, TBOE CbMHaHCOBOG noroXeHne, ocCOGEHHOCTU XapakTtepa U pacckasbl O
Onn3KuX - BCE 9TO HaKannMBaeTCcs B CETU.

MHorne noApOCTKM NErkoMbICIIEHHO OTHOCATCHA K nybnukauum nuyHon uHdopmauum B UMHTepHeTe, He
NMOHMMasa BO3MOXHbIX NOCNEACTBMI. Thbl aXe HE CMOXELlb JoragaTbCs 0 TOM, 4YTo dhoTorpadums, pasmeLleHHas 5
neT Hasag, cTana NpUYNHOM OTKasa NpUHATL TebsA Ha paboTy.

KommeHTapuu, pasmeLleHue Teomx cotorpaduii n gpyrme AencTBus MOryT He MCHE3HYTb Aaxe rnocne Toro,
KaK Tbl MX yAanuwb. Tbl HE 3HaeLb, KTO COXpaHun 3Ty MHOpMaLMio, nonana num oHa B NOUCKOBbIE CUCTEMbI U
COXpaHunach v OHa, a rMaBHoe: YTo NoAyMaloT 0 Tebe okpyxatoLme NIAW, KOTopble HanayT 1 yBMOAT aTo. HanTtu
NMHGOPMaLMIO MHOIO fIET CMYCTS CMOXET JoboN - kak M3 JoOpbIX NOBYXAEHWIA, Tak U C HAMEPEHNEM MPUYMHUTL
BpeAd. ATO MOXET ObITb KTO YrogHo.

OcHoBHble coBEThI NO 3aLMTe LUpoBON penyTaunm:
1. Nogyman, npexae Yyem 4YTO-TO NyGnMKoBaThb U NepegaBath y cebs B 6nore unu B counanbHOM CETH;

2. B HacTpoikax npocduns yCTaHOBM OrpaHU4eHMst Ha MPOCMOTP TBOEro npoduns m ero CoaepXummoro,
cAaenan ero Tonbko "ans apysen”;

3. He pa3meluai 1 He ykasbiBa MHGOpMaLMIO, KOTopast MOXeT KOro-nnbo OCKOp6]‘|$|Tb unm obmxaTb.
ABTOpCKOE npaBo

CoBpeMeHHble LLIKOMbHUKN - akTUBHbLIE MOMb30oBaTenu LUdpoBoro npoctpaHcTea. OOHaKo Janeko He Bce
3HAIOT, YTO MOMb30BAHWE MHOTUMWU BO3MOXHOCTAMM LMpoBOoro Mupa TpebyeT cobniogeHus npae Ha
VHTENNeKTyanbHy COGCTBEHHOCTb.
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TepMI/lH "I/IHTeJ'IJ'IeKTyaJ'IbHaﬂ cobCcTBEHHOCTL" OTHOCUTCA K pas3nnyHbIM TBOPEHUAM 4ernoBeYecKkoro yma,
Ha4ynHaa C HOBbIX I/13O6peTeHMl71 N 3HakoB, 06o3Ha4arWwmMx cobCTBEHHOCTb Ha npoaykKTbl U ycnyru, n 3akaH4mnBas
KHUramu, CbOTOFpaCt)MﬂMM, KMHOCbMJ'IbMaMM N My3blKallbHbIMU Npoun3BeneHUAMN.

ABTOpCKVE NpaBa - 3TO NpaBa Ha MHTENMNEKTyarnbHyl0 COGCTBEHHOCTb Ha NMPOU3BELAEHUS HAYKK1, NMUTepaTypbl
N uckycctBa. ABTOPCKME MpaBa BbICTYMNaloT B KAYECTBE rapaHTUM TOro, YTO MHTENEKTyarnbHbIi/ TBOpYEeCKUid TpyL,
aBTOpa He GyAeT HanpacHbIM, 4acT eMy cripaBeasvBble BO3MOXHOCTY 3apaboTaTh Ha pesynbTaTax CBOEro Tpyaa,
nonyyYnTb W3BECTHOCTb W TNpusHaHue. HukTo 6e3 paspelleHVUss aBTopa He MOXEeT BOCMPOU3BOAUTL €ro
npoussefeHne, pacnpocTpaHsaTb, NyBIMYHO AEMOHCTPMPOBaTL, NpodaBaTh, MMMNOPTMPOBAThL, MNMyckaTb B MpoOKar,
NyGANYHO UCTIONHATL, NMOKa3bIBaTb/UCMOMHATL B achupe unv pasmellaTb B VIHTepHeTe.

VMcnonb3oBaHune "I'IIApaTCKOFO" nporpamMmmHoro obecneyeHnss MoXeT npmBecTn K MHOI’MM pUCKaM: OT noTepu
OaHHbIX K TBOUM aKkayHTamM [0 6J'IOKI/1pOBKM TBOEro yCTpOﬁCTBa, rae yCtaHoBJieHa HeneranbHaa nporpamMmma. He
CTOUT Takxke 3abbiBaTb, YTO CyLLECTBYIOT JieralibHble U OecnnaTtHble nporpamMmmbl, KOTOpble MOXHO HaNTU B CETMW.

O nopTtane

CeTeBn4YOK.ph - TBOW [MaBHbIA COBETYMK B CETU. 34ecb Thbl MOXellb y3HaTb O 6e30macHOCTM B CETU
MOHATHLIM M AOCTYMHbIM S3bIKOM, @ NPU BO3HUKHOBEHMWN KPUTUYECKOW CUTyaLMM 00paTUTLCA 3a COBETOM. A Takke
NPUHATb y4acTue B KOHKYpcax U cTaTb caMbiM LUPOBLIM rpaxgaHnHOM!

Mpunoxexne N 3
NAMATKA AN POOUTENENA O UHOOPMALIMOHHOW EE30NACHOCTM OETEN

OnpepeneHve TepMmuHa "nHdopMaumoHHaa GesonacHocTb aeten" copepxutcs B PenepanbHom 3akoHe N
436-d3 "O 3zawmte geten oT WHOPMaLMK, NPUYUUHSIOLLEN Bped MX 300pPOBbI0 U pasBUTUIO", PerynvpylommM
OTHOLLIEHUS, CBSI3aHHbIE C 3aLLMTON AeTen OT UHAOPMaLIMK, NPUYMHSIIOLWLEN Bpea UX 300POBbI0 U (MNN) pasBUTULO.
CornacHo gaHHOMY 3akoHy “"MHGpopMaLMoHHasi Ge3onacHoCTb AeTen" - 3TO COCTOsIHME 3alULLEHHOCTW, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBA3aHHbIA C NPUYMHEHNEM MHAOPMaLMEN Bpeda UX 300POBbIO U (Mnu) bmandeckomy,
NCUXMYECKOMY, [YXOBHOMY, HPABCTBEHHOMY Pa3BUTUIO.

B cuny ®enepaneHoro 3akoHa N 436-®3 vHdopmaumnen, NpuunHsOLWEn Bpes 300poBbio U (MNK) passuTUo
DeTen, ABnseTcs:

1. HbopMaLms, 3anpeLleHHas ansa pacnpocTpaHeHna cpeau aeTen;

2. vHdopMauus, pacnpocTpaHeHne KOTOPOM OrpaHudeHo cpeau AeTen onpederieHHbIX BO3PacTHbIX
KaTeropumn.

3. K vHdbopmavmu, 3anpeLleHHoON Ang pacnpocTpaHeHnsa cpeaun geTen, OTHOCUTCS:

4. nHdopmaums, nobyxgawlas AeTen K COBEPLUEHUO OENCTBUN, NPEeACTaBnSoWNX Yrpo3y WX >KU3HU U
(Mnn) 300pOBLIO, B T.4. MPUYMHEHUIO Bpeaa CBOEMY 3[40POBbIO, CaMOYyOUNCTBY;

5. cnocoGHOCTbL BhbI3BaTb Y AeTel XenaHue ynoTpebuTb HapkoTUYeckue cpenacTBa, NCUXOTPOMHbIE U (MrK)
oflypMaHvBaloLLMe BellecTBa, TabauyHble M3OEnus, ankoronbHyld U CNMpTOCOoAepXallylo MpoAyKUMIo, MUBO U
HaMWUTKX, U3roTaBNMBaeMble Ha €ro OCHOBE; MPUHSATbL yyacThe B asapTHbIX WUrpax, 3aHMMaTbCsi NMPOCTUTYLMEN,
GpoasKHUYECTBOM WM MONPOLLaNHNYECTBOM;

6. obocHoBbIBaloLWwas wunu onpasgbiBaollad AonNyCTUMOCTb Hacunuma wu (I/IJ'IIA) KecTokocTn nnbo
no6y>|q:|.a+ou.|,a$| OCyLLEeCTBNATb HAaCUIbCTBEHHbIE OENCTBMS MO OTHOLLEHMWIO K NMIOOAM U KUBOTHbIM;

7. oTpularLasa cemelHble LEHHOCTUN U ¢)0pMMpleU.l,39| HeyBaXeHune K poautenam un (I/IJ'II/I) apyrmmv dneHam
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cemby;
8. onpaegblBatoLLasi MPOTUBONPABHOE NOBEAEHWE;
9. cogepxallasn HeLeH3ypHyto 6paHb;
10. cogepxawyan nHpopmaumo nopHorpadmnyeckoro xapakrepa.

K uHopmMauum, pacnpocTpaHeHWe KOTOPOM OrpaHM4YeHo cpeau [OeTeil OnpeaeneHHoro BoapacTa,
OTHOCUTCS:

1. MHopMaLms, NpeacTaenaemasi B Buae U3obpaxeHus UM OnucaHus KecToKoCTU, husmyeckoro u (unm)
NMCUXNYECKOro Hacunns, NPecTyneHns U NHOrO aHTUOBLLECTBEHHOTO AENCTBUS;

2. BbI3blBalOLWaa y Aeten cTpax, yXac unu naHuky, B T.4. NpeacTaBnsemMasi B Buae u3obpaxeHus mnm
OMNMCaHNA B YHWXalOLWEN 4YernoBevyeckoe [AOCTOMHCTBO (hOpME HEeHaCWNbCTBEHHOM CMepTW, 3abonesaHus,
camMoyBuMNCTBa, HECHACTHOrO criyvasi, aBapum Unu katactpodbl 1 (Mnn) X NOCNEAcCTBUN;

3. npegcraensiemas B Buae W306paXkeHuss UM ONMCaHUsA MOMOBbIX OTHOLIEHUM MeXOy MY>XYUHOU W
YKEHLLIMHOM;

4, cogepxatlias 6paHHbIe CnoBa 1 BblpaXeHnda, He OTHOCALLMEeCH K HeLLeH3ypHOl71 6paHM.

C y4yeToM aToro Bam npegnaraiotca npasuna paboTbl B ceTu MHTepHET Ons pasnuyHbiX BO3PaCTHbIX
KaTeropui, cobniogeH1e KoTopbIxX NO3BONUT 06ecneYnTb MHPOPMAaLIMOHHYIO GE30MacHOCTb BallnX AeTeN.

O6wue npaBuna gnsa poauTenen

1. HeszaBucumo ot BO3pacTta pe6eH|<a MCI'IOJ'Ib3yl71Te nporpamMmmMHoe obecneyeHne, nomorawoLlee CbMJ'IprOBaTb
N KOHTpOInnpoBaTb MH(*)OpMaLlMIO, HO He nonaranMTecb NOSIHOCTLIO Ha Hero. Balwe BHMMaHWeE K pe6eH|<y - FNaBHbIN
MeTon 3alUnThbl.

2. Ecnn Baw pebeHOK MMeeT akkayHT Ha OAHOM M3 couumanbHbIX cepsucoB (Livedournal, blogs.mail.ru,
vkontakte.ru un 1.n.), BHUMATENBHO N3y4nTe, Kakyto MHCOPMaLMIO NOMELLaOT €ro y4acTHUKM B CBOMX Npocunax m
6riorax, Bkntoyasa otorpacum n Bugeo.

3. lNpoBepbTe, C KakKMMU APYrMMU carWTamMu CBA3aH couumanbHbld cepBuc Bawero pebeHka. CTpaHWYkM
Bawero pebeHka MoryT ObiTb 6e30nacHbIMW, HO MOTYT M COAEPXKaTb CChINKM Ha HeXXernaTernbHbIe U onacHble CanThbl
(HanpumMep, NOpPHOCANT, UNKN CalT, HA KOTOPOM APYr YNOMUHAEeT HOMepP COTOBOro TeriedoHa Balero pebeHka munu
Baw pomaluHuin agpec)

4. MNoowpsanTte Bawwnx geten coobwate 060 BCEM CTPAHHOM MMM OTTaNKUBAKOLWEM U HE CIULIKOM OCTPO
pearvpynTe, Koraa oHW 3To AenaroT (M3-3a onaceHus noTepsaTb A0CTYN K MHTepHETY AeTn He roBOpST poanuTensam
0 npobnemax, a Takke MOryT HadaTb UCNONb30BaTh VIHTEPHET BHE AOMa W LLKOMbI).

5. ByobTe B Kypce ceTeBon xu3Hu Bawwero pebeHka. IHTepecyiTech, KTO UX Apy3bsi B IHTEPHET Tak Xe, Kak
NHTepecyeTecb pearbHbIMU OPY3baMU.

Bo3spacTt oT 7 no 8 net

B NHTepHeTe peGeHOK cTapaeTca MOCeTUTb Te UMW UHbIe CaiTbl, @ BO3MOXHO W 4YaTbl, paspelleHue Ha
nocelieHne KOTOpbIX OH He nonyyun Gbl OT poauTenei. Mo3aToMy poauTensM OCOGeHHO MonesHbl GyayT Te
OTYyeTbl, KOTOpble MPeOoCTaBNATCA MporpaMmMaMu Mo OrpaHUMYeHu0  Ucnonb3oBaHusa WHTepHeTa, T.e.
Poautenbckuii KOHTPOMNb UNK TO, YTO Bbl CMOXETE YBUOETh BO BpeMeHHbIX dainax. B pesynbTate, y peGeHka He
OyOeT OLLUYLIEHNs, YTO 3a HUM BedeTCH MOCTOSHHBIA KOHTPOMb, OOHaKo, poauTenu GyayT no-npexHemy 3HaTb,
Kakue caiiTbl nocelwjaeT ux pebeHok. [eTu B AaHHOM Bo3spacTe 06nagalT CUMbHbIM YyBCTBOM CEMbM, OHM
[0BEepUMBLlI M He COMHeBaloTca B asTopuTeTax. OHM MoBAT urpaTb B ceTeBble Urpbl U MyTelecTBOBaTh MO
WNHTepHeTy, UCNomnb3ys aNEeKTPOHHYIO NOYTY, 3aX0AUTb Ha CalTbl U YaTbl, HE PEKOMEHA0BaHHbIE POAUTENAMU.
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CoBeTbl No 6e3onacHocTh B ceTn VIHTepHeT ansa geten 7 - 8 net

1. CospgaviTe CNMCOK AOMALLHMX MpaBun MocelleHust VIHTepHeTa npu ydactum geteln u Tpebynte ero
BbINOSTHEHUA.

2. TpebynTte ot Bawwero pebeHka cobnogeHus BpeMEHHbIX HOPM HaXOXAeHMs 3a KOMMNboTepoM. MNokaxuTe
pebeHky, 4To Bbl HabnogaeTe 3a HAM He NOTOMy 4YTO Bam 3T0 xo4veTcs, a notoMy 4To Bbl 6ecnokontechb o ero
©e30nacHOCTU K BCeraa rotoBbl €My NOMOYb.

3. KomnbloTep ¢ nogkntodeHnem K VIHTepHeTy OOMmkeH HaxoguTbCs B OOLEN KOMHaTe nog npuCcMOTPOM
pogutenen.

4, |/|CI'IOJ'II:3yIZTe cneuwnarnbHble OeTCK1ne NonckoBble MaLUUHbI.

5. UcnonbayiiTe cpefcTea GrokMpoOBaHUA HEXenaTenbHOro KOHTeHTa Kak [OMOMHeHUe K CTaHgapTHOMY
PoanTensckomy KOHTPOSIO.

6. Co3painte ceMenHbIl 3NMEKTPOHHBIN AWK, YTOObI He NO3BONUTL AETAM UMEeTb COOCTBEHHbIE adpeca.

7. Bnokupyite OocTyn K caiTtam ¢ 6ecnnaTHbIMM MOYTOBLIMU SALLMKAMU C MOMOLLLIO COOTBETCTBYHOLLEMO
nporpaMmMHoro obecrneyeHus.

8. MNpuyunte peten cosetoBaTbCs ¢ Bamu nepen onybnvkoBaHueM kakon-nubo mMHgopmauun cpegctsamu
3NEKTPOHHOW MOYTLI, YaTOB, PErMCTPALMOHHBLIX POPM 1 NPOdUNEN.

9. Hayunte geten He 3arpykaTb dainbl, nporpammbl UNKM My3bliky 6€3 Ballero cornacusi.
10. He paspeluainTe AeTsM UCMOMb30BaTh CyX0Obl MTHOBEHHOrO 06MeHa CoobLLLEHMAMMN.

11. B "Genbli" CNUCOK CaWToB, paspelleHHbIX AOMS MoCeLweHns, BHOCUTE TOMbKO CaWTbl C XOpOLUEn
penyTauuen.

12. He 3abbiBante 6ecepoBatb C AeTbMM 00 MX Apy3bsax B VIHTEpHETe, Kak ecnu Obl peyb LWinia o Apy3bsxX B
peanbHOM XNU3HU.

13. He penaiite "taby" 13 BONpOCOB NOMOBOW XM3HW, TaK Kak B VIHTEpHETE OeTM MOTyT ferko HaTKHYTbCS Ha
nopHorpaguio unu canTtel "Ang B3pocnbIx".

14. Mpuy4ynTe Bawwero pebeHka coobliaTe BaM 0O NOOLIX yrpo3ax Unmn Tpesorax, CBA3aHHbIX ¢ VIHTepHeTOM.
OcTaBanTecb CMOKOWHbIMU U HAMOMHUTE AETSM, YTO OHM B 6e30MacHOCTU, ecrniv camu pacckasanu BaM O CBOMX
Tpesorax. [NoxBanute Ux U NOCOBETYNTE NOLOWTU eLle pa3 B NoA40OHbIX Cryyasx.

Bo3spacT geteit ot 9 no 12 ner

B paHHOM BO3pacTte [OeTu, KakK npaBuio, Yyxe HacnbllaHbl O TOM, KaKad MH(*)OpMaLlMﬂ cyulecTeByeT B
MHTepHeTe. COBepLLIeHHO HOpMalnbHO, YTO OHM XOTAT 3TO YyBWUAETb, MPOYEeCTb, YyCnbllaTb. I'Ipw 9TOM HYXHO
NMOMHUTb, YTO AOCTYNn K HexXenaTtelnbHbiM MaTtepuanamMm MOXHO Jerko 3a6J'IOKI/1pOBaTb npun nomowun cpencrte
Poauntenbckoro KOHTpONA.

CoBeTbl N0 6e3onacHocT Anga geten ot 9 go 12 net

1. CospganTte cnNUCOK OOMalUHWX npaBun noceweHuss NHTepHeT npu yyactum peten n Tpebynte ero
BbINOSTHEHUA.

2. Tpebyiite oT Bawwero pebeHka cobniogeHnsi HOpM HaXOXAEHWUS 3@ KOMMbIOTEPOM.

3. HabniopanTe 3a pebeHkom npu paboTe 3a KOMMbIOTEPOM, NMOKaXuTe emy, 4YTo Bbl BecnokouTtecb 0 ero
6e30nacHOCTM 1 Bceraa rotoBbl Oka3aTb €My NMOMOLLb.
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4. KomnbloTep ¢ nogknioyeHnem B WHTepHeT JormkeH HaxogouTbeca B obLier KoMHaTte nog MpucMOTPOM
pogutenen.

5. WUcnonbayiiTe cpedcTea GroKMPOBaHUA HEXenaTenbHOro KOHTEHTa Kak AOMOriHeHMe K cTaHdapTHOMY
PoanTensckomy KOHTPOSO.

6. He 3abbiBaiiTe NpuHUMaThL HEMOCPEACTBEHHOE y4acTue B XU3HM pebGeHka, GecenoBaTth ¢ AeTbMU 06 WX
Apy3bsx B MIHTepHeTe.

7. HactanBanTe, YTOObI 4E€TM HUKOr4a HE cornalwanucb Ha NNYHbIE BCTPEYN C ApYy3baMU N0 NHTEPHETY.
8. MNo3BonsanTe geTam 3axoguTb TOMBKO Ha canTbl U3 "6enoro” cnucka, KoTopbln Co3ganTe BMECTE C HUMM.

9. Mpuyuute geTelt HUKOrga He Bbi4aBaTh JIMYHYIO MHGOPMAaUMIO CpeacTBaMMU 3MEKTPOHHONM MOYThI, YaToB,
CUCTEM MIHOBEHHOro o6MeHa COOBLLEHNAMM, PEFMCTPALMOHHBIX YOPM, NIUYHBIX NPOdUnel U NpU perucTpaumn Ha
KOHKYypCbl B MIHTepHeTe.

10. Mpuyuute geTen He 3arpyxaTb nporpammbl 6e3 Bawero paspelieHns. O6bACHATE UM, YTO OHWU MOTyT
CriyqariHo 3arpy3unTb BUPYCbl UNW ApYyroe HexenartensHoe nporpammHoe obecneyeHue.

11. Co3paite BaweMy pebeHKy orpaHU4eHHyo y4eTHY0 3annck A4S paboTbl Ha KOMMbIOTEpPE.

12. Mpuyuute Bawwero peGeHka coobliaTb BaM O MoGLIX Yrpo3ax Wi TpeBorax, CBSA3aHHbIX ¢ VIHTepHeTOM.
HanomHute getam, 4to oHM B 6€30MacHOCTU, ecrnv camy pacckasanu Bam O CBOMX TPeBorax U ornaceHusix.

13. PacckaxuTe getsam o nopHorpadum B UHTEpHeTE.

14. HacTtanBawite Ha TOM, 4TOObI A4ETU NPeaoCTaBNsAM BaM OOCTYN K CBOEN 3MNEKTPOHHOW noyTe, YToObI Bbl
y6eamnumck, YTo OHU He obLLaloTCs C HE3HaKoOMLUaMMU.

15. OGbACHUTE OEeTAM, YTO Hemnb3s UCMOoMNb30BaTb CeTb AN XYNUraHCTBa, pacnpoCcTpaHeHus ChneTeH Unu
yrpoa.

BospacT getewt ot 13 go 17 ner

B aTOM BO3pacTe NOApPOCTKM aKTUBHO WMCMONb3YHT MOMCKOBbIE MalUWHbI, NOSb3YHTCS 3M1EKTPOHHOW MOYTOMN,
cnyx6aMnm MrHOBEHHOro oGMeHa COOGLLEHUAMM, CKauMBalOT MYy3blky U (unbmbl. Manbyvkam B 3ToM Bo3pacTe
Gonblle Mo HpaBy CMeTaTb BCE OrpaHUYEHUsl, OHWU XaxayT rpyGoro tomopa, asapTHbIX Urp, KapTWHOK "ans
B3pocnbix". [eBoYkM npennoyntalnT oblaTbcs B 4yartax, npy STOM OHM ropasfo Gonee YyBCTBUTENbHbI K
ceKkcyanbHbIM JomoraTtenscTeam B MIHTepHeTe.

3avacTylo B AaHHOM BO3pacTe pPOAMTENsM YXKe BecbMa CMOXHO KOHTPONMpoBaTb CBOWX AeTel, Tak kak 06
MHTepHETE OHM yXe 3HaT 3HA4UMTENbHO Gomnblue cBouMX poauTenen. TeM He MeHee, He OTMnyckawTe OeTel B
"cBobogHoe nnasaHue" no MHtepHeTy. CTapanTech akTMBHO ydacTBoBaTh B 0bweHnn pebeHka B IHTepHeTe.

BaxHO no-npexHemy cTporo cobniogate npaBuna MHTepHeT-6e3onacHOCTM - cornalieHue  Mexay
poautenamn n getbMu. Kpome Toro, HeoBXOAMMO Kak MOXHO 4allle NMpocMaTpusaTh OTYETHl O OeATenbHOCTU
neteit B WNHTtepHeTe. CnegyeT oGpaTuTb BHMMaHWME Ha HEOGXOAMMOCTb COAEPXaHUs POAUTENbCKUX Mnaponen
(naponei agMUHUCTPATOPOB) B CTPOrOM CEKpeTe U 06paTUTb BHUMaHWE Ha CTPOrocTb 3TUX Napone.

CoBeTbl No 6e3onacHocTM B aTOM Bo3pacTe oT 13 fo 17 net

1. CospganTe cCnNUCOK AOMalUHUX npaBun nocewieHns MHTepHeTa npu yvyacTum NOgpoOCTKOB M TpebywnTte
6e3ycnoBHOro ero BbinorHeHus. O6rosopuTe ¢ pebeHKOM CMMCOK 3anpeLLeHHbIX CanToB ("4epHbI CNMCOK"), Yachbl
paboTbl B IHTEpHETE, pykoBOACTBO Mo 0bLeHnto B IHTEpHETE (B TOM YMCriEe B YaTax).

2. KomnbloTep ¢ nogkntoveHmem k cet MHTepHeT AomKkeH HaxoauTbca B o6LLEeN KOMHaTe.

3. He 3abbiBainte GecepoBaTb C AeTbMu 06 MX Apy3bsX B VIHTEpHETe, O TOM, YEM OHWU 3aHATbl TakuMm
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obpa3oM, ByaTo peyb MOeT O Opy3bsx B pearibHoW »u3HK. CrnpalnBante o noasx, C KOTopbIMU AeTh obLiatoTes
NMOCpPeACTBOM CNy»6 MrHOBEHHOIro obMeHa coobLyeHnsaMm, YToObl YOeauThes, YTO 3T MOAN UM 3HAKOMBI.

4. Vcnonb3ayite cpeactBa GrIOKMPOBaHMS HeXenaTerlbHOro KOHTEHTa KakK OOMOMHEHWE K CTaHOapTHOMY
PoanTensckomy KOHTPOSO.

5. Heobxogumo 3HaTb, KakMMuM 4aTamu nonb3ytloTca Bawwm  getn. [oowpanTte ucnonb3oBaHue
MOOEepVpPYEMBIX YaToOB M HacTamBainTe, YTobbl 4eT He obLanmcb B NPMBaTHOM peXuMe.

6. HactanBanTte Ha ToMm, YTOObI AETU HUKOTrAA He BCTpe4yanuncb JIMYHO C ApYy3bAMU N3 CETU MHTepHeT.

7. Mpuyunte OeTeil He BblaaBaTb CBOK NUYHYIO MHDOPMaLMIO CPeacTBamy SMEKTPOHHON MOYThI, YaToB,
CUCTEM MIHOBEHHOro o6MeHa COOBLLEHNAMM, PEMMCTPALMOHHBIX YOPM, NMYHBIX NpodUnel U NpU perucTpaumn Ha
KOHKYypCbl B MIHTepHeTe.

8. MpuyunTe OeTelr He 3arpyxaTtb nporpammbl 6e3 Baluero paspelueHust. O6bACHATE UM, YTO OHU MOTYT
CnyyariHo 3arpyaunTb BUPYChI UK ApYroe HexernaTenbHoe nporpaMMHoe oGecneyeHue.

9. MpuyunTte Bawero pebeHka coobLiaTe BaM O MobbIX yrpo3ax Unm TpeBorax, CBsi3aHHbIX ¢ VIHTepHeToM.
HanoMHute getam, 4to OHM B 6€30MacHOCTM, ecriv camy pacckasanu Bam, O CBOMX Yrpo3ax Wnu TpeBorax.
lMoxBanuTe UX U NOCOBETYMNTE NOAONTY eLle pa3 B NogoBHbLIX criyyasix.

10. Pacckaxute getam o nopHorpacdum B WHTepHeTe. [lomorute MM 3awututbes OT cnama. Hayuute
NoapoCTKOB He BbldaBaTb B VHTepHeTe CBOero peanbHOro 9rnekTpoHHOro agpeca, He oTBeyaTb Ha
HexernaTenbHble NMCbMa U UCMNOoMb30BaTh CreumasnbHble NOYTOBblE (PUNbLTPLI.

11. Mpuy4dnTte ceba 3HAKOMUTBLCH C canTaMu, KOTOPbIE NoceLalT NOAPOCTKN.

12. Hayunte peten yBaxaTb OpyrMx B MHTepHeTe. Yb6eauTech, YTO OHM 3HAOT O TOM, YTO NnpaBuna XopoLLero
noBefeHNsa OENCTBYIOT BE3AE - AaXe B BUPTyarnbHOM MUpe.

13. OGbsACHWTE [eTsAM, 4YTO HM B KOEM Ccrlyyae Hemnb3s ucnonb3oBatb CeTb ANA  XyNWraHcTea,
pacnpocTpaHeHusi CNieTeH UMM yrpo3 ApyruM NIoAsSM.

14. O6cyauTte ¢ NogpocTkaMu NpobGrembl CeTeBbIX a3apTHBIX UMP U UX BO3MOXHBIA puck. HanomuuTte, yto
AETW He MOTYT UrpaTb B 3TU Urpbl COMMAaCHO 3aKOHY.

MOCTOSAHHO KOHTPONUPYWTE Ucnonb3oBaHMe MIHTepHeTa Bawunm pebeHkomM! 3To He HapyLLeHne ero fIM4Horo
NpOCTPaHCTBa, a Mepa NpegoCcTOPOXHOCTU U NPosiBrieHne Ballel poanTenbcko oTBETCTBEHHOCTU U 3a60Thl.
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