NHOPOPMALIUOHHASA TAMATKA JJIA
OBYYAIOIIUXCA A PASMEHIEHUA HA
OPUHUAJNBHBIX UHTEPHET-PECYPCAX

C KaXJbpIM roJIOM MOJIOIEKH B UHTEPHETE CTAHOBUTHCS OOJIBbIIE, & IIKOJBbHUKU OJHU U3 CaMbIX
aKTUBHBIX II0JIb30BaTene Pynera. Mexy TeM, TIOMUMO OIPOMHOI'O KOJIMYECTBA BO3MOKHOCTEH,
MHTEPHET HeCeT U MpoOIeMbl. JTa MaMsATKa J0JDKHA TOMOYb TeOe 0€301MacHO HaXOAUTHCS B CETH.

KomnbrorepHbie BUPYCHI

KoMnbroTepHslii BHpPYC - 3TO Pa3HOBUAHOCTH KOMIIBIOTEPHBIX IPOTpaMM, OTIMYHUTEIBHON
0COOEHHOCTBIO KOTOPOH SBISETCS CIOCOOHOCTh K pasMHOXKEHHIO. B ponoiHeHue K 3TOMYy,
BUPYCHI MOT'YT MTOBPEAUTDH WM TIOJTHOCTBIO YHUUYTOXXUTH BCe (DaiIbl U JaHHBIE, TOAKOHTPOJILHBIC
H0JIb30BATENI0, OT UMEHH KOTOPOTro ObUIa 3allyllieHa 3apa)KeHHas IporpaMma, a TaKkKe MOBPEAUTh
WIM JJa)K€ YHUUYTOXKUTH ONEPALMOHHYIO CUCTEMY €O BceMH (ailinamu B 1ienoM. B OosblimHCTBE
CIIy4aeB pacIpOCTPAHSAIOTCS BUPYCHI Y€PE3 UHTEPHET.

MeToabl 3aIUTEl OT BPCIOHOCHBIX ITPOTpaMM:

1. icionb3yii coBpeMeHHbIE ONIEPALIMOHHBIE CUCTEMbBI, UMEIOIINE CEPLE3HBIN YPOBEHD 3aLUTHI OT
BPEIJOHOCHBIX IIPOIPaMM;

2. IlocrosHHO ycTaHaBnMBail mnauyTd (UMQpOBBIE 3alJaTKH, KOTOpbIE aBTOMAaTHUYECKU
YCTaHaBJIMBAIOTCS C 1IEJIbI0 TOPAOOTKH ITPOrpaMMBbl) U Ipyrue 0OHOBIIEHUS CBOEH ONepallnOHHOM
cuctembl. CkaumBail X TOJBKO ¢ odunmampHOro caiita paspadorunka OC. Ecmu cymectByet
PEeXUM aBTOMaTHYECKOI0 OOHOBJIEHMUSI, BKJIIOUH €T0;

3. Paboraii Ha cBOeM KOMIIBIOTEPE IO IPaBaMHu T0JIb30BATEINS, & HE aJMHHHUCTpATOpa. JTO HE
TII03BOJIUT 6OJ'IBHII/IHCTBy BPCAOHOCHBIX MPOTrpaMM HHCTAJUIMPOBATHCA HAa TBOCM ICPCOHAIBHOM
KOMITbIOTEPE;

4. Vcnonb3yil aHTUBHUPYCHbIE NPOTPaMMHBIE MPOAYKTHl H3BECTHBIX IPOU3BOAUTEIEH, C
aBTOMaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanunub (pU3NUECKHUI JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHHUX JIULL;

6. Vcnonb3yil BHEIIHME HOCUTENM HH(pOpMaluu, Takue Kak ¢iemika, AUCK Win (ailn u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbiBail KOMIBbIOTEpHBIE (hallsIbl, MOJyY€HHBIE U3 HEHA/EXKHbIX HCTOYHMKOB. Jlaxke Te
(aiinbl, KOTOpbIE MpUCIa TBOIM 3HAKOMBIN. JIyyllle yTouHH y HETo, OTHPABJISII JIU OH TeOe UX.

Cerun WI-FI

Wi-Fi - 970 He Bu nepeaauu JaHHBIX, HE TEXHOJIOTHS, a BCEro Juib Open 1, mapka. Erte B 1991
rofly HHJIEpiaHJICKas KommaHus 3apeructpupoBana Openn "WECA", uyro o6o3Hauano
cioBocouetanue "Wireless Fidelity", koTopblil mepeBoautcs kak "GecripoBoiHas TOYHOCTH'.

Jlo Hamero BpeMeHHM Joluia Japyras abOpeBuarypa, KOTopas SBISETCS TaKOW e TEXHOJIOTHEH.
D10 abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue OBLJIO JaHO ¢ HAMEKOM Ha CTaHJAPT BBICIIEH
3BykoBoill TexHuku Hi-Fi, uto B mepeBoie 03HauaeT "BbICOKasi TOYHOCTBH".

Ja, OecrnnaTHBIH HMHTEPHET-IOCTYN B Kade, OTeNsX W adporoprax SBISETCS OTIUYHOU
BO3MOYKHOCTBIO BBIXO/1a B HHTEpHET. HO MHOTHE 3KCIIEPThI CUUTAIOT, YTO 001Ie10CcTymHbIE Wi-Fi
CETH HE ABJIAIOTCA OE€30TIaCHBIMH.



CoBertsl 10 Oe30macHOCTH paboThI B 00ImIeN0CTYIHBIX ceTsix Wi-fi:

1. He mepenasaii cBoro 1uuHyr0 nHMopmalmto yepes odmenocrynubie Wi-Fi cetun. Paboras B HuX,
JKeJaTeIIbHO HE BBOJAMTH MAPOIIH JIOCTYIIA, IOTUHBI M KAKHE-TO HOMEPa,

2. Ucnone3yii ¥ OOHOBISH aHTHUBUPYCHBIE TpOrpamMMbl W OpaHmmayep. TeM caMbIM Tbl
o0e3omacuiib cedsi OT 3aKaYyKH BUpYyca Ha TBOE YCTPOMCTBO;

3. IIpu ucnonwszoBanuu Wi-Fi orxmroun Qyrakmuro "OOmmii goctyn K ¢aiinaMm u npuHtepam’.
JanHas QyHKIHS 3aKpbhITa 10 YMOJIYAHHIO, OJTHAKO HEKOTOPBIE ITOJIb30BATEIIN AKTHBUPYIOT €€ IS
y100CTBa UCIIOJIH30BaHUSI B pa0OTe WK yueoe;

4. He ucnons3yi nyosmunbiii WI-FI a1 mepenaym JIMYHBIX JaHHBIX, HAllpUMEp JJIs BBIXOJa B
COITMAIHbHBIEC CETH WJIM B DJICKTPOHHYIO TTOYTY;

5. Ucnonb3yit Toapko 3amuiieHHoe coeaunenue uepe3 HTTPS, a e HTTP, 1.e. npu Habope BeO-
anpeca BBoau uMeHHo "https://";

6. B moOunpHOM Tenedone otkimoun ¢yakiuio "Tlogkmouenne k Wi-Fi aBromatudecku". He
JIOITyCKail aBTOMAaTHYECKOTO IMOAKITIOYCHHS YCTpoicTBa K ceTssM Wi-Fi 6e3 TBoero coracusl.

CoununajabHbIe ceTH

ConmanbHbIE CETH aKTHBHO BXOJST B HAIly >XU3Hb, MHOTHE JIIOAM pabOTalOT M JKUBYT TaM
IIOCTOSIHHO, a _ YK€ 3aperHCTPUpPOBAaH MWILIMApPJ 4YEJIOBEK, UTO SIBJISETCA OJHOMN
CeIbMOI BCEX JKUTENEH IJIaHeThl. MHOTHE MOJB30BATEIM HE MOHUMAIOT, YTO WH(pOpMAIHS,
pasMelleHHas UMH B COLIMAJIbHBIX CETSAX, MOXET ObITh HalJIeHa U UCIOJb30BaHA KEM YTrOJIHO, B
TOM YHCJI€ He 00s13aTeNIbHO ¢ 0J1aruMu HaMepeHHUSIMH.

OCHOBHbBIE COBETHI IO 0E€30IIaCHOCTH B COLMAJIbHBIX CETAX:

1. Orpannub cnucok Jpy3eil. Y TeOs B Apy3bsiX HE JODKHO OBITh CIydalHBIX U HE3HAKOMBIX
JIIOJICH;

2. 3anmiail cBOXO 4YacTHYIO >kM3Hb. He ykasbiBall mapoinu, TenedoHBbl, aapeca, JaTy TBOEro
POXIEHUS U APYTyH JHWYHYIO WH(GOpMalMio. 3J0YMBIIUIEHHUKH MOTYT HCIIOJIb30BaTh JaKe
MH(OPMALIMIO O TOM, KaK Thl U TBOU POJUTEINN TUIAHUPYETE MPOBECTH KAaHUKYJIBI;

3. 3amuinait CBOO peryTaluio - JepXKH ee B YMCTOTE U 3a/1aBail cebe BOnpoc: XOTel Obl Thl, YTOOBI
JIpyrue TOojb30BaTeId BHUAETH, 4YTO Thl 3arpyxaems? Ilogymali, mpexae dYeM 4TO-TO
OIyOJIMKOBATh, HAMKMCATh U 3aTPy3UTh;

4. Ecnu Tl TOBOpULIb C JIIOJBMU, KOTOPBIX HE 3Haelllb, HE UCIOJb3Yil CBOE peaJlbHOE UM U
JIPYTYIO JTUUHYI0 HHPOPMAIH: UMsI, MECTO KUTEJIbCTBA, MECTO yueObl U MpOUEe;

5. U30eraii pasmemienusi ¢otorpaduit B MHTepHere, rie Thl M300pa’keH HA MECTHOCTH, IO
KOTOPOH MOXHO OIIPENEIIUTh TBOE MECTOIOJIOKEHHUE;

6. HpI/I peructpaniiu B COLIMAJIbHOM CeTH HCOGXOZ{I/IMO HCIIOJIb30BATh CJIOXKHBIC IIapOJIH,
COCTOAIIUEC U3 6yKB n I_II/I(I)p 1 C KOJITMYCCTBOM 3HAKOB HC MCHEC 8;

7. Ay conpanbHON CETH, MOYTHI U JPYTUX CAUTOB HEOOXOAWMO HCIIOJIB30BaTh Pa3HbIE MapOIIH.
Torpaa ecnu Te0s1 B3IOMAIOT, TO 3JI0YMBIIUIEHHUKH TIOJTy4aT JOCTYI TOJIBKO K OJHOMY MECTY, a He
BO BCE Cpa3y.

BJICKTI)OHHI)IC HCHbI'H

DNEKTPOHHBIE IEHBIH - 3TO OY€Hb YI00HBIIN CrIOCO0 MIaTeXel, 0JHAKO CYIIECTBYIOT MOILIEHHUKH,



KOTOPBIC XOTAT MOJYYUTb OTU ACHBI'U.

:‘)J'IeKTPOHHBIe JCHbI'M IIOABUWJIMCh COBCEM HCAABHO H HWMCEHHO H3-3a 3TOI'O BO MHOI'HX
rocyaapCTBax a0 CUX IIOp HE IIPOIIMCAHO ITPO HUX B 3aKOHAX.

B Poccuu xe oHu (QyHKIMOHHPYIOT M O HHX YK€ MPOIMHCAHO B 3aKOHE, TNIe UX Pa3leisaioT Ha
HECKOJIbKO BHJIOB - aHOHMMHbBIE U HE aHOHUMHBIE. Pa3Hulla B TOM, 4TO aHOHMMHBIE - 3TO T€, B
KOTOPBIX paspeliaercss MPOBOAUTH omepanuu 0e3 wuaeHTU(UKALUK [OJb30BaTeNsi, a B
HEAHOHHUMHBIX UACHTU(UKAIINS TTOIH30BATENS SBISETCS 0053aTeIbHOM.

Taxoke cieayer pa3indarh JMEKTPOHHBIC (PUATHBIE IEHBIH (PaBHBI TOCY/IaPCTBEHHBIM BaJIOTAM)
U 3JICKTPOHHBIE He(UATHBIEC ACHBIH (HE paBHBI TOCYIAPCTBEHHBIM BAIIOTAM).

OCHOBHBIE COBETHI 10 OE30IaCHOM pa60Te C DJICKTPOHHBIMHU JICHbI'aMU:

1. TlpuBssku K cueTy MOOWJIBHBIN TenedoH. DTO caMblii yIOOHBIH W OBICTPHIA crocod
BOCCTAaHOBHUTH JOCTYNl K cueTy. llpuBsi3aHHBIA TeneoH IMOMOXKET, eciu 3a0yAenb CBOM
IUIATEXKHBIM MapoJIb WK 3aiIe1Ib Ha CAalT C HE3HAKOMOTO YCTPONCTBA;

2. I/ICHOHBBYﬁ OJHOPA30BLIC ITAPOJIH. ITocne nepexoaa Ha YCUJIICHHYI0 aBTOpU3alUiO TeOe YK€ HC
6yz[eT YrpoKaThb OIMMACHOCTb KPaKH WJIN IIEPEXBATA IJIATCIKHOT'O IMAPOJIS;

3. Bribepu cnoxsbiii nmapons. [IpectynmHukam OyneT HE MPOCTO yraaaTh CIOKHBIA Hapoilb.
HanexHble maponu - 3T0 Mapoju, KOTOpbIE COAEP)KaT He MEHee § 3HAKOB M BKIIIOYAIOT B ce0s
CTPOYHBIE U MPONUCHBIC OYKBBI, IU(PHI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAaK J[oju1apa, pyHTa,
BOCKJIMIIATEbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOJHM CBOM JIMYHBIC JAHHBIC HA CaﬁTaX, KOTOPBIM HC JOBCPACIID.

DJIeKTPOHHASA MOYTA

ONEeKTpOHHAas MOYTa - 3TO TEXHOJIOTHMSI U TNPEAOCTaBISIEMBIE €0 YCIYTM IO IEPECBUIKE U
MOJIYUEHHUIO JJIEKTPOHHBIX COOOILIECHHUM, KOTOpBIE paclpeiesiioTcs B KOMIBIOTEPHOH CeTu.
OOBIYHO ~ DJIEKTPOHHBIM  MOYTOBBIM  SAIIMK  BBIJIIAUT — CIEAyOLMM  o0Opa3oMm:
UMs_TIOJb30BaTeNA(@HUMs_JIOMEHa. Takke KpoMme Iepefadyd MpOCTOro TEKCTa, HMeEeTCs
BO3MOXKHOCTb NepeaaBaTh (pailiibl.

OCHOBHBIC COBETHI 10 0€30ITaCHOM pa60Te C BHGKTpOHHOﬁ IMOYTOM:

1. Hago BBIOpaTh mpaBUIIBHBIA IOYTOBBIM cepBUC. B HHTEpHETE €cThb OrpOMHBIA BBIOOP
OecIUTaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIydllle JOBEPSTh TEM, KOTO 3Haellb U KTO MEpBBIH B
pEUTHUHTE;

2. He ykaspiBaii B JM4YHOM mouTe JUYHYy0 HH(popmanuioo. Hanpumep, nyuiie BbIOpaTh
"My3bIKabHbIN (aHaT@" uau "pokx2013" Bmecto "Temal3";

3. Ucnonp3yil ABYXATaHYIO aBTOPU3ALMIO. JTO KOI/la IOMHUMO IapoJisi HYXKHO BBOAMTH KOZ,
npucbUIaeMblil mo SMS;

4. Beibepu Cl0KHBIN Tapodib. i KaXXI0ro MOYTOBOTO SIIMKA JOJKEH OBITH CBOW HAaJEKHBIMH,
YCTOWYMBBIN K B3JIOMY 1apOJIb;

5. Ecim ecTp BO3MOXHOCTh HamucaThb CAMOMY CBOM JIMYHBIM BOIIPOC, HCIHOJIB3YH 3Ty
BO3MOKHOCTb;

6. Mcnonb3yit HECKOJIBKO MOYTOBBIX SIIMKOB. [IepBhIii UIsi 4aCTHOW MEPENHUCKH C aapecaTaMu,
KOTOPBIM Thbl JOBECPACIIDb. 910 3J'IeKTpOHHI)II\/’I aapeC HC HaJ0 HUCII0JIb30BaTh IIPU PErUCTpallvii Ha
dbopymax u caiftax;



7. He oTkpbiBaii (haliiisl M APYTHE BIOKEHHS B MUChMaX, AK€ €CJIM OHU MPUIILUTH OT TBOUX JIPYy3eH.
Jlyyiie yToYHM y HUX, OTIPABIISIIN JIM OHU TeOe 3T (ailibl;

8. Ilocne oxoH4YaHMs pabOTHl HAa MOYTOBOM CEpPBUCE NEepesa 3aKPHITUEM BKIAJKH C CAlTOM He
3a0ynp HaxaTh Ha "Beritn".

KuoepOy/JIMHT WJIM BUPTYaJibHOE U3/1€BATEIbLCTBO

KubepOymiuHr - mnpecienoBaHHe COOOMICHUSIMH, COJEPKAIIUMH OCKOPOJIEHHs, arpeccuro,
3aIyTUBAaHNE; XYJIUTAaHCTBO; COLMATbHOEC OOMKOTUPOBAHHE C TIOMOIMIBIO PA3TUYHBIX HHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI IO O0pHOE ¢ KHOEPOYILITUHTOM:

1. He 6pocaiics B 60#. JIyumnii crioco0: MOCOBETOBATHLCS KaK ce0sl BECTH U, €CITH HET TOTO, K KOMY
MOHO OOpaTHTBLCS, TO BHAYaJIC YCIIOKOUThCS. ECIIM Thl HAYHEIb OTBEYATh OCKOPOJICHUSAMH Ha
OCKOPOJICHHS, TO TOJBKO eIile OO0JIbIIEe Pa30MIKEIb KOHDIUKT;

2. YopaBnsii cBoel kubeppernyranuei;

3. AHOHMMHOCTh B CETH MHHMasl. CyH_ICCTBy'IOT CII0COOBI BBIXICHHUTB, KTO CTOUT 3a aHOHHUMHBIM
AKKAaYHTOM;

4. He cTouT BeCTH XyJIUTaHCKUI 00pa3 BUPTyaJdbHOW XU3HH. VIHTEpHET (DUKCHPYET BCE TBOM
JEHCTBUS U COXpaHSET UX. Y TaIUTh uX OyJeT KpailHe 3aTpyIHUTENIBbHO;

5. CoGmroziait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyit enuHuuyHbli HeraTHB. OJHOPA30BbIE OCKOPOWUTENBHBIE COOOLICHHS JydIle
UrHopupoBaTh. OOBIUHO arpeccusi NpeKpalaeTcs Ha Ha4aJIbHOU CTaauH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIIEHUSIMHU, B COITHATBHBIX CETAX
€CTh BO3MOYKHOCTb OJIOKHPOBKH OTIIPaBKU COOOILEHUH C ONPEJIETICHHBIX apEeCcOB;

8. Ecnu ThI cBuaeTens kuOepOymiauHra. TBou NeicTBUSA: BBICTYIHUTh HPOTUB INpeciieioBaTes,
M0Ka3aTh €MY, YTO €ro JeHCTBUS OLIEHUBAIOTCS HETaTUBHO, TIOJEPKATh KEPTBY, KOTOPOU HYKHA
MICUXOJIOTHYECKask MOMOIb, COOOILIUTH B3POCIBIM O (DaKTe arpeCCUBHOTO MOBEJEHUS B CETH.

MoOunbHbIN TeJ1e(POH

CoBpeMeHHbIe cMapT(HOHBI U IUIAHILETH COAEpKaT B ceOe BIIOJIHE B3POCIHbIH (YHKLIHOHAM, U
Ternepb OHM MOTYT KOHKYPHPOBaTh CO CTAallMOHApHBIMH KoMIbloTepamu. OJHAKO, CpelCcTB
3aLUTHI JJIs1 TOAOOHBIX YCTPOWCTB MOKA 04€Hb Majo. TecTupoBaHUE U MOUCK YSI3BUMOCTEN B HUX
IPOMCXOIUT HE TaK MHTEHCUBHO, Kak i 1K, To jke camoe kacaeTcsi 1 MOOUJIbHBIX MPHIIOKEHHUH.

COBpCMCHHLIC MOOUJILHBIE 6pay3ep£,1 YK€ NPAKTHUYCCKU NOTHAJIU HACTOJIBHBIC aHAJIOTH, OAHAKO
pacmiupeHuc (I)YHKL[I/IOHaJ'Ia BJIEUET 3a COOOM 6OJ'IBI_I_IYIO CJIO)KHOCTb U MCHBIIYIO 3alITUIIICHHOCTD.

Jlaneko He Bce TMPOM3BOJIUTENHM BBITYCKAIOT OOHOBJICHHS, 3aKPBHIBAIONINE KPUTHUYCCKUE
YSI3BUMOCTH JJISI CBOUX YCTPOWCTB.

OCHOBHBIE COBETBI JJIsA 0e30MacHOCTH MOOUIIEHOTO TCJIC(I)OH&Z

Huuero He sBisieTcss mo-HacTosAmEeMy OecrulaTHbIM. byas ocToposkeH, Beab Korjaa Ttebe
MpeiaraloT OECIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO TIJIaTHBIE YCIIYTH;

Jymaii, npexxae yem ornpaBuTh SMS, ¢poto mim Buaeo. Thl TOYHO 3HAEINIb, IJe OHU OyAyT B
KOHEYHOM uTOre?



Heo6xoa1Mo 0OHOBIATE ONEPAITMOHHYIO CUCTEMY TBOETO CMapT(OHA;
Hcnonb3yit aHTUBUPYCHBIE TPOrPAaMMBI JIIsI MOOUJIBHBIX TeNEe(OHOB;

He 3arpyxail npunokeHuss OT HEM3BECTHOIO HCTOYHHMKA, BEAb OHU MOTYT COJEpKATb
BPEIOHOCHOE NPOrpaMMHOE 00ECIIEUEHHUE;

IToce Toro kKak Thl BBIMJCIIH C CaldTa, TJIe BBOJIWJ JIMUHYIO WH(OPMAIUIO, 3aiIM B HACTPONKHU
Opay3epa u ynanu cookies;

Ilepnonnuecku npoBepsii, KaKue IUIATHBIE YCIIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

I[aBaﬁ CBOH HOMEDP MOOMILHOTO TeJ'Ie(bOHa TOJIBKO JIFOJSAM, KOTOPBIX Tbhl 3HACHIb U KOMY
JOBEPSCHIb,

Bluetooth ngomxeH OBITH BBIKIIOYEH, KOTJAa Thl UM HE TMojib3yembcs. He 3a0bBail mHOTIA
MIPOBEPSITH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UIPBI - 3TO KPACOYHbIE, 3aXBaThIBAIOIINE pa3BIeueHUs, OObEINHSIONINE
COTHH ThICSAY YEJIOBEK MO BceMy MHpY. Urpoku ucciaeayoT 1aHHbI UM MUp, OOLIatoTCs ApYT C
JPYTOM, BBINOJIHSIOT 3a/1aHuUs, CPAYKAIOTCS C MOHCTPAMHU U IOJIY4aroT OMBIT. 33 YA0BOJIBCTBHE OHU
IUIATAT: MOKYMAIOT AUCK, OIUIAYMBAIOT a0OHEMEHT WK NPUOOPETAIOT KaKUe-TO OMLIHH.

Bce atu cpeactBa uayT Ha moJJep)KaHUE W Pa3BUTHE UTPHI, a TAKXKE HA caMy O€30MacHOCTH:
COBEPIIICHCTBYIOTCS CHCTEMbI aBTOPHU3AIlMH, BBHITYCKAIOTCS HOBBIC MaTud (IU(POBBIC 3aIlJIaTKU
JUTSL IPOTPaMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO,I[O6HBIX Urpax CTOHUT OIIaCaTbCsa HC CTOJIBKO CBOHMX COIICPHHUKOB, CKOJIBKO KpaXh TBOCTO
mapoJrsi, Ha KOTOPOM OCHOBAaHA CUCTCMA aBTOpU3allu1 OOIBIIMHCTBA urp.

OCHOBHBIE COBETHI IO 0€30MaCHOCTH TBOETO UTPOBOTO AKKAYHTA!

1. Ecnu npyroit urpok Bezper ceOsi IUIOXO MM co37aeT TeOe HEeNMPHUITHOCTH, 3a0J0KUpYH ero B
CIIMCKE UTPOKOB;

2. HO)KB.J'IYFICSI AIMUHHUCTpATOpPAM HUIPbI Ha IIJIOXOC IMOBCACHUEC I3TOIO HI'POKA, KEJIATCIBHO
MMPUIIOXKUTH KAKUEC-TO JOKA3aTCIILCTBA B BUAC CKPUHOB;

3. He ykaspIBail 1nuHyt0 HHPOpMALUIO B Tpodaiiine urpsl;
4. YBaxkall Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuIaIbHbIE TATYU U MOJIBI;

6. Mcnionp3yil CII0KHBIE U pa3HbIE 1apOJIy;

7. Jlaxxe BO BpeMsl UTPbl HE CTOUT OTKJIIOYaTh aHTUBUpYC. [Toka ThI urpaems, TBOM KOMIBIOTEP
MOTYT 3apa3HTh.

@OUIIMHT WIH Kpaika JUIHBbIX JaHHbIX

OOBIYHON Kpaxkell JeHer W JOKYMEHTOB CEroJHsl YK€ HUKOTO HE YAMBHIIb, HO C Pa3BUTHUEM
WHTEPHET-TEXHOJIOTUH 3JIOYMBIIIJICHHUKN TEPEMECTHUIINCh B HWHTEPHET, W TMPOIOJIKAIOT
3aHUMAaTbCA "IIFOOUMBIM" JI€JIOM.

Taxk mosiBuIach HOBas yrpo3sa: HHTCPpHET-MOMICHHNYCCTBA UJIN (bl/IHH/IHF, TJIaBHaA LCJIb KOTOPOTro
COCTOHUT B IOJYUCHUH KOH(I)I/I,Z[CHL[I/IaJ'IBHBIX JaHHBIX MOJb30BaTeNIell - JIOTUHOB U naponeﬁ. Ha



aHTIMicKoM si3bike phishing unrtaercs kak ¢ummar (ot fishing - peiObnas nosmust, password -
MapoJib).

OCHOBHBIE COBETHI 110 OOPHOE C PUITMHTOM:

1. Cnenm 3a cBoMM akkayHTOM. Eciu Thl mojo3peBaenib, 4YTO TBOS aHKETa ObUIa B3JIOMaHa, TO
HE00XOIMMO 3a0JIOKHPOBATh €€ U COOOLIMTh aJIMHHHCTpaToOpaM pecypca 00 3TOM KaK MOXHO
CKOpee;

2. Ucnonb3yit 6e30macHbie BeO-CATHI, B TOM YKCJIe, HHTEPHET-Mara3nHOB U TIOMCKOBBIX CHUCTEM;

3. Hcnonw3yil clOXHBIE W pasHble maponu. Takum oOpa3om, eciu TeOs B3IIOMAIOT, TO
3JIOYMBIIJICHHUKHA ITOJIY4YaT JOCTYII TOJIBKO K OJJTHOMY TBOCMY HpO(bI/IJHO B CCTHU, a HC KO BCEM,

4. Eciu Tebs B37IOMaad, TO HEOOXOJUMO MPEAYNpPEeIuTh BCEX CBOMX 3HAKOMBIX, KOTOpHIE
n00aBIeHBI Y TEOSI B IPY3bsIX, O TOM, UYTO TeOs B3JIOMAIN U, BO3MOXKHO, OT TBOETO UMEHHU OyieT
pacchuIaThCs CIlaM M CCHUIKU Ha (PUITUHTOBBIC CANTHI,

5. YcranoBu HanexHbIN maposb (PIN) Ha MoOOHIBHBIN TenedoH;
6. OTKIII0YM coOXpaHEHHE Mapods B Opaysepe;

7. He oTkpbIBaii paiisiel ¥ ApyrUe BIOKEHUS B MUCbMaX, Aa’Ke €CIIM OHU MPUIILTH OT TBOUX APY3€eil.
Jlyyiie yTOYHH Y HUX, OTIIPABJISIIN JIU OHU TeOe 3T (ailibl.

Mudposas penyrauus

[MudpoBast pemyrauus - 3TO HEraTHUBHAs WM TO3UTHBHas uHpoOpManus B ceTH o Tebe.
Komnpomerupyromas undopmaius, pasMemieHHas B UHTEPHETE, MOXKET CEphe3HbIM 00pazoM
OTpa3uThCs Ha TBOEU peanbHOM xu3HU. "LludpoBas penyranusa" - 3TO TBOW UMUK, KOTOPBIN
dbopmupyetcs u3 uHpopMaiuu o Tede B UHTEPHETE.

TBoe mecto KUTCIILCTBA, y‘IC6LI, TBOC q)HHaHCOBOG IMOJIOKCHHUC, 0COOEHHOCTH XapaKkTepa Hu
paccka3bl O OJIM3KHUX - BCE 9TO HAKAILJIUBACTCS B CCTH.

MHorve mnoApOCTKH JIETKOMBICIEHHO OTHOCATCS K MYOJMKAallMM JUYHONM HHPOpManuu B
HuTepHeTe, HE MOHMMAsi BO3MOYKHBIX MOCEACTBUMN. ThI 1aXke HE CMOKEIIb JOTaAaThes O TOM, 4TO
dororpadus, pazMerieHHas 5 eT Ha3aJ, cTajla IPUYUHONW OTKa3a MPUHATH Te0s Ha paboTy.

KommeHnTapuu, pa3menienue TBoux Qgortorpaduil U qpyrue AeUCTBUS MOTYT HE MCUE3HYTh Jlake
MOCJI€ TOTO, KaK Thl UX yJAalHIlb. Thl HE 3HACIIb, KTO COXPAHUI 3Ty HH(POPMAIHIO, [T0MaJia JIU OHa
B MTOMCKOBBIE CHCTEMBbI U COXpaHHUJIACh JIU OHA, a TJIaBHOE: YTO MOJYyMalOT O Tebe OKpyXKarolue
JIIOJIM, KOTOpbIE HAAYT U YBUIAT 3T0. HailTh nHpOpMaIo MHOTO JIET CIIyCTSI CMOXKET JH000H -
KaK U3 100pbIX NOOYKIAEHUH, TaK U C HAMEPEHUEM ITPUUUHUTE Bpea. DTO MOXKET OBITh KTO YTOAHO.

OcCHOBHBIE COBETHI 110 3alTUTe HU(PPOBON pemyTauu:

1. [Togymaii, mpexae ueM 4To-To MyOJIMKOBATh U MepeiaBaTh y cedst B 6JIore Uilu B COLMAIbHOM
CeTH;

2. B mnacrtpoiikax npo¢uis yCTaHOBM OrpaHWYEHMs] Ha MPOCMOTP TBOEro Mpoduis U €ro
COJIEPKUMOTO, C/IeJIall €ro TOJIBKO "UIs Apy3en’;

3. He pa3memaii 1 He yka3biBall MHPOPMAIIUIO, KOTOPask MOXET KOTro-JIMOO OCKOPOJISTH WU
00MXKaTh.

ABTOpPCKOE MPaBo



CoBpeMeHHbIE NIKOJILHUKH - aKTUBHBIE TI0JIb30BaTENN HIUPPOBOTO MpocTpancTBa. OHAKO AalIeKO
HE BCE 3HAIOT, 4YTO II0JIb30BAHUE MHOTHMH BO3MOXXHOCTAMHU IU(PPOBOIO MHUpA TpedyeT
COOJIIOJICHHS TTPAB HA MHTEIJICKTYAIbHYIO COOCTBEHHOCTD.

Tepmun  "WHTEUIEKTyallbHass COOCTBEHHOCTB" OTHOCHUTCS K  Pas3IMYHBIM  TBOPCHHSIM
YeJI0OBEYECKOr0 yMa, HauWHAsl C HOBBIX M300PETCHUN M 3HAKOB, 0003HAYAIONINX COOCTBEHHOCTh
HAa TMPOIYKTHl M YyCIyrd, W 3aKaHyuBas KHUramu, Qororpagusmu, KUHOUIBMAMH U
MY3bIKaJIbHBIMU MPOU3BEICHUSIMHU.

ABTOpCKHE ITpaBa - 3TO MpaBa Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOMU3BEIECHUS HAyKH,
JUTEPAaTypbl U HCKYCCTBA. ABTOPCKHE IIpaBa BBICTYNAIOT B KadeCTBE IapaHTUU TOTO, YTO
UHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyJIeT HalpacHbIM, JacT €My CIpaBelIMBbIe
BO3MOXKHOCTH 3apaboTaTh Ha pe3y/ibTaTax CBOErO TPyZa, MOJYYHTh U3BECTHOCTHh W NMPU3HAHHE.
Huxkro 6e3 pa3peleHus aBTopa He MOXKET BOCIIPOU3BOJUTH €r0 IPOU3BEIEHHUE, PACIIPOCTPAHSITD,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABATh, HWMIIOPTHPOBATH, IyCKaTb B MPOKAT, MyOJIWYHO
UCTIOJIHATH, IOKA3bIBATH/UCIIOIHATE B AHpe WiIH pa3memaTs B IHTepHeTe.

Hcnonb3oBanue "mupaTckoro” mporpaMMHOIro 00ecredeHus: MOXKeT IPUBECTU K MHOTUM PHCKaM:
OT MOTEPU JITAaHHBIX K TBOUM aKKayHTaM J0 OJIOKMPOBKU TBOETO yCTPOWCTBA, I/IE€ YCTaHOBJIEHA
HelerajabHas nporpamMMa. He crout Taxoke 3a0bIBaTh, UTO CYIIECTBYIOT JIeTajlbHbIE U OECIUIaTHbIE
IIPOrpaMMbl, KOTOPbIE MOXKHO HAUTHU B CETH.

O nopraJe

CereBH4oK.p( - TBOU TJIABHBIH COBETYHK B CETH. 3/1€Ch Thl MOKEIIb Y3HATh O 0€30IaCHOCTH B
CeTH TMOHSATHBIM U JIOCTYIHBIM $I3BIKOM, a IpPH BO3HUKHOBEHHHM KPUTHUYECKOW CHUTYaIlUU
00paTUTHCS 3a COBETOM. A TakKe MPUHATH y4acTHE B KOHKYpCax M CTaTh CaMbIM HU(POBHIM
rpaxxaaHuHOM!



