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ITepedyens 0603HaYeHMIT H COKPALIEHU

APM - aBTOMaTH3MpOBaHHOE paboyee MECTO;

WP - uadpopManuoHHEIH pecypc;

WCII[IH - naopMannoHHas cucTeMa ePCOHATBHBIX TaHHBIX;
K3 - xonTpONMIMIpyeMas 30Ha;

[T/T1 - mepcoHaNbHEBIE TaHHBIE,

IT1O - nporpammHOe oGeceYeHue;

IITC - nporpaMMHO-TeXHIYECKHE CPEICTBA;

[ISMHH - no6oyHbIe 31€KTPOMArHUTHBIE M3/TyYEHUS ¥ HABOIKH;
C3MU - cpexncrBa 3amuThl HHGOPMAIIHH;

CK3U - cpeacta kpunTorpadhuueckoit 3amuTsl HHGOpMAaIKy;
OCB - PenepanpHas ciyx0a 6€30MacHOCTH;

®CO - PenepanpHas ciryxba OXpaHsI;

OCTIK - OenepanbHas Cryk6a 10 TEXHHIECKOMY H 9KCIIEPTHOMYKOHTPOITIO.



1. O0mue moJ1oKeHUs

Hacrosimass Mojens yrpo3 0e30macHOCTH IEePCOHAIBHBIX IAHHBIX (Aanee — Mopens) conepXuT
CHCTEMaTH3UPOBAHHBIN [TEpeYeHb YIpo3 6€30MacHOCTH IEPCOHAIBHBIX JAHHBIX ITpU UX 06paboTke B MKV
VipaBieHne MOJIONIEXH, CIIOpTa M Typu3Ma aaMuHHcTpanuu ropoga Cumoeponons PecrnyGmuku Kpbsiv
(nanee — Yupasienue). YKa3aHHEIE YrPo3bl MOI'YT HCXOAUTE OT MCTOYHMKOB, UMEIOLIMX aHTPOIIOTeHHBIH,
TEXHOTCHHBIM ¥ CTHXMHHBIA Xapakrep W Bo3zaeicTByiomux Ha yassumocTH MICII/IH, XapakTepHble I
nanno# UCIT/{H, pean3yst TeM caMbIM yrpo3bl HHQOPMAIMOHHOH 6€30I1aCHOCTH.

B Monenu naercs o6o6mennoe onucanue VICII/IH, cocTaB, KaTeropuy U NpenoaaraeMbiii o0bem
obpabateiBaembIx [1/TH ¢ mocnemyromeit knaccuduxanuei UCIIn

Moens onuchIBaeT MOTEHIIMATBHOrO HapymuTels 6e3onacHocTd II/IH ¥ OAXOMBI 10 ONIPENEIEHUIO
aKTyaJIbHOCTH yIPo3 C YY4ETOM BO3MOXHOCTEH HapymTens u ocooeHHocTe# konkpeTHoi UCIT/IH.

Hactosmmiit TOKyMEHT COCTaBJI€H B COOTBETCTBUY CO CIEAYIOIIMMH AEHCTBYIOIIMMU HOPMAaTHUBHO-
METOANYECKUMH TOKYMEHTaMH I10 3alUTe NEePCOHATBHBIX JaHHBIX:

- QenepanpHblii 3akoH oT 27 uroist 2006 roga Ne 149-03 «O6 undopmaiuy, HHPOPMALMOHHBIX
TEXHOJIOTHSIX H O 3aIUTe HHPOPMAIHHY;

- ®enepanbHenii 3akoH ot 27 uroiist 2006 roga Ne 152-03 «O nepcoHaIbHBIX JaHHBIX»;

- OenepanpHbiii 3akoH OoT 7 mas 2013 r. Ne 99-©3 "O BHeceHMHM H3MEHEHUH B OTHAEIbHBIE
3aKOHOJaTeJIbHbIe akThl Poccuiickoit ®enepanyu B CBS3U C NpUHATHEM (QenepanpHoro 3akona "O
parudpukanuu Kousenmun Cosera EBpomer O 3ammure (u3uyeckux JIMIl NP aBTOMAaTH3UPOBAHHOM
00paboTKe MePCOHATBHBIX JaHHBIX" U (efepabHOro 3akoHa "O nepcoHaIbHBIX JaHHBIX '

— IMocranosnenue IlpaButenscTBa Poccuiickoit @enepannu ot 01 HosiOps 2012 roma Ne 1119 «O6
YTBEPXKACHUU TpeOOBaHUN K 3alUTE MEPCOHAIBHBIX JAHHBIX IPH MX 00paboTke B MHPOPMAIMOHHBIX
CHCTEMax NMEPCOHATBHBIX TAHHBIX»;

- Ilepeuens Mep, HampaBJIEHHBIX Ha OOecleYeHUe BBINOJIHEHUS 00S3aHHOCTEH, MpexyCMOTPEHHBIX
®enepanbHbM 3aKk0HOM "O NepCOHAIBHBIX JaHHBIX" U IPUHSATHIMU B COOTBETCTBUH C HUM HOPMATUBHBIMU
IIPaBOBBIMU aKTaMH, OIIEPATOPAMH, SBIISIFOIIUMUCS FOCY JAPCTBEHHBIMY UM My HUIIMTIAILHBIMUA OpraHaMH,
yTBEpXKIEHHBIH nmoctanoBineHueM [IpaBurensctBa Poccuiickoit @enepanuu ot 21 mapra 2012 1. Ne 211;

- Vxka3 Ilpe3unentra Poccuiickoit ®enepauuu ot 17 mapra 2008 roma Ne 351 "O wmepax mo
obecrieueHnio uHpOpManuoHHON Oe3omacHocTH Poccuiickoit ®enepanuu Inpu  MCIOJIB30BaHHUU
UHGOPMAIIMOHHO-TEJIEKOMMYHUKAIIMOHHBIX CETel MEX/TyHapOJHOTO HHPOpMallMOHHOro obMeHa";

- Ilopsmox mpoBenenus iaccupuxkanuu HHPOPMAIMOHHBIX CHUCTEM IE€PCOHAIBHBIX JIAHHBIX,
yrBepxxaeHHbIi mpukazoM OCTIK Poccun, ®CH Poccun u Munundopmeszu Poccun ot 13 deBpans
2008 roma Ne 55/86/20 (3apeructpupoBan Munrocrom Poccun 3 ampens 2008 rona, peructpanroHHbiil No
11462);

- IlomoxeHue o pa3paboTKe, NPOU3BOJACTBE, pEAIN3AIMM M OKCIUTyaTalUd MIH(POBAIBHBIX
(xpunrorpadudeckux) cpeacts 3aumTel vHGopMarmu ([Tonoxenue [TK3- 2005), yrBepkaeHHOE IpHKa3oM
®CbB Poccun ot 9 despans 2005 roga Ne 66 (3apeructpuposad Munioctom Poccun 3 mapra 2005 ropaa,
peructpanuoHHbIit Ne 6382);

- TunoBele TpeGoBaHMS O OpraHu3alMy M oOecredeHHI0 (QYyHKIMOHMPOBAHHS MIHUGPOBATBHEIX
(xpunrorpaduyecKkux) CpeACcTB, IpeIHa3HAYECHHbIX U1 3aIUTH HHYOPMALUH, HE COJepXKallei CBEICHUH,
COCTaBJIIOIIUX IOCYAApCTBEHHYIO TaifHy, B Cllyyae MX MCIIOJIB30BaHUs I oOecreyeHus 0e30I1acHOCTH
IIEPCOHAIBLHBIX JaHHBIX IIPU UX 00paboTke B MHYOPMALMOHHBIX CHCTEMaX NMepCOHATBHBIX JaHHBIX (DCH
Poccun, Ne 149/6/6- 622, 2008);

- Meronuyeckue peKOMEHIAIMH IO OOECHEYEHHIO C IOMOIIBIO KPHUITOCPEACTB OE30MaCHOCTH
IIEPCOHAIIBHBIX JAHHBIX IPU UX 00paboTke B MHMOPMAIMOHHBIX CHCTEMax IEPCOHATBHBIX JAHHBIX C
ucnoss3oBanueM cpeactB aBToMaTu3anuu (OCB Poccuu, Ne 149/5-144, 2008);

- Meronuka omnpeneneHUs aKTyadbHBIX yrpo3 O€30IIaCHOCTH MEPCOHAIBHBIX JAaHHBIX INPH HX
o6paboTke, B MHOOPMALMOHHBIX CHCTEMaX II€PCOHATBHBIX HaHHBIX (yTBepxkaeHa 14 despans 2008r.
3amectuTeneM qupekropa @CTIK Poccun);

- basoas Mmozmens yrpo3 Ge3omacHOCTH MNEpPCOHAIBHBIX IAaHHBIX IpH MX 00paboTke, B

MHQOPMAIIMOHHBIX CHCTEMaX IIePCOHAIbHBIX NaHHBIX (yTBepkaeHa 15 ¢espans 2008r. 3amecTuTeNneM
mupexropa @CTIOK Poccun);



— Cocras u cozepikaHHe OPraHU3ALMOHHBIX U TEXHHYECKHUX MEP MO 00ECHeYeHHI0 Ge30MacHOCTH
NIEPCOHAIBHBIX JaHHBIX NPH MX 00paboTke B HMH()OPMALMOHHBIX CHUCTEMaX MEPCOHAIBHEIX JIaHHBIX,
yTBepxaeHHoe nprkasom aupexkropa PCTOK Poccun ot 18 despans 2013 roma Ne 21;

- TpeGoBanus o 3ammTe HHPOPMALMH, HE COCTABIISIOLIEH FOCY IapCTBEHHYIO TaliHy, coepaluencs B
roCy1apCTBEHHBIX HH(GOPMAIIMOHHBIX CUCTEMaX, yTBepXIeHHbIe mpukazom  OCTIK  Poccum ot
11 beBpans 2013 roja Ne 12

2. XapakTepHucTuka o0bexkTa HHGOPMATH3ANUH

B CII emmobopetB cymecTByoT ciieayrommue Tamns UCITx:

NCIIn YIpaBJICHUs NE€PCOHAIIOM.
UCI1 11 nepenaun uadopmarm, B ToM yrcie [1/{H, B uensx ucnonnenns OeepatbHbIX 3aKOHOB.
Cocras MCII/IH m oGpaGaThiBaeMbIX B HHMX IEPCOHAIBHBIX JAHHBIX IIPUBEIEH B

[Tpunoxennu Ne 1 k HacTosIIEMY IOKYMEHTY.

B xauecTBe 00bekTa HHQOPMATH3ALUK IPEANIPUATAS BBICTYIAFOT:

ABTOHOMHEIE aBTOMaTH3UPOBaHHbIe paboune mecta (APM).

JloxayibHbIE BEIYHUCITIUTEIILHBIE CETH.

B 3aBHCHMOCTH OT XapaKTE€PUCTHUK M OCOOEHHOCTEW OTHENBHBIX OOBEKTOB YacTh BBIYMCIIHTEILHBIX
CPEACTB IaHHBIX IPEANPUATHH TOAKIIIOYCHA K CETSIM CBS3U OOILIETO I10JIb30BAHUS.

BBox nepcoHaNbHBIX TaHHBIX OCYIECTBISETCS KAk ¢ GyMa)KHBIX HOCUTEEH (HampuMep, T0KYMEHTOB,
YAOCTOBEPSIOLIMX JIMYHOCTE CyObekTa I1JIH), Tak U ¢ 3JIeKTPOHHBIX HOCHUTEN N HH(OpMaLUH.

HUCI1T1 npennonararoT kak pacnpeaeneHHyo (Ha APM), Tak 1 HEHTpaTu30BaHHYIO (Ha BBLICICHHBIX
daiinoBsIx cepBepax cetn) 06paboTKy u xpanenue I1]1H.

Ilepconanbupie nannbie cy6nexros I1[u moryT BeBoguThCs 13 WCIIIH ¢ memsio nepexaun
TIEPCOHANBHBIX NaHHBIX cOTPYAHUKOB CIII ennHOGOPCTB, KaK B 2JIEKTPOHHOM, TaK M B OyMa)KHOM BHJIE.

KonTtpormupyemoit 3omoit (K3) UCII[IH 4BAfOTCS OTHENBHBIE INOMEINEHHs. B npeaenax
KOHTPOJIMPYEMOH 30HBI HAaxXOIsTCs paboume MECTa I10JIb30BaTelIeil U MeCTa XpaHEH s apXUBHBIX KOIIHIA
J@HHBIX, CEPBEPBl CHCTEMBI, CETEBOC W TEIEKOMMYyHHKalMOHHOe obopymoBanne WCII[H. Bue
KOHTPOJIMPYEMOH 30HBI HAXO/STCS JIMHUK TIEPEIadi JAHHBIX M TeJIeKOMMYHHUKAMOHHOE 060py0BaHHe,
HMCIIOJIB3yeMOe [UIss HHQOPMAMOHHOTO OOMEHA 110 CETSM CBSI3M OOLIEro MOJIB30BaHHUS M (MJIM) CETSAM
MEXIyHapOJHOr0 HHPOPMAIIMOHHOTO 0OMEHa.

3. CocraB, kKaTeropun U 06beM IePCOHATbHBIX AAHHBIX, ONPele/IeHHE YPOBHS 3AMHIEHHOCTH
MePCOHAJbHBIX JaHHBIX

Ha ocroBe xapakrepuctuk u ocobennocreit ucnonssyempix UCIIIH u o6GpaGaTbiBaeMbIX B HHX
IICPCOHABHBIX JAHHBIX, MOXHO KOHCTAaTHpPOBaTh, 4YTO IEPCOHATbHBIC [aHHbIE CyOBexkToB I1J]H,
obpabarbiBatorcs B Oprammsanmu HHOOPMALMOHHOM CHCTEMOH, 06pabaThiBaroLei o0IIeIOCTy ITHBIE
NEPCOHAIBHBIC JIAaHHBIC, a TAK)Xe CUCTEMOM, 00pabaTeIBalOIel HHbIE KATerOPHHU IEPCOHATBHbIX TAHHbIX.
CrennainbHble KaTeropuy MEPCOHANBHBIX JaHHBIX U OMOMETPUYECKHE HEPCOHAIbHBIE JAHHBIE B NCTIIu
Opranuzamuu He 06pabaThIBarOTC.

Ans UCIIJIn Oprausanuy aKTyalbHbl yrpo3bl 2 THIA - YIPO3bI, CBS3aHHBIE ¢ HATHYHEM
HEJIOKYMEHTHPOBAHHEIX  (HEJCKIADHPOBAHHBIX) BO3MOXHOCTEH B MpPHKIAAHOM  IPOrPAMMHOM
obecreyeHny, HCIIOIb3yeMOM B HH(GOpManMOHHOH crcTeMe. CoriacHo NOJIIYHKTY «6» myHKTa 11

«TpeboBanuif K 3aIMTe NEPCOHANBHBIX JAHHBIX TIPH UX 06paGoTKe B HHGOPMAIMOHHBIX CHCTEMAX
IepcoHanbHbIX NanHbIX» Wit UCIT/{H Opranusanmy TpebyeTcs obecneynTs 3-1il ypoBeHb 3alHIEHHOCTH
NIEPCOHANIBHBIX IAHHBIX ITPU UX 00paboTke B MHYOPMALIMOHHOM CUCTEME.

4. Cnoco0b1 HApYIIeHHs: XapaKTePHCTHK 6€30I1aCHOCTH IepPCOHATLHBIX
AAHHBIX

Vlcxons U3 nepeyns nepcoHaNIbHbIX NAHHEIX, 06pabaTsiBaeMbIX B WCIIIH, cymecTByIOT clieIyiomue
CIIOCOOBI HApYLIEHHUs XapaKTepUCTHK GezonacHocTy [1JH:



- XMIIEHUE NEPCOHATBHBIX IAHHBIX COTPYIHMKAMH IPEAIPHUSITHS JUIS UCIOIB30BAHUA B KOPBICTHBIX
LEJISX;

- iepesiada GUHAHCOBOH, alpECHOM, IOPHIMUYECKOI i poyel uHpopManuu o cyonbexte IT/[H TpeTbuM
JIALIaM;

- HECaHKIIMOHUPOBAHHOE IIyOJINYHOE pasriallleHHe MEePCOHATbHBIX AaHHBIX, CTABLIMX H3BECTHBIMU
COTpPYXHHKaM IPEIIPUSTHS;

- HCCaHKIIMOHUPOBAHHOE I10JTyYE€HHE IIEPCOHATBHBIX JAHHBIX TPETHHUMH JIUIIAMH;

- YHHUTOXEHHE HUHAHCOBOM, aipeCHOH, IOpUAMYECKOH i npoyeil nHdopmanuu o cyosekre I1/1H;

- Mopubukanus QUHAHCOBOM, aPeCHOM, IOPUINYECKOH U ipouei undopmanuu o cy6osexte [1/]H;

- GokupoBanue GUHAHCOBOM, aAPECHOM, OpHAMYECcKOl 1 mpoyeit nHopManuy o cyosexTe [1]1H;

- BBOJl HEKOPPCKTHOH (UHAHCOBOM, aApecHOH, IOPHINYECKOM U Mpodeil uHGOpMAIMK 0 CyOBeKTe
T;

- Iepe/1aya HEKOPPEKTHON QPUHAHCOBOH, aIpECHOM, FOPUINYECKO# 1 IpoYeil MHMOPMAIUHM O CYyOBeKTe
ITm;

- HCKaXXCHUE apXUBHOH nHopmarun 1o cyosexty [1)1H;

- YHHYTOXXEHUE apXMBHOH HHGpopManuu 1o cyosekry ITnn.

S. Yrposbl (6e30nacHOCTH MEPCOHAILHBIX IAHHBIX, IPH HX 00paGoTKe B MH(OPMAMOHHBIX
CHCTEMAaX MEePCOHAIBHBIX JAHHBIX

Hox yrposzamu Ge30macHOCTH NEpCOHANBHBIX JAHHBIX NpU MX o6pabotke B VICIIJIH moHMMmaeTcs
COBOKYITHOCTh YCIOBHH ¥ (DaKTOpOB, CO3JIAIONIMX MOTCHIMAILHYIO HJIM PEAIbHO CYIIECTBYIONIYIO
ONAaCHOCTh, CBA3AHHYIO C yTeYKOH HHGOpMauuu M (WIM) HECAHKUHOHHPOBAHHBIMH M  (MIIH)
HCIIPE/IHAMEPEHHBIMI  BO3/ICHCTBUsIMU Ha Hee. Takum oOpasom, yrposel Gesomachoctu IT[{n mpm nx
obpaborke B UCII/[H MOTyT GBITH CBA3AHEI KaK C HEIIPEAHAMEPEHHBIMHU IEHCTBHAMH NIEPCOHANIA HCI1n,
TaK U CO CINCHHAIBHO OCYIICCTBIIEMbIMH HEIPABOMEPHBIMH JEHCTBHSIMM OT/IEIBHBIX OPraHU3alUi U
TPaX/IaH, a TaK)Ke HHBIMH MCTOYHHKAMH yrpo3. HempaBoMepHbIe IeHCTBHS MOTIYT HCXOIUTh TAKKE U OT
COTPYIHUKOB IPEANPUATHS B CjIy4ae, KOrJa OHHM pacCMaTPUBAIOTCS B KAueCTBE IOTEHI[HAIBLHOIO
Hapymmrens 6e3onacHocty I[1/]H.

B nemsix ¢opmmpoBanus cuCTEMaTH3MPOBAHHOIO IiepedHs yrpo3 GesomacHocTd I1JH IIpH  UX
obpabotke B HMCIIJJH u pa3paboTke Ha HX OCHOBE YACTHBIX (IeTaTM3MpPOBaHHEIX) MoOJeIeH
IPUMEHUTENBHO K KOHKpeTHOMY BiIYy MICII/TH, yrpo3sl 6e30macHOCTH epcoHaIbHBIM nanHbM B MCTT/IH
MOXHO KJIACCH(QUIMPOBATH B COOTBETCTBHHY CO CJIEAYIOIMMH TIPH3HAKAMK:

- 110 BU/JIaM BO3MO>KHBIX HCTOYHHKOB YIPO3;

- o Tunty VICII]/IH, Ha KOTOpEIe HallpaBlieHa PeaTu3aus yrpos;

-10 BAIy HapylaeMmoro cBoicrsa wuHpopMammu (BHIYy HECAHKIMOHHUPOBAHHBIX JNEHCTBHIA,
ocymecTBisgeMbIX ¢ [1/1x);

- II0 c1Ioco0am peastu3aliu yrpos;

- 10 UCIOJIb3YEMOH YS3BUMOCTH;

-110 0OBEKTY BO3JICHCTBUS.

st UCTI/IH cymecTBYIOT ciledyI0mue KJIacchl yrpo3 6e30macHocTH:

Io Bu1aM BO3MOKHBIX HCTOYHHKOB yIpo3 6€30MaCHOCTH IEPCOHATBHBIX JAHHBIX

- YTPO3BIL, CBSI3aHHBIE C IPEJHAMEPCHHBIMH HJIM HEIIPEIHAMEPEHHBIMU JA€HCTBUAMY JIHL, WMEIOLIUMHU
noctyn k P MCI/lH, Brmowas mosbp3oBaTelnei, pealu3yomue yrposbl HenocpencTseHHo B UCTT)x;

- YTPO3BI, CBSI3aHHBIE C IPEIHAMEPCHHBIMU UJIM HENPEHAMEPEHHBIMH JAEHCTBUAMY JIUL, HE MMEIOIIHX
noctyna k UCII/In, peanusyiomue yrpossl U3 BHEITHAX CETEH CBS3M OBIIEr0 MOIb30BAHUS U (nmm) cereit
MEXJIyHapOHOT0 HH(POPMAIMOHHOIO 0OMEHa;

- YTPO3bl, BOSHUKHOBCHHME KOTOPBIX HANPSIMYIO 3aBUCHT OT CBOMCTB TEXHHKH, HCIOIB3YeMOH B
UCTI/TH;

- YIPO3BbI, CBA3aHHBIC CO CTUXUHHBIMU IPUPOIHBIMH ABJICHUSIMHU.

Kpome srtoro, yrposel Moryt BosHHKaTh B pe3yibTare BHEJPEHHUs allapaTHBIX 3aKIaJ0K U
BPEZIOHOCHBIX IIPOTPaMM.

ITo Ty UCII/In, Ha KoTOpBIe HANPABJIeHA yrpo3a:



ITo crpyxrype UCI1/{H, Ha KOTOpBIE HampaBlieHa yrpo3a, HeoOXOMMO PACCMATPHUBATE CJIELYIOLIHE
KJIacChl yTpo3:

- yrpo3sl 6e30macHOCTH HaHHBIX, oOpabareiBaeMbix B VICIIJITH Ha 06ase aBTOMaTH3MPOBAaHHBIX
pabouux MecT;

- yrpossl Oe3omacHOcTH [JaHHbIX, oOpabatbiBaemMbix B MCIIJJTH Ha 0ase JOKaIbHBIX
MH()OPMAIMOHHBIX CHCTEM.

ITo cioco0am peasimzanum yrpos:

ITo cnocobam peanu3anuu yrpo3 BhIICISIOT CIIEAYIONIHE KIIaCChl yIpo3:

- YIpO3bl, CBA3aHHBIE C HECAHKIIMOHMPOBAHHBIM JocTynoM K [I/IH (B ToM 4ucie yrpo3sl BHEAPEHUS
BPEJIOHOCHBIX ITPOrpamMM);

- yrpo3sl yreuku IIJ{H no rexnudeckum kananam yreykd uHpopmanuu (TKYH);

- yIpo3bl crienuanbHbIX Bo3aedcTeuid Ha UCII/IH.

ITo Buay mnapymaemoro cBoiicTBa wuHpopMannn (HECAHKUHMOHHPOBAHHBLIX JIeHCTBHIA,
0CYINECTBJISIEMbIX € EPCOHAJbHBIMH JAHHBIMH):

Ilo Buay HeCcaHKIMOHHUPOBAHHBIX JEHCTBUH,  OCYLIECTBISEMBIX C  IEPCOHAIBLHBEIMU
JAHHBIMH, MOKHO BBIJIEJIUTH CJIEAYIOLIUH KJ1ace yrpo3:

- Yrpo3bl, NPHUBOAAINME K HapylIeHHIO KOHpuIeHnHanpbHOCTH [IJIH (KOIMPOBAHMIO WK
HECAHKIIMOHUPOBAHHOMY  pAaclIpOCTPaHEHHIO), IIPH pealu3alld¥l KOTOPBIX HE OCYIIECTBIIAETCS
HETIOCPEICTBEHHOTO BO3/ICHCTBUSI Ha COiep)kaHue HH(POpMAIIHH;

- YIpo3bl, IPUBOJAINME K HECAHKIIMOHMPOBAHHOMY BO3ICHCTBHIO Ha COAEp)KaHHWE HH(OpMAlMHU, B
pesybTaTe KOTOPOIro IPOUCXOAUT U3MEHEHHE JaHHBIX WM UX YHUUYTOXKEHHUE;

- YIpO3BI, IPUBOJISAINNE K HECAHKIIMOHMPOBAHHOMY BO3/I€HCTBUIO Ha IPOrPAMMHBIE HJIU IIPOrPAMMHO-
anmapatele  onementel  VICII[H, B  pe3yiabrate  KOTOPOTO — OCYIIECTBIISCTCS OJIOKAPOBAHME
JTAHHBIX.

[To ucnone3yemoH ysI3BMMOCTH BBIIEIISIOTCS CIIEIYIOIINE KITaCChl yIPO3:

- YIpoO3bl, pealu3yeMBbIE C HCIOIb30BAHHEM YSI3BUMOCTH CHCTEMHOIO IIPOrPaMMHOIO OOecIedeHus
(I10);

- YIPO3Bl, peajin3yeMbIe C UCIIOIB30BAHUEM YSI3BUMOCTH NpuKiIagHoro I10;

- YTPO3bl, BO3HMKAIOIIME B PE3yJIbTATE MCIOJIL30BAHUS YSI3BUMOCTH, BbI3BaHHOU HamyueM B ICTT/In
annapaTHOM 3aKJIaIKH;

- YTpO3bl, pealu3yeMEIE C UCII0JIB30BAHUEM YS3BUMOCTEH IPOTOKOJIOB CETEBOIO B3aUMOACHCTBUS U
KaHaJIOB IIepe/Iayyl JJaHHBIX;

- Yrpo3bl, BO3HHKAIOIIWE B PE3yJIbTATEC HCIOJIb30BAHUS YSI3BUMOCTH, BBI3BAHHOM HENOCTATKAMH
OpraHM3aluy TEXHUYECKON 3alUThl MH(GOPMAIUH OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA;

- YIpoO3Ekl, peaIu3yeMbIe C UCIIOJIL30BaAHUEM y23BHMOCTeﬁ, 06}’CJ'IOBJII/IBaXOH_II/IX HAIITHYHUC TCXHHUYCCKHUX
KaHAJIOB YT€YKH UHPOpMAIIHH;

- YIPO3BI, pealli3yeMbI€ C UCIIOIE30BAHUEM YSI3BUMOCTEH CPE/ICTB 3aIUTH HH()OPMAIIHH.

ITo 0ObexTy BO3AEHCTBHSA BBIIEISIOTCS CIIEYIONIHE KIIACChl yTPO3:

- yrpo3sl 6e3onacHoctH [1/1H, 06pabarsiBacMbIx Ha APM;

- yrpo3sl GezonacHoctu I1]1H, 06pabaThiBaeMBIX B BBIICICHHBIX CPEJACTBaX 0OpaGOTKH (IIpHHTEpaX,
IVIOTTEpax,  rpadomoCTpOUTENsIX,  BBIHECEHHBIX  MOHHMTOpAaX,  BHIEONPOEKTOPAX,  CPEACTBAX
3BYKOBOCIIPOU3BECHUS U T.I1.);

- yrpo3sl 6e3onacHoctu [1]1H, nepenaBaeMbIX 10 CETSIM CBSI3H;

- YTPO3bl NIPUKJIATHBIM IIPOrpamMMaM, ¢ IOMOIIBIO KOTOPBIX oOpabarsiBarorcs I1)[x;

- YyIpO3bl cucremiomy IIO, oGecneunBaromemy ¢ynkuuonuposanue UCII/IH.

6. XapakTepHcTHKA HCTOYHHKOB Yrpo3 6e3011acHOCTH MePCOHATLHbBIX
nanubIX B UCIIIu

B orromenun UCIT/IH MOTyT CyIIecTBOBATh TPH THIIA MCTOYHHKOB YIPO36E30IaCHOCTH I 1x:
1. AHTpONOreHHBIE HCTOYHUKH yrpo3 Ge3omacHocTH ITJH.

2. TexHorenHble HCTOYHUKH Yrpo3 GesonacHocTH I1]TH.

3. CruxuitHble HCTOYHUKY Yrpo3 GeszonacuocTy [1]IH.



AHTpPONOreHHbIe HCTOYHUKH Yrpo3 6esonacHocTn I1In

B kavecTBe anTponoreHHoro ucrounuka yrpos mis UCIIIH HeoGxomxumo paccmarpuBaTh CyObeKTa
(JIMYHOCTB), MMEIOIMIETO CAHKUHMOHMPOBAHHBIA WM HECAHKUHOHMPOBAHHDIH JocTyn K pabore co
wratHbiMu cpenctBamu MICTI/[H, neHcTBHS KOTOPOro MOTYT MPUBECTH K HApYIIEHHIO GE30MacHOCTH
TNEPCOHATBHBIX NAHHBIX. AHTPOIIOTEHHBIE HCTOYHUKH yrpo3 10 oTHowmeHuio Kk MCIIJlH MoryT GbITh Kak
BHEILIHUMH, TaK 1 BHYTPEHHUMH.

Cpeny BHEIUHHX aHTPONOICHHBIX MCTOYHMKOB MOYKHO BBLICIHTH CIydYaiHble [IpeJHAMEPEHHBIE
HUCTOYHMKH.

Cryqaiinble (HenpeIHaMEPEHHBIE) HCTOYHUKA MOTYT UCTIONB30BATh TAKKE YS3BUMOCTH, KAk OLIHGKH,
CoBepLICHHbIC NpH NpoekTHpoBaHuK VICII/IH u ee 31eMEHTOB, OMIKOKH B IIPOrpaMMHOM OOECIICUESHHH;
PasIMYHOro poja cOOM U OTKas3bl, IIOBPEX/IeH s, nposBisgemsle B ICTI/H. K TakiM MCTOYHMKAM MOYKHO
OTHECTH IEPCOHAT IOCTABIMMKOB PA3IMYHOrO pPOjAA YCIYr, NMEPCOHAN HAA30pHBIX OpraHM3aluil |
aBapuiHBIX CIIYKO ¥ T.I. JIeHcTBUS (YTPO3BI), MCXOMSIIME OT AAHHBIX MCTOYHMKOB, COBEPLIAIOTCS IO
HE3HAHWIO, HCBHUMATEIbHOCTH MJIH XJIATHOCTH, U3 JIFOOOIBITCTBA, HO 6€3 3710r0 yMbIcIa.

IpesHamepeHHble HCTOUHMKY NPOSIBIISIOTCS B KOPBICTHBIX yCTPEMIICHUSX HapyluTenell. OCHOBHAS
LI€JIb TAKUX UCTOYHUKOB — YMBIILICHHAs Ie30praHu3aius paboTel, BEIBOJX CHCTEM YIIPABIEHHS U3 CTPOS,
MCKaXCHHE HH(OPMALMH 32 cueT NpoHnkHOBeHus: B VICTI/IH myTeM HecaHKIMOHHPOBAHHOTO JOCTyTIa.

BHYTpeHHUMM MCTOYHMKAMH, KaK IPaBUJIO, SBIAIOTCS CIIELHMATIACTBI B OOIACTH IIPOTPaMMHOT0
O0eCrieYeHHs] M TEXHMYECKHX CPEJCTB, B TOM 4HCJIE CPEACTB 3allMThI HHQOPMAIMH, HMEOLIHE
BO3MOXHOCTb HCTI0JIb30BAHMS ITATHOrO 000PYA0BaHHS ¥ IPOrpaMMHO-TexHuuecknx cpencts VICIT/(u. K
TaKAM HMCTOYHHKAM MOXHO OTHECTH OCHOBHOW TNEpCOHAJ, MNpEACTaBUTENEH CiIyx6 6e30macHoCTH,
BCIIOMOTATEJIbHBIA ¥ TEXHUUYECKUN TIEPCOHAI.

Jl1st BHYTPEHHUX HCTOYHUKOB yIPO3 0CO60€ MECTO 3aHMMAIOT YTPO3BI B BUJE OLIMGOYHBIX CHCTBHIS
W (W1H) HapyIIeHu# TpeGOBaHM# IKCIUTaTAlMOHHON U HHOM IOKYMEHTAIHH COTPY AHHKAMH VYnpasnenus,
nmeromux goctyn k P UCTI/{H. K mogo6HbIM yrpo3aM, B 4aCTHOCTH, OTHOCSTCS:

- HENPEIYMBIIUICHHOE HCKAKEHUE UITH yIaJIeHHe TPOrPaMMHEBIX KOMIIOHEHTOB;

- BHCJIPCHHE U MCIIOJIb30BAHHE HEYYTEHHBIX IPOIPAMM;

— MWTHOPHPOBAaHME OPTraHM3AlMOHHBIX OTPaHMYCHUH (YCTAHOBIEHHBIX IIpaBWiI) Hpu paboTe
pecypcamn HMICIT/{n, BKmIOYas cpeacTBa 3aumThl kHGopManuy. B qactHoCTH:

- HAapyILICHHE MPaBHJ XpaHCHHs HH(GOPMALMM OTPAHUYEHHOTrO JOCTYNa, HCIONB3YeMOH NpH
OKCILTyaTalld CPEICTB 3allMThl HMHQOpMaimu (KTOYEBOH, NapOIBHON M ayTeHTH(UIHPYIOIEH
HHbOpManuwm);

- TpEe/IOCTABJICHUE IOCTOPOHHMM  JIMIA@M BO3MOXHOCTH JIOCTYIIAa K CpEJICTBAM  3all[UTHI
MHQOpPMAlKK, @ TaKKe K TEXHHYECKAM M IIPOTPAMMHBIM CpEACTBAM, CIIOCOOHBIM IOBJIHSTH HA
BEINIOJIHEHUE IIPENBSBIISIEMBIX K CPEICTBAaM 3aIlHTEI HH(pOpMauu TpeGoBaHHI;

- HaCTpoiika M KOH(HUIYypHpOBaHHE CpPEACTB 3alUTHl MH(MDOPMAINK,A TAKKE TEXHHYECKHX U
IIPOTPaMMHBIX CPEJICTB, CIIOCOOHBIX HOBJIMATh HABBITOJNHEHHE IPEIBSBISAEMBIX K CPEACTBAM 3aIlUTHI
MH(OpMariK TpeOoBaHHH, B HApYICHIHE HOPMATUBHBIX ¥ TEXHHYECKHX J1OKYMEHTOB;

- HecooOIenre 0 GakTax yTpaThl, KOMIPOMETALME KITIOYEBOM, IIapOILHOM 1 ayTEHTHQUIMPYIOLIEH
HH(bOpPMALKH, a TakKe TG0 APyroil HHPOPMAIMH OTPAHIYEHHOrO J0CTYIIA.

HauGob11yto onacHOCTb PE/ICTABIIAOT IPEAHAMEPEHHBIE YTPO3bI, HCXO/ISIIIE KaK OT BHEIIHUX, TAK
¥ OT BHYTPEHHHUX aHTPOIIOTEHHBIX HCTOYHUKOB.

Heobxoaumo pacemaTpuBaTs ciieyowmye Kiacchl TaKHX yrpo3:

- YIPO3EL, CBS3aHHBIC C IPEAHAMEPEHHBIMH JCHCTBUAMM JIUL, UMerommu goctyn k MCIT/IH, BKIouas
nonb3osatenedt UCTI/IH 1 MHBIX COTPY/THUKOB IIPEANPUSTHS, PEATH3YIOMUMH YIPO3bI HETIOCPE/ICTBEHHO
B UCIIJln (BHyTpeHHNIA HAapyIIUTEND);

- YTPO3BI, CBSI3aHHBIE C MPEIHAMEPEHHBIMH JCHCTBUAMH JIMII, He UMerommMu noctyna Kk UCII/Ia u
peaTH3yIOMUMK YTPO3bl U3 BHEUIHUX CETeH CBA3M OOILIEro MOJB30BAHHMS WM CETEH MEXIYHAPOIHOIO
MHQOpMaMOHHOTO 0OMeHa (BHEIIHUI HApYIIUTENE);

- YIPO3bI, CBA3AHHBIC C MPCHAMEPEHHBIMH JCHCTBUAMM JIMIL, He UMetomumu noctyna k UCITJ(H u
peanusyomumMu yrposs! mo TKYU.

Texnorennnie ncrounnxu yrpos 6esonacnocru I1/{u

TexHOreHHbBIE HCTOYHHKM YIpo3 HANPAMYIO 3aBHCAT OT CBOWCTB TEXHHKH.



JlaHHbIE HCTOYHUKH TAKXKE MOTYT ObITh Kak BHEITHHMH, TAK ¥ BHY TPCHHUMH.

K' BHEIIHMM HMCTOYHMKAM OTHOCSTCS WH(MPACTPYKTYDHBIE 3JIEMEHTEHI WUCII[JH: cpenctBa cBsA3M
(TeneQoHHBIE JIMHMM, JMHAM [e€peJayd MJAHHBIX M T.UL), CeTH HH)XCHEPHBIX KOMMYHHKAIHMH
(BomocHaGxeHue, KaHAIH3AIMs, OTOIICHUE H TIp. ).

K BHYTpPEHHHMM HMCTOYHHMKAM OTHOCATCS HEKAYECTBEHHbIC TEXHHYECKHE U IIPOrpaMMHBIE CPEICTBA
00paboTKM HH(pOPMAIMH, BCIOMOraTeNbHbIE CPEACTBA (OXPaHbl, CUTHATM3AIMH, TenedoHHN), Jpyrue
TEXHUYECKUE cpeacTBa, npumenseMele B MCII/IH, a Takke BpeIOHOCHOE MPOrpaMMHOE 00eCTIeYeHIE U
annapaTHble 3aKJIaKH.

AnmapaTHasi 3aK/JaaKa

ATnapartHble 3aKIaKd MOTYT OBITh KOHCTPYKTHBHO BCTPOEHHBIMH ¥ ABTOHOMHBIMH.

AnmnaparHele 3aKJIaJJKH MOTYT PeaIu30BaTh yIPO3bI:

- coopa u Hakomnenus [1/JH, o6pabarsiBaembix u xpanumsIx B ICIT]IH;

- bopmuposanus TKYU.

B cumiy oTMedeHHBIX CBOMCTB ammapaTHBIX 3aKIagoK 3Q(EKTHBHAS 3alUTa OT HHX MOXET ObITh
obecrieyeHa TONBKO 3a CYET TINATENHHOTO ydeTa UX CHeIU(HKH 1 COOTBETCTBYIOIIEH OpraHu3aluu
TeXHHYECKOH 3aIUuThl HH)OPMAIMK Ha BCEX CTa/HsAX Xu3HeHHoro nukia UCIT/Ix.

Hocuren BpeoHocHoi nporpammsl

B kauectse HocuTens BpenoHocHO# mporpammsl B UCIIJ[H MOXeT BBICTYIIATh anmnapaTHbIA 3JIEMEHT
CPCACTB BBIMUCIUTENBbHON TeXHUKH 13 cocraBa VICIT{a umu I1O, BeIMONHSIOMEE POJh MPOrpaMMHOTO
KOHTEMHepa.

Ecnu BpejoHOCHas mporpaMma He acCOLMHpYeTCs ¢ KaKoM-THO0 NpPHKIamHOM IIpOrpaMMoi u3
cocrasa cucteMHoro wim obmero I10 VICIT/TH, B kadecTBe ee HOCUTENS BBICTYIIAIOT:

- BHEIIHAH MalIUHHBIA (OTYyXIaeMbIil) HOCHTENb, T.€. JUCKETA, ONTHIECKHH IUCK, JIa3EpHBIN JUCK,
G3II-aMsaTh, BHEIIHUHN )KECTKHH TUCK U T.IIL.;

- BCTPOCHHBIE HOCHTEIM HMH(pOPMAaluH (KECTKME NHUCKH, MHKDOCXEMBI ONEPATHBHOM MaMSTH,
IPOLECCOP, MHUKPOCXEMBI CHCTEMHOW ILIATHI, MUKPOCXEMBI YCTPOUCTB, BCTPAaUBAEMBIX B CHCTEMHBIA
6J10K ycTpokicTBa — BHIeoaanTepa, CETEBOM IMIATHI, YCTPOMCTB BBOAA/BBHIBOJA H T. I.)

- MHKPOCXEMBI BHEIIHUX yCTPOHCTB (MOHHUTOPA, KIIABHATY PBI, IPHHTEPA, IUIOTTEPa, CKAHEPa M T.IL.).

B ToMm ciryuae, ecnm BpejoHOCHAs MporpaMMma  MOXET OBITH IIPOaCcCONMUpPOBaHa € CHCTEMHEIM
uim o6um [10, ¢ datinamu pasMyHOM CTPYKTYpPbI Wi € COOBIIEHHAMH, IIepe1aBaAEMBIMH TI0 CETH, TO €€
HOCHUTEJIEM SBJISIOTCS:

- makeTsl nepenasaemMelx 110 cetu MICII/IH coobmennii;

- Gaiie! (MCTIONHSEMBIE, TEKCTOBbIE, FpaQMIecKHe 1 T.11.).

IIpy BO3HUKHOBEHHH YTPO3 U3 AAHHOM IPYTIIBI OSBIISETCS TOTEHIMATBLHAS BO3MOKHOCTD HapylIeHUs
KOHQUIEHIINATTEHOCTH, IIEJIOCTHOCTH, JOCTYIIHOCTH H APYTHX XapaKTepHCTHK 6e3onacnoctu [1/IH.

Cruxniinbie HcTOYHNKY yrpo3 Gesonacnoctu ITJIx

CTUXMAHBIE MCTOYHMKH YIpO3 OTJIMYAETCs GONBIIMM pa3HOOGpasheM H HETIPECKA3yEeMOCTBIO H
ABJIAIOTCA, KaK IPAaBAJIO, BHEIUHMMHM IO OTHOLICHWIO K VYnpasnenmo. II0J HMMH, Hpexue BCero,
PacCMaTpHUBAIOTCS Pa3IMIHbIE NPHPOJHBIC KATAKIIM3MBIL: I10XKaPbI, 3eMJICTPSCEHHUS], yparaHbl, HABO{HEHHS.
BO3HHKHOBEHME 3TUX HCTOYHHKOB TPYIHO CIIPOTHO3UPOBATE M MM TSKEJIO IPOTHBOJAECHCTBOBATh, HO IIPH
HAacTyIUICHMM IOJOOHBIX COOBITHI HapyIIaeTcs IUTaTHOe (GyHKIMOHMPOBAHHE camoi HUCIIIH u ee
CPEACTB  3alUTBL, HTO NOTCHUMANBHO MOXET IPUBECTH K HAPYLICHHIO KOH(HACHIHATBHOCTH,
LCJIOCTHOCTH, IOCTYITHOCTH | JIPYTUX XapaKTepUCTUK Ge3onacHocty [1)H.

3aiuTa oT yrpo3, HCXOAAIIMX OT TEXHOTEHHBIX U CTHXMHHBIX HCTOYHUKOB yrpos 6e3onacHoctu I1]]H,

PCLIAMEHTHPYETCS.  MHCTPYKUMAMHM, Da3pabOTAHHBIMH M yTBEP)KICHHBIMH ONEPaTOpOM ¢ y4eTOM
ocobennocreit axerutyartanuu UCIT/(H.

7. Moaenn napymuTesi 6€3011aCHOCTH epPCOHATLHBIX JAHHBIX

AHaJH3 BO3MOXXHOCTEH, KOTOPBIMA MOXeT 06J1afaTh HapyIIHTEIb, IIPOBOJUTCH B paMKaX MOJIEIIH
HapyIIUTEIs.

ITpu paspaboTke Moz HapyuIHTeNs 3ahUKCHPOBAHBI CIICYOLIHE TTOJOKEHHS:
- Besomacrocts I1lu B MCII/IH oGecrneunBaercs cpeacTBamH 3ammTel “HGopmanwu UCII)x, a



TaKXe HMCIIOJIb3yEMbIMU B HUX HH(QOPMALMOHHBIMU TEXHOJIOTHSMH, TEXHHYECKAMH H IPOTPAMMHBIMH
CPCACTBaMM, yIOBJICTBOPSIOIMMA TPeOOBAaHUAM II0 3al(UTe HHGOPMALMH, YCTAHABIMBACMBIM B
COOTBETCTBHH C 3aKOHOJATENLCTBOM Poccuiickoit ®enepanuu;

- Cpexcrsa 3ammre! nHGopMawy (C31) mTaTHO QYHKIMOHUPYIOT COBMECTHO ¢ TEXHHUECKHMHU M
NIPOTPAMMHBIMH  CPEJICTBAMH, KOTOpBIE CIIOCOOHEI NOBJIHMATh HAa BBIIOJHEHHE IpeabaBuseMblx k C3U
TpeOOBaHMIA;

- C3M He moryT oGecnieunts 3amuTy I1/IH OT JeiCTBHUI, BEIIOMHAEMBIX B PAMKAX TIPEIOCTABICHHEIX
cyOBekTy neicTBui nonHomounit (Hanpumep, C3U e mMoxer obecrnieunts 3amury I1JJH oT PacKpbITHA
JIMIaMH, KOTOPBIM IIPEAOCTABJIEHO MTPaBO Ha AOCTYII K 9TUM JaHHBIM).

Onucanne Hapymureeit

C TOYKH 3peHHs HATHYMs IpaBa IOCTOSHHOTO WITH Pa30BOTO JOCTYIA B KOHTpOJIUpyeMyIo 30HY (K3)
o6bexToB pasmemenns MICIIJIH Bce usMdecKue JHIA MOTYT GbITh OTHECEHBI K CJIIEAYIOIIMM JIBYM
KaTeTOPHSIM:

Kateropust | — jiuua, He UMEroIME paBa JOCTyNa B KOHTpoIupyemyio 30ny MCIT/Ix;

xateropus II —yiua, umeromue nmpaBo KocTyna B KOHTpoIupyemyto 30ay UCII/IH.

Bee norennuansHble Hapy IIATENH MOAPA3AEIAIOTCS Ha:

- BHEIIHHUX HAPYIIUTENICH, OCYIIECTBIAIONMX aTaKu U3-3a IIPeesIOB KOHTpoIupyemoit 30u51 ICIT/Tx;

- BHYTPCHHUX HAPYIIMTENICH, OCYIIECTBISIOUINX aTaKy, HAXOLAICh B IIPE/iesiax KOHTPOIUPYEMOH 30HBI
HCIIOs.

B xayecTBe BHEIIHEro HAPYIIMTENs KPOME JIUI[ KATErOPHH | IOTKHEI paccMaTpUBaTECS TAKXKeE JIMIA
xareropuy II, Haxonsmuecs 3a npenenamu K3.

B orHomennu MCIIJIH B KayecTBe BHEINHErO HAPYIIATEISIMH W3 9HCIA JIHI] Kareropuu I Mmoryt
BBICTYIIATh:

- OBIBIIMIE COTPYTHHUKHU YTIpaBIeHus;

- IOCTOPOHHUE JIMIA, MBITAIOMMECS IONYYMTh A0OCTYN K IIJ[H B MHUIMATMBHOM MOPSIKE;

- IPEACTABUTEIHN IPECTYMHBIX OpraHu3anui.

Buemnuii HapymuTeas MOXKET OCYIIECTBIISATD:

- iepexsar obpadareiBaeMbIx TexHuueckumu cpeacrsamu VICTIIn I1/Tn 3a cuer ux yreuku o TKYU
C MCIIONE30BAHMEM NIOPTATHBHBIX, BO3UMBIX, HOCHMBIX, & TAK)KE aBTOHOMHBIX aBTOMATHYECKHX CPEICTB
Pa3BElKU CEpHIHOI pa3paboTku;

- AECTPYKTHBHBIE  BO3JEHCTBUS 4Yepe3 3JIEMEHTHI MH()OpMaIIMOHHOM HHQPaCTPyKTypBI
VICII/IH, xoTopble B MpoIecce CBOErO YXU3HEHHOTO IHMKIA (MOAEPHH3ALMS, COIIPOBOXKACHUE, PEMOHT,
YTHIIM3alMs) OKa3bIBaIOTCs 3a mpeaenamu K3;

- HECAaHKIIMOHMPOBAHHBIH JOCTYIl K MHQOPMAIMK C HCIIOIB30BAHHEM CIIENUATBHBIX IPOrPAMMHbIX
BO3JICHCTBUH [TOCPE/ICTBOM ITPOrPAMMBI BUPYCOB, BPEAOHOCHBIX OporpamMm, aIrOPUTMHYECKUX HIJIU
IIPOrpaMMHBIX 3aKJIaJI0K;

- IIlepexBaT UHPOpPMAIHH, TIepeIaBacMON 110 CETAM CBA3M OOIIEro MOJIb30BAHMS HIIH KaHAIaM CBSI3H,
HC 3alllMIICHHBIM OT HeCaHKUuMoHMpoBaHHoro nocryna (HCI) x wuudOpMmanmu opraHm3anmoHHO-
TEXHUYECKUMH MEpaMu;

- araxu Ha VICII/IH myTeM peanm3sanuu yrpos yIaqeHHOro JOCTYIIa.

BuyTpennuit mapymmurens (quna xkareropuu II) monpaszaensiercs Ha BoceMb TPYIII B 3aBUCUMOCTH OT
crnocoba  N0JHOMOYMH OCTyIa K HHPOPMALMOHHBIM pecypcam (UP) UCIIn.

K nepBoit rpynme OTHOCSTCS COTPYIHHKH NPENPHATHHN, He SBISIONIHECS 3apErUCTPUPOBAHHEIMU
Tosp30BaTesIMA U He fonymenHsie k UP VICTI/{x, Ho MMeromme caHKIMOHMPOBAHHbII noctyn B K3. K
OTOH KATECrOpMHM HApYyIIMTENEH OTHOCATCS COTPYAHMKH Da3IM4HBIX CTPYKTYPHBIX IOJpa3ie/IeHui
NPEANPUATUH: OHEPTCTHKHM, CAHTEXHWKH, yOODPINMLbLI, COTPYAHHKH OXDaHbl | Ipyrue JuIa,
obecrevnBaroue HopMaIbHOe (byHKIHOHAPOBAHKE 0OHEKTA uHOpMaTH3aIHH.

JIN1o TaHHOM rPYIIIEI MOXKET:

- pacrionaraT UMCHaMH ¥ BECTH BBISBJICHHE NIapOJIeH 3aperMCTPHPOBAHHbIX Hosb3oBareneit MCIT/I;

- M3MEHATh KOH(QUIypaUMIO TEXHHYECKHX CpeAcTB o6pabotki IIJIH, BHOCHTS IIPOrPaMMHO-
annapartHsle 3akanku B [ITC UCIT/In u obecnieunBars cheM HHGOpMALHH, UCII0JIb3Y sl HEIIOCPEICTBEHHOE
TIOZIKITIOYEHUE K TEXHUYECKUM CPENCTBAM 00paboTky HH(OPMAIIHH.

Ko Bropo#i rpynme oTHOCSTCS 3aperucTpHpoBaHHBIE MOTB30BATENH WCII[H, ocymecTBisiomue



orpannueHHb goctyn Kk P CIT[IH c pabGouero mecra. K 3TOH Kareropuu OTHOCATCS COTPYIHUKH
OpeInpuaTuii, umeromme npaBo jgoctyna K JokatbHbIM WP WCIIJIH 11 BBIIONHEHUS CBOUX
JOJDKHOCTHBIX O0S3aHHOCTEH.

JInuo 1aHHOW IpyIIIBL:

- o0aiaeT BceMH BO3MOKHOCTSIMH JIMII IEPBO KATErOPHUH;

- 3HA€T, [0 MEHBLIEH Mepe, OJHO JIErATbHOE UMS I0CTYIIa;

- o0agaeT BceMH HEOOXOAUMBIME aTprOyTamMu (Hampumep, mapoJieM), 06eCIeYnBaoIUM A0CTYI K
WP UCTIx;

- pacnionaraet [1J[H, K KOTOpBIM UMEET AOCTYII.

K Tperself rpynme OTHOCSTCS 3apericTpUpoBaHHbBIe moJyib3oBarend mnoacucteM — MCII[IH,
OCYIIECTBIIAIOIME yaaleHHbI noctyn K [IJ[H mo nokansHO# ceTn YpaBieHus.

JInuo naHHOM rpynmbL:

- o0y1aaeT BceMU BO3MOXHOCTSIMHE JIHI] BTOPOi KaTerOpHH;

- pacniosaraet uHGopmanuei o tonosoruu ceti VICIT/Ix u cocraBe TexHuyeckux cpeacts MCITIH;

- UIMEET BO3MOXHOCTB NpsIMOro ((u3ndeckoro) AocTyma K OTACIBHBIM TEXHHYECKHM CpEICTBAM
(TC) UCIIR.

K uerBeproif rpymmne oTHocsTCs 3apeructpupoBanHHble mosb3oBarean WCIIJIH ¢ monHoMounsmu
agMuHHCTparopa 6e3onacHoctd cermenTa (pparmenta) UCIIIH.

JIuno naHHOM rpyIIIEL:

- o0naaeT MOJHOM uHpopManuei o CHCTEMHOM H IPUKIIAZJHOM IIPOrPaMMHOM
obecneuenuu, ucronszyemMom B cermente MCIT)H;

- obnazaeT MOJIHOM uHpopMmaruei o TEXHUUYECKUX CPEJICTBAX U KoHurypamuu
cermenta UCIT/1n;

- IMEET JOCTYIl K CPEJICTBaM 3alUThl MHGOpMalWM U IPOTOKOJIMPOBAHHUS, aTaKXKe K OTIEJILHBIM
3JIEMEHTaM, Ucnoab3yemMbeM B cermente UCTI/H;

- IMEET JOCTYII KO BCEM TEXHHUUYECKUM cpeacTtBaM cermenTta VCII/IH;

- obnagaer mnpaBaMM KOHOHIYPHDOBaHHS ¥ aIMHUHHCTPATUBHOM HACTPOMKA HEKOTOPOTO
IOJAMHOX€ECTBA TEXHUYECKUX cpeacTB cermenTa UCII/[H.

K naroif rpynme OTHOCSTCS 3aperHCTPHPOBAHHBIE IOJIB30BATENM C IMOJHOMOYHMSMM CHCTEMHOIO
aIMHHHCTPATOPA, BBIIOJHSAIOMEr0 KOHGUTYPUPOBAaHHE U YIPABICHHE IIPOrPAMMHBEIM 00ECIIeYEeHHEM U
obopynoBaHueM, BKJIOYas 0oOOpyIOBaHHME, OTBEYalollee 3a OE30IaCHOCTh 3AIIMINAEMOrO OOBEKTA:
CPEICTBA MOHHMTODMHIA, pE3EPBHOIO KONUPOBAHWUS, aHTHBUPYCHOTO KOHTDOJS, 3allHUTHl OT
HECaHKIMOHUPOBAHHOTO JIOCTYTIA.

JIuno naHHOM rpyNIbL:

- obyasaer moynHON MHQOpPManMel O CHCTEMHOM, CIELHaILHOM U NpHKiIagHoM 10, Herons3yemom
B UCII/1H;

- obazaet nonHo# nHGopmanueit o TC u kondpurypamuu UCIT/(x

- umeeT poctyn ko BceM TC UCTI/IH u naHHbIM;

- obnajiaeT paBaMu KOHQHUIYpHPOBAHUS ¥ aIMUHUCTPaTUBHOM HacTpoitku TC VCIT/IH.

K mecroif rpynne oTHOcATcs 3aperucrpupoBaHHble mosb3oBateqn MCII[H ¢ HOIHOMOYHSMA
aJIMHHUCTpAaTOpa 0e30NacHOCTH YTIPABJICHHS, OTBEYAIONIEro 3a COOJIOJEHUE NPABMJI Pa3rPaHUYCHHUS
MOCTyNa, 3a TEHEPAIMIO KIIOYEBBIX OJJIEMEHTOB, CMEHY IIapoieif, KpHUITOrpaguyecKyro 3aIuTy

MHbOpMaIUH. AZIMHHUCTpaTOp GE30T1aCHOCTH OCYILECTBIISET Ay IUT TEX XKe CPEICTB 3alUThI 0GHEKTA, UTO
¥ CHCTEMHBIN aMHHHUCTPATOP.

JIu1o naHHOM TPYIIIBL:

- obnanaer nmonHou nHpopmarmen 06 MCIT/IH;

- MMEET JOCTYI K CPEJICTBaM 3allUThl MHGOPMALMH M IPOTOKOJMPOBAHUS M K YACTH KIIOYEBBIX
anemenToB UCII/IH;

- HE MMECT IIpaB J0CTyNa K KOH(QUIYPHPOBAHHIO TEXHHYECKHX CPEACTB CETH 32 HCKIIOYEHHUEM
KOHTPOJBHBIX (HHCIEKIIMOHHBIX).
K censmoit rpynme oTHOCSTCS M@ W3 YMCNAa TIPOTPAMMHCTOB - pPa3paGOTIHKOB CTOPOHHEH

OpraHu3alvy, sBjsommxcs nocraBumkamu [I0 u nmna, oGecnedmBaronue ero CoOmpoBOXAEHUE Ha
obnekte pasmemenus UCITJ]H.



JIuno nanHOM rpynme:

- obmanaer uHdopmanuei 06 anropuT™Max u porpammax ob6padorku nadopmarmu B UCII/x;

- 00N1aiaeT BO3MOXKHOCTSIMU BHECEHUS OIIMGOK, HeACKIapPUPOBAHHBIX BOIMOXKHOCTEH, IPOrPaMMHBIX
3akmanok, BpenoHocHeIX mnporpamMm B IIO HCII[lm mHa cragmm ero pa3paGOTKW, BHEAPEHHSA |
COIIPOBOXK/ICHHS;

- MOXET pacronarath JT00bMU (parmenTamu uHGopManun o TC 06paboTku 1 3amuTEl HEGOPMALHH
B VICI1/IH.

K Bocemo#t rpynme orHocsTcs mnepconan, obcmyxusatommii TC HWCII(H, a Takke Jwua,
ofecrieunBaroIMe NOCTaBKY, conpoBoxaenue 1 peMonT TC UCII/IH.

JInno panHOM rpymme:

- 06J1a1aeT BO3MOXHOCTSMH BHeceHus 3akianok B TC UCII/IH Ha cTamguu ux pa3paboTKH, BHEIPCHHUS
U COIPOBOX/ICHHS, :

- MOXeT pacmojarate ¢parmentamu uHbopmanuu o Tomonoruu MCII/IH, aBTOMATH3MpPOBAHHBIX

pabo4nx MecTax, cepBepax  KOMMYHHKAIMOHHOM 060py10BaHHH, a Takxe o TC 3aimuTsl uH(OpMaNUK B
WCIIH.

8. Hpennonomeﬂnn 0 BO3MOKHOCTHAX HAPYIIHUTEISA

At nonydenus ucxonusx AanupX o VICTI{n Hapymmrens (xak 1 xateropun, tak u I KaTE€rOpUH)
MOXET OCYIIECTBJIATh MepexBaT 3amu(poBaHHOM MHOOPMAIMK U MHBIX JAHHBIX, II€PENaBAEMbIX 10
KaHaIaM CBA3M CETSM OOIIEro IONb30BaHUS M (HMIJIM) CETSM MEXAYHAPOJHOTO HMH(OPMAIMOHHOIO
oOMeHa, a Takxe o JoKalbHbeM ceTssM UCTIIH.

JItoGoii BHYTpeHHHH HapyIIMTETh MOXET UMETh QU3MYECKHil JOCTYN K JMHHSM CBS3H, CHCTEMaM
JJIEKTPOIUTAHUS U 3a3€MJICHUS.

IIpennonaraercs, 4To BO3MOKXHOCTH BHYTPEHHETO HAPYLIMTENS CYIIECTBEHHBIM 00Pa30M 3aBUCAT OT
JICHCTBYIOIMX B NpEJeliax KOHTPOIMPYEMOH 30HBI 00bekToB pasmernenus UCIIIIH orpaHHYuTeNbHEIX
(hakTOpOB, M3 KOTOPHIX OCHOBHBIMH SIBJISFOTCS PEKMMHBIE MEPOIIPUSTHS ¥ OPraHH3aMOHHO-TEXHIUCCKIE
MEDBI, HallpaBJICHHbIC Ha:

- IPEIOTBPALICHHUE U IPECEIEHNE HECAHKIIMOHUPOBAHHBIX ACHCTBHIHA;

- 10J100p ¥ PaCCTAHOBKY KaJIpOB;

- JIOMYCK (YU3MYECKUX JIUI B KOHTPOIUPYEMYIO 30HY M K CPEICTBA BEIYHCIHTEIHHON TEXHUKHY,

- KOHTPOJIb 32 MOPSIKOM ITPOBECHHS paboT.

B cuity 9T0ro BHyTpeHHMI HapyIIHTENb HE IMEET BO3MOKHOCTH MOy YSHHS CIIENHATbHEIX 3HAHHMH O
VCIITH B 06beme, HEOGXOMMOM ISl PELICHMS BOIPOCOB CO3JAHUS M MPEONOJICHHUS CPEACTB 3alUTHI
HI[H, U HCKIIIOYACTCS €ro BO3MOXKHOCTHL IIO CO3JaHHIO H INIPUMCHCHHIO CIICIHAJIBHBIX IIporpaMmMHO-
TEXHMYECKHX CPCIACTB pEAlM3allMi NEJCHANPABICHHBIX BO3JEHCTBHI MAHHOrO HApyIIUTENs Ha
NOJVIEXKAIIHE 3aIIUTE OOBEKTHI M OH MOKET OCYIIECTBIISTH NOIBITKA HECAHKIIMOHHPOBAHHOIO JOCTyIIa K
VP ¢ ncronb3oBanneM ToJIbKO IITATHBIX IPOrPaMMHO- TeXHUYeckuX cpeacts MCII/Iu 6e3 HapyIIEeHUS UX
LIEJIOCTHOCTH. ~

B03MOXHOCTB CroBopa BHYTPEHHHX HapyIUHTENeH MeXTy cobOM, croBopa BHYTPEHHErO HAPYIIUTEJIS
C NEPCOHANOM oOpraHu3anmui-paspaborynkos noacucreM MCIIJIH, a Takke cropopa BHYTPEHHENO H
BHEIIHETO HApyIIUTENCH MOJDKHA OBITh MCKIIOYEHAa NPUMEHEHWEM OpPTaHM3alHOHHO-TEXHUYECKUX U
KaJ(pOBO-PEXMMHBIX MEp, ICHCTBYIOMUX Ha 00bekTax pasmemenus UCIT/Ix.

IIpeanosoxkenns 06 MMeOMMXCsl Yy HAPYIMUTE/s CPEICTBAX ATAK

[Ipepnonaraercs, 9YTO HapymwMTEnh HMEET BCE HEOOXOMUMBIE IS IPOBENECHUSA aTaKk II0
JIOCTYIIHBIM €My KaHaJlaM aTak CpeiCTBa.

Brewnuit mapymmurens (una xareropuu I, a Taxke Jmua kareropud II npu HaxoxmeHuu 3a
npenenamu K3) MoxeT ucrnonp3oBarh ciieayromue cpecTsa 0CTyIIa K 3aliIaeMoii HHbOpManuu:

- IOCTYIHBIE B CBOOOZHOH IIPO/IaKe anmapaTHbIE CPEICTBA K IPOrPaMMHOE 0GECIIEYeHH e, B TOM YHCIIE
IPOTPaMMHBIC U allllapaTHbIE KOMIIOHEHTHI KPUIITOCPE/ICTB;

- CIIENHMATLHO pa3paboTaHHbIe TEXHUYECKHE CPECTBA U IIPOrPaMMHOE 00eCIIeUeHH e,

- CPE/ICTBA IIepeXBaTa U aHan3a HHOPMALIMOHHBIX [IOTOKOB B KAHAJIAX CBSI3H,

- CIICIMAIEHBIC TEXHUYIECKUE CpeICTBaA NepexBaTa nadopmanun no TKYU;



- wratHele cpeacTBa MCII/IH (Tonbko B cliydae UX pacosiokeHus 3anpenenamu K3).

BHyTpeHHMH HapymmTeNnsb JUIf JOCTYNA K 3alMinaeMoi mHQopMmauuu, coxepxamei I1J]H, MOXKeET
UCIONB30BaTh TOJbKO InTarHele cpeactBa VICII/IH. IIpu 3ToM ero BO3MOXHOCTH IO HMCIOJIB30BAHUIO
IITATHBIX CPEACTB 3aBUCAT OT peanu3oBaHHbIX B MCII/IH opraHM3allMOHHO- TEXHHYECKAX M PEXUMHBIX
Mep.

Onncanne kaHa/I0B aTaK

B0o3MOXHBIME KaHallaMH aTak, KOTOPBIE MOXET MCIIOJIb30BaTh HAPYIIMTENb I JOCTYNA K
3amuimaeMoit nHopmanuu B UCIIIH, sBiusroTes:

- KaHaJIbl HENOCPEJICTBEHHOIO JOCTyna K OOBEKTYy (BHU3yalbHO-ONTHYECKHUH, aKyCTHYECKHI,
bu3ruecKmif);

- JJICKTPOHHbIE HOCUTEIM MHPOPMAIMH, B TOM YHCJIE ChEMHBIE, CIAHHBIE B PEMOHT M BBIIIE/IIIHNE
U3 ynoTtpebneHus;

- OyMaXXKHbIe HOCUTEIH HHpOPMALKK;

- IITaTHBIE MporpaMMHo-annaparssle cpencrsa UCIT/H;

- KabelbHBIE CHCTEMBI M KOMMYTAlOHHOE OGOpYHOBaHHME, DACIOJNIOKEHHBIE B IpEJeNax
KOHTPOJIMpYeMOr 30HBI ¥ He 3amumeHHble oT HCJ] k umHObOpManuu opraHM3alMOHHO- TEXHHYECKUMHI
Mepamu;

- HE3aIIUIIEHHbBIC KaHAJIBI CBSA3H;

- TKVH.

Tun Hapymmrens npu ucnosbs3osanuu B MCIT/(H kpunrorpapnueckux CpecTs 3amuTh! HHEbOpMAaIiu

Ilpn obmene wmupopmaumedt mexny WCIIJJH ¥ BHEIIHAMH 110 OTHOILUEHHIO K IIPEIIPHATHIO
MHQOPMALMOHHBIMA CHCTEMAaMM HEOOXOJMMO HCIIOJIB30BAHHE CPEACTB KPUITOTPabHUECKON 3aIluThI
uapopmaru (CK3N).

YpoBeHb KpunTorpahuyeckodf 3alUTHl NEPCOHAIBHBIX NAHHBIX, obecrmeunBaemoii CK3U,
ONpPENENACTCS ITyTEeM OTHECEHHs HapylIUTels, AEHCTBUAM KOTOPOTro JOJKHO IpoTuBocTosTs CK3U, k
KOHKPETHOMY THIy, ¥ 0a3upyeTcs Ha IOJIXOJaX, OIMHCAHHBIX B « METOINYECKHMMH PEKOMEHAALMSAMHU 110
00ECIEeYCHNIO € TIOMOIIBIO KPUITOCPECTB GE30IIaCHOCTH NIEPCOHATBHBIX TAHHBIX IPH HX 00paGoTKe B
MH(GOPMAIMOHHBIX CHCTEMAX EPCOHAIBHBIX JaHHBIX C HCIIOJIB30BAHUEM CPEJICTB aBTOMATU3ALIMN .
AKTyajbHbIe YIpo3bl 6€30IIaCHOCTH MEPCOHAIBHBIX JAHHBIX B HHGOPMAIHOHHBIX CHCTEMAX

MEePCOHATBHBIX JAHHBIX

JU1s. BBISIBIIEHHS U3 BCETO NepeyHs yrpo3 6esonackoctu [1)1n aktyansusx st UCIT/IH ouenuBaioTcs
J(Ba IIOKA3aTeJIs:

- YpoBeHb ucxoaHou 3ammmenHocta UCIT/Ix;

- 4yacToTa (BEPOATHOCTh) peaTn3alMi PacCMaTPUBAEMOM YTPO3EL.

9. Yponeﬂb HCXOAHOM 3aIHINEHHOCTH HH(l)OpMaIIHOHHOﬁ CHCTEMBI NEPCOHAJIBHBIX JaHHBIX

Iox yposnem ucxonuoit sammumensoctn VICI1/H nonumaeTtcs 0G06IIeHHbIH 0Ka3aTe b, 3aBHCSIITHIA
OT TEXHWYCCKUX M OKCIUTyaTalMOHHBIX XapakTepucTuk MCII/In. ITepeueHb NaHHBIX XapaKTEPUCTHK W
nokasareny 3amuineHHoctd MCII/H, 3aBucsmue oT HUX, MOKa3aHbl B Tabiuie

[loxasareu, oTHOCAIUECS K YIIPABICHUIO BBIEIEHBI XKUPHBIM KYPCHBbIM.

Jlns ompenenennss wcxomHod samumensoctd MCITJIH I0/KHO 6BITH PacCYMTaHO IPOLIEHTHOE
COOTHOLICHUEC KAXIOTO YPOBHS 3AIIMIICHHOCTH KO BCEM XapaKTePHUCTHKAM, HUMEIOIIUM MECTO JUIs
HCII .

Tabmuna 9.1 —INokasaTenu uexoaHoi 3amumensocta VCIT(a

YpoBens

Texnmveckue u sxenryaranuonnsie xapakrepucruxkn UCIn = =




noxanbHas (kammycHas) ICI1/IH,pa3BepHyTas B Ipejiesiax HeCKOJIBKUX
0113K0

nokanvhas HCII/[n, paseepriyman 6 npedenax 00H020 30aHUA

HCI/In, umerowan mnozomoueunslil 661x00 6 cems 06uiezo

VICII/TH, nMerommast OJJHOTOYEYHBIH BEIXO/ B CETh OOIIEro MOIb30BaHMs

HUCIIIn, dusnyecku OTAeICHHAS OT CETH OOIIETO MOIB30BAHHS

YTCHHUC, IIOUCK

3aIlHCh, yaJICHUE, COPTUPOBKA

Moougpuxayua, nepedaua

PAHMYCHHIO 10CTYITA K HEpCORATEHET

L

HCII/Tn, k Komopoil umeem Oocmyn onpedeneHHblIl nepeyerds
COMpYOHUKO8 OP2AHU3AUUU

HUCII/IH, kK KOTOpO# MMEIOT HOCTYH BCE COTPYAHUKM OpraHH3alliH,
SBJIAIOLIEHCS BIaJelIbIeM

WCIIJIH ¢ OTKPBITBIM J10CTYTIOM

Humezpupoeannaa HCIIIn (opzanusauus ucnonviyem HecKoabKo
6as II/In HCII/In, npu 5mom op2anu3ayus He A611emca 6,1a0enbyem 6cex
ucnonwvzyemoix 6asz I/[n)

WUCII/Ia, B xoTopoii ucnosnb3yercs oxna Gasa I1/1H,
IpUHAJJIeKaINas OpraHu3alud — Biaajensiy nansoi MCITIx

WCIIIH, B KOTOpOI MpenocTaBisieMble IOIb30BATENIO JAHHbIE SBISIOTCS
00€3JIHYEeHHBIMU

VCTI1n, B XoTOpO# TaHHEIe 0GE3IHYHBAIOTCSA TOTBKO IIPH IIepeaaye B
JIPYTHE OpraHu3alHuu

HCII/Tn, 6 komopoii npedocmasnsemoie nob306amento OaHHbIE He
ABNAIOMCA 003U EeHHbBIMU

0JIb30BaTeJIs T1/Tu 6a

WUCIT1/T1, npenocTapisiommas Beko 6asy nanusix ¢ [1/1n

HCI/Tn, npedocmagnaowan yacmo IT/Tn

VCT1/Tn, He peJoCTaBIISsIOIME HUKAKOH HHBOpMAINH

Konuuecmeo pewenuii

Obuwiee Konuuecmeo pewiernuii




IIpunumaercs, yro MICITJIH uMeeT BHICOKHUI ypOBEHb MCXOIHOMN 3aIUIIEHHOCTH, eCi He MeHee 70%
xapakTepucTuk VICII/IH COOTBETCTBYIOT YPOBHIO «BBICOKHI», @ OCTAILHBIE YPOBHIO «CPEIHHIA.

B ciyyae, ecim e Menee 70% xapaxrepuctuk VICIIJIH OTHOCHTCS K yPOBHIO «HE HHKE CPEIHETOY,
a OCTAJIBHBIC K YPOBHIO «HU3KUI», TO ucXoaHas 3amumenHocts UCII/IH 6yneT cpeanero ypoBHs.

Bo Bcex octanbHbIx  citydasx MCIT/Ia GyaeT uMeTh HU3KHM YPOBEHD 3alIUIIEHHOCTH.

Vcxons U3 KpHTepHeB OLEHKH, jenaeM BbBoj, uro VICITJIH VipaBieHus MMeeT HU3KMI YPOBEHb
3alMIIECHHOCTH.

OmnpenesieHne aKTyaJ bHBIX Yrpo3 6€30MacHOCTH IEPCOHAILHBIX JaHHBIX

Jlist OLEHKM ypOBHS MCXOJHOM 3aIUINEHHOCTH BBOJUTCSA KOO()MHIMEHT HCXOHOH 3alHIIIEHHOCTH
Y1, KOTOpEIif MOXET IIPHUHHMATh 3HAYCHHS:

0 — U1 BBICOKO# CTEIEHH HCXOHOM 3aIMINIEHHOCTH;

5 — 1 cpeiHel CTeNIeHN HCXOTHOM 3alUIIEHHOCTH;

10 — 114 HU3KOM CTENEHU UCXOIHOM 3AIMIIEHHOCTH.

Crenyromum napamMeTpoM, HEOOXOIMMBIM [ ONMpENEICHUS aKTyalbHOCTH Yrpo3 6e30IacHOCTH
II/ln, sBnsercs wactoTa (WJIM BEPOSTHOCTh) pEAIM3AaUMM  YIPO3bl, IOJ KOTOPOH MOHMMAETCS
ONpE/ETICHHBIA OKCIIEPTHBIM IIyTEM IOKa3aTellb, XapaKTepU3YIOUIMl BEPOSTHOCTH peaTU3AIHH
KOHKPETHOH yrpossl 6esonacnoctu I1/In mnsg VICII/JH B peasbHBIX yCHIOBHSX €€ (yHKIMOHHPOBAHHSL.
BBoauTCs YeThIpe 3HAUSHUsI 3TOTO IMOKa3aTelis, 0603Ha4aeMoro Kak Y2:

- MAJIOBEPOATHO — OTCYTCTBYIOT OOBEKTUBHBIE IIPEITOCHUIKH JUIS OCYIIIECTBIICHHUS yIPO3bI (HapuMep,
yrpo3a XMIIeHHUs] HOCHTeNIed HHOpMaluy JTHIaMH, He UMEIONIMMH JIETATLHOIO JIO0CTYNa B IIOMEIICHHE,
IJI€ TIOCIETHUE XPAHSATCS);

- HHU3Kasd BEPOSTHOCTh — OOBEKTHBHBIE NMPEATIOCHUIKM JUIS PEalIM3alidi YIPO3bl CYIIECTBYIOT, HO
NPHHATBIE  MEpBl  CYLICCTBEHHO  3aTPYJHSAIOT €€  pealu3anuio  (HalmpuMep, HCIOJIb30BAHBI
COOTBETCTBYIOIIME CPEICTBA 3AIUTHI HHGOPMAIIKK ),

- CPeIHssl BEPOSTHOCTh — OOBEKTHBHBIE IIPEANOCHUIKH JUIS PEATH3alMK YIPO3bl CYLIECTBYIOT, HO
IPUHATEIE MepBI obecnieueHus 6e3onacHocty [1)[H HeOCTATOUHEL,

- BBICOKas BEPOSTHOCTh — OOBEKTUBHBIE NPEAINOCHUIKH JUIS PEaTH3aldM YrpO3bl CYMIECTBYIOT U
Mepsl o obecneuenuto 6esonacHocTu [1/[H He IPUHSTEL

JlanHBIi OKa3aTelb IPUHUMAET CJIEIYIOIINE 3HAYECHUS

0 — 17151 MaJIOBEPOSTHOM yrpo3sI;

2 — JUIs HU3KOH BEPOSITHOCTH yTPO3BI;

5 — s cpeqHel BEpOSTHOCTH YIPO3HI;

10 — Ju1s1 BBICOKOH BEPOSITHOCTH YIPO3BI.

Vcnons3ys 3HaYeHMs NpPWBENEHHBIX BhINE NOKasarened Y1 u Y2,Berumcnsercs kodduupent
peann3yeMocTH yrpo3sl Y, onpeensemMsli cooTHomenuem Y = (Y1+Y2)/20.

B 3aBucumMocTu 0T CBOEro 3HaYeHHUs 3TOT KO3 YUIMEHT IPUHUMAET 3HAUCHHUS:

0 <Y <0,3 — peanuzyemMocTh yrpo3sl IPU3HAETCA HU3KOI;

0,3 <Y < 0,6 — peann3yemMocTb yrpo3bl IPU3HAETCS CPETHEM;

0,6 <Y <0,8 — peann3yemMocTh yrpo3sl IPU3HAETCS BHICOKOIA;

Y > 0,8 — peanmn3yeMocTh yrpo3sl IPU3HAETCS OUEHD BBICOKOM.

Hanee naercss ouenka omacHoctH Kaxnoid yrpossl IIJln mms VICTIIm. JlaHHas OLEHKA HOCHT
OKCIHEPTHBIH XapaKTep M IIOJIy4aeTcst MyTEM OMPOCa 3KCIEPTOB B 061aCTh 6€30MacHOCTH MHMOPMALHUH.
JlaHHas OlLICHKA UMEET TPY 3HAYEHHS:

- HU3Kas ONACHOCTb — €CJIM PEaTU3allisl YTPO3bl MOXKET MPUBECTH K HE3HAYUTEILHBIM HEraTUBHBIM
IOCJICACTBUAM 11 cyOBeKTOB [1]]H;

- CpCIIHsIsl OTTACHOCTD — €CJIM peaTu3alisl yrPO3bl MOKET IPUBECTH K HETATUBHBIM IIOCIIECTBUAM JUIA
cyonexToB [1]1H;

- BBICOKas OIIaCHOCTb — €CIIM peallu3allus yrpo3bl MOXKET MPUBECTH K 3HAYUTEIHHBIM HEraTHBHBIM
MOCIIENACTBUSAM 11 cyOBekToB I1/IH.

Ilocie mpocdera Bcex mokasareneif NPOM3BOMMTCS OINEHKA AaKTYalbHOCTH —KaykIOM yTPO3EI
6esomacHocty [1]11 npu nx o6paGorke B UCITJIH Hexoas U3 MaTpHIsl, IIpHUBeJIeHHas B Tabmune 9.2.

Tabmuna 9.2 — Marpuna pacuera aktyansHocTH yrpo3 Gesonactocty [1]1n



Peamuzyemocrn
yrpo3sl IToka3aTesb OIACHOCTH YIPO3bI

Huskas Cpeansis Boicokas
Huskas HeaKTyaJIbHas HeaKTyaJlbHas aKTyaJIbHas
Cpennsist HEaKTyaJIbHas aKTyaJbHas aKTyaJbHas
Beicokast aKTyaJIbHast aKTyaJbHast aKTyaJlbHas
Ouenp aKTyaJlbHas aKTyaJlbHas aKTyaJbHas

Ha ocHoBaHMM mONOXEHMH MOZENTM yrpo3, MOJENHd HAPYIIMTENsA, HAHHBIX 00 MCXOIHOM
samumenHocty UCIITn (Y1), koaddunuente peammsyemoctn yrpo3st (Y), BEPOATHOCTH €€ peaTH3aliu
(Y2), a Taxke SKCIEPTHOHM ONEHKH ONACHOCTH YIPO3bl, ONpPENENSETCS aKTYalbHOCTh KaXIOH YIpo3bl

6ezonacuoctu I1/[H, o6pabarsiBaembix B UCIT/n. (Tabnumna 9.3)

Tabmnna 9.3 — AktyansHocTs yrpo3 6esonacHocTy 11

VYrpo3a 6e3onacuoctu [1/In

BeposTHOCTB
peaTn3aiiuu

yTPO3bI

Kosdduuuent  [Ouenka

PECATU3YEMOCTH

YTPO3bI YTPO3BI

OIIACHOCTH

Ornenka
aKTyaJIbHOCTH
YIpO3bI

Pasrnamenue, nepenaya unu
yTpara aTpuOyTOoB
pasrpaHUYeHHs I0CTyIIa K
UCITIx

5

0,75 CpenHsis

aKTyalbHasl

Hapymenune npasun
XpaHEHHUs aTpuOyTOB
pa3rpaHUYeHHs JOCTyIa K
UCII I

0,75 HU3Kast

aKTyaJlbHas

Hecoob6menue o paxrax
yTpaThbl, KOMIPOMETAIIHH
aTpuOyTOB pa3rpaHUIECHUSL
nocryna xk UCIIIxn

10

1,0 BELICOKAS

aKTyaJbHas

BHe,upefme ar¢HTOB B
YHCJIO II€PCOHAaJIa CUCTEMBI

0,5 BBICOKAs

aKTyaJIbHas

HecanKMOHMpOBaHHBIM
3aIlyCK TEXHOJIOTHYECKHX
IIpOrpaMM, CIIOCOOHBIX MPH
HEKOMIIETEHTHOM
UCIIOJIb30BaHUU BBI3BIBATh

HOTEPIO pabOTOCIIOCOOHOCTH

CHCTEMBI HJTH
OCYIIECTBIISIFOIUX
HeoOpaTHMBble U3MEHEHUS B
cucreMe (popmMaTUpoOBaHKE
WIN PECTPYKTYPU3ALMIO
HOCHUTENEN

HMH(}OpMaIVH, yaaIeHHe
JIAHHBIX ¥ T.I1.)

0,6 BBICOKAs

aKTyaJbHas

BBoJ omrO0YHbIX JTaHHBIX

10

1,0 HU3Kast

aKTyaJibHas




JleficTBUS COTPYIHHMKOB,
IIPUBOJIAIINE K YACTUYHOMY
WY TI0JIHOMY OTKa3y
CHCTEMBI MJIM HapyIICHUIO
paboTocrnoco6HOCTH
anmnapaTHBIX WX
IPOrpaMMHEIX

CpEICTB

0,75

BbICOKas

aKTyaJibHas

HrnopupoBanue
OpraHU3alMOHHBIX
OrpaHUYCHUH
(yCTaHOBJICHHBIX IIPABHJI) MIPH

pabote c I1]]

10

cpeaHsis

aKTyaJIbHas

dusnyeckoe pa3pyeHue wim
BBIBOJ] U3 CTPOSI BCEX MK
OTJIeJIbHBIX HauboJee
BaXKHBIX

komnoHeHToB UCIIJIH

0,5

BBICOKAs

aKTyalbHas

3aKyIKH HECOBEPIIECHHBIX,
yCTapeBIINX UIH
HENEPCIEKTUBHEIX CPE/ICTB
MH(pOpPMaTH3aALUH U
HH()OPMAIMOHHBIX
TEXHOJIOTHI;

0,5

HHU3Kas

HEaKTyaJIbHas

XHUIeHue HocuTeliel
uH(popManum, coepKamx

10

0,6

BBICOKas

aKTyaJbHas

To xe, BHEITHMI
HapyLIUTEIh

0,6

BBICOKas

aKTyaJbHas

HesaxonHoe nosryuenue
rapoJjied ¥ Ipyrux
PCKBH3UTOB pa3rpaHUYCHUS
nocrtyna k UCIT)Iu

0,75

CpeIHsA

aKTyaJibHas

To e, BHEITHUH
HapyIuTeb

0,6

CpenHssa

aKTyaJIbHas

Hecankuuonuposannas
MOIH(DUKAIUS TPOrPAMMHOTIO
obecneyeHus

0,75

BBICOKas

aKTyaJibHas

To ke, BHENTHUIA
HapyUINTENb

0,6

BBICOKAs1

aKTyaJbHas

Iepexsart I'1]1,
NIepe/IaBaeMbIX 10 KaHaJIaM
CBSI3U

0,5

BbICOKasA

aKTyaJlbHas

To xe, BHEIIH M
HapyUINATEIb

0,5

BBICOKas

aKTyaJlbHas

Hecankunonuposannoe
KOITMPOBaHUE HOCUTEJIEH

uHbopMmaruu ¢ I1]]

0,75

CpeHsIs

aKTyaJibHas




HapyLIUTEb

To xe, BHEIIHMIHA 2

0,6

CpemHssa

aKTyaJIbHad

YTeHune ocTaToYHOM
MH()OPMAIIUH U3 OTIEPATUBHON
[IaMATH U C BHEITHUX
3a[IOMUHAIOLIUX YCTPOUCTB

0,5

HH3Kas

HEaKTyaJIbHasd

To e, BHCIIHUH
HapyUIHUTEb

0,5

HHU3Kast

HEaKTyaJlbHas

Henpennamepennoe
3apa)KeHHE KOMITBIOTEpa
BUpYyCaMH

0,75

HHU3Kas

aKTyaJIbHas

[Ipeqnamepennoe
3apaKeHHE KOMITBIOTEPA
BUpYCaMHu

10

1,0

HU3Kast

aKTyaJibHas

BmemaTenscTBo B mporecc
bynxuronuposanus UCIT{x
, CeTel o0IIero moap30BaHUs
C LIETIBIO
HECaHKIMOHHUPOBAHHOM

MO (HUKAINA JTaHHBIX

0,75

BbBICOKas

aKTyaJbHas

To xe, BHEIIHUH
HapyUIUTENhb

0,6

BBICOKas

aKTyalbHas

Hecankuuonuposannoe
BHEJIPEHHE U UCIIOJIb30BaHHE
HEYYTEHHBIX IIPOTrpaMM, He
ABJIAIOLIUXCS HEOOXOAMMBIMHU
JUISl BBITIOJTHEHHUSI
COTPYIHUKaMH CBOMX
CIIyeOHBIX 00s3aHHOCTEH

10

1,0

CpenHssa

aKTyaJbHas

To xe, BHEITHUIH
HapyILIUTENb

0,75

CpeHsSA

aKTyaJIbHas

Heymbiuiennoe
TIOBPEXCHHUS BHEITHUX
KaOeJIbHBIX CUCTEM CBS3H

0,6

HHU3Kas

HeaKTyaJlbHas

Bo3uukHOBEHME 1105XapOB B
HETIOCPECTBEHHOM OIM30CTH
K IOMEIIEHUSIM, B KOTOPBIX
obpabarsiBarorcs I1)] u
apxuBaMm [I]] pe3ynbrare
HEUCIIPaBHOU
9JIEKTPOIIPOBOJIKH,
HCHCIIPABHBIX TEXHUYECKUX
CPEICTB, HAPYIIEHHS
COTpPY/IHUKAMH IIpaBuII
MIPOTHBONOXapHOH
Ge3omacHoCTH.

0,6

BBICOKas

aKTyaJbHasl

Paspymenune 3nanmid,
OTAEIIbHBIX IOMEIECHUH

0,5

BBICOKAs

aKTyalbHas

Bo3nelicTBue

ATMOC(HEPHOTO 3JIEKTPHIECTBA

0,75

HHU3Kas

aKTyaJbHas




BO3HHKHOBEHHE
CTUXHAHBIX 04aroB I0XapoB

0,6

HU3Kas

HEaKTyaJlbHas

ABapHM B cUCTEMaXx
QIIEKTPOITUTAHUS

0,75

HHU3Kas

aKTyaJibHas

Hapymenue remneparyproro
PeXKMa B IIOMEIIEHUSX C
KPUTHYECKUM
oGopyloBaHHEM pe3yibTaTe
HCHCIIPABHOCTH CHCTEM
OHIMIOHAPOBAHUS

0,75

CpCIaHsAsA

aKTyaJbHas

ABapHH B CHCTEMAxX
OTOIUIEHUS ¥ BOJOCHAOXKEHUS
B HEIIOCPEICTBEHHOU
OJIM30CTH K TOMEIIEHHUSM, B
KOTOPBIX 0OpabaThIBaroTCs

[T]] u apxuBam I1]]

0,75

CpelHss

aKTyaJlbHas




