[Tpunosxenue Ne 2.
NHpopmanmoHHasi MaMATKAa AJ1s1 00y4ar0MXCH
JJIA pa3MelleHls Ha 0(pMIHANbHBIX HHTePHET-pecypcax

C KaxXIbIM TOAOM MOJIOJEKHU B VIHTEpHETE CTAaHOBHUTHCS OOJIbIIE, a MKOJIBHUKN OJIHU U3 CaMBIX
aKTUBHBIX HoJb3oBarened PyHnera. Mexay TeM, IIOMHMO OrPOMHOIO  KOJIMYECTBA
BO3MOKHOCTEH, MIHTepHEeT HeceT u mpoOiembl. DTa maMATKa J0JDKHA MOMOYb Tebe Oe30macHo
HaXOJ/IUThCS B CETH.

KomnbrorepHbie BHpPYCHI

KomMmmbloTepHblil BUPYC — 3TO PAa3HOBHIHOCTh KOMIBIOTEPHBIX IPOrpaMM, OTIUYHUTEIBHON
O0COOEHHOCTBIO KOTOPOM SABISETCS CIIOCOOHOCTh K PAa3sMHOXKEHHUIO. B nomnosiHeHne k 3ToMy,
BUPYCHI MOTYT TIOBPEIWTh WJHM IMOJHOCTBIO YHHUYTOXHUTH Bce (ailibl M JaHHBIE,
MIOJIKOHTPOJIbHBIE MOJIb30BATEI0, OT UMEHU KOTOPOro OblIa 3alylleHa 3apaxEéHHas porpamma,
a TaKXKe MOBPEIUTh WIM JIa)Ke€ YHHUUTOXKUTH OINEPALMOHHYIO CHCTEMY CO BceMHu (aiimamu B
1esoM. B GonbIIMHCTBE cllyyaeB pacpoOCTPaHAIOTCs BUPYChI yepe3 VIHTepHerT.

MeToabl 3a1IIUTHI OT BPeIOHOCHBIX MPOrPaMM:

Hcrnonb3yil COBpeMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HBIA YPOBEHD 3aILUTHI OT
BPEJOHOCHBIX IIPOTPAMM,;

[locrossuHo  yctaHaBnmuBail moytu  (UMpOBBIE  3alIaTKH, KOTOpPbIE  aBTOMATHYECKU
YCTAQHABJIMBAIOTCS C IENbI0  J0pabOTKM MporpaMMbl) M Jpyrue OOHOBJCHHS CBOECH
onepanroHHON cucteMbl. CKkaunBai UX TOJIBKO ¢ ouItMaabHOro caita paspadorunka OC. Ecnu
CYIIECTBYET PEKHM aBTOMAaTHUYECKOTO OOHOBIICHUS, BKIIIOUYH €T0;

PaGoraii Ha cBoeM KOMIIbIOTEpE IOJ MpaBaMu MOJIb30BaTeNsd, a HE agMUHUCTpaTopa. ITO HE
MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpaMM HHCTAJITMPOBATHCS HA TBOEM IEPCOHAIEHOM
KOMIIBIOTEPE;

Wcnonp3ylt aHTUBUpPYCHBIE HPOrpaMMHBIE IPOJYKTbl H3BECTHBIX IPOU3BOJUTENEH, C
ABTOMAaTUYECKUM OOHOBIICHHEM 0a3;

Orpanunyb (pU3NUECKUM JOCTYN K KOMIBIOTEPY JIJIsl HOCTOPOHHMX JIMLL;

Hcnone3yit BHemHHe HOcUTeNd HWHGOpMalUW, Takue Kak duemka, AUCK wid (ailnm u3
WuTepHera, TOIBKO U3 POBEPEHHBIX UCTOYHUKOB,;

He otkpeiBaii koMmbloTepHbIe (haiijibl, MOTYYCHHbIE M3 HEHAAEKHBIX HCTOUYHUKOB. Jlaxe Te
(ailsibl, KOTOpPBIE TPHUCITAT TBOM 3HAKOMBINA. JIydIie yTouyHH y HETo, OTHPABJISUI JIM OH TeOE UX.

Cern WI-FI

Wi-Fi — »T0 He BUI mepeqayn AaHHBIX, HE TEXHOJIOTHS, a BCEro JHIIb OpeHa, Mapka. Emie B
1991 rony Hunpepnasjckas kommaHusi 3apeructpupoBasia Openn « WECA», uto o0o3Hauano
cioBocouetanue «WirelessFidelity», KoTopblil mepeBoaUTCS Kak «OecrpoBOHASI TOUHOCTHY.

Jlo Hamero BpeMeHHU Joluia Apyras abOpeBuaTypa, KOTopas SBISETCS TaKOH k€ TEXHOJIOTHEH.
Oto abOpeBuarypa «Wi-Fi». Takoe Ha3Banume OBUIO JaHO C HAMEKOM Ha CTaHIAPT BBICIIUH
3BykoBo# TexHuku Hi-Fi, 4To B mepeBojie 03HaYaeT «BBICOKASI TOYHOCTH.



Jla, OecrmaTHBIH MHTEPHET-AOCTYN B Kade, OTeNsIX U adporoprax SBISETCS OTIUYHON
BO3MOXXHOCTBIO BbIX0OJ1a B MlHTepHEeT. HO MHOTHE SKCIIepThl CYUTAIOT, UTO 00IIeIoCTyImHBIe Wi-
Ficetu He saBustoTcs 0€30IMaCHBIMU.

CoBeTbl 110 Ge30MacHOCTH padoTe B 001eT0CTYHBIX ceTssx Wi-fi:

He nepenagaii cBoro nuunyto uHpopMmanuio yepes obuienoctynusie Wi-Ficetu. Paboras B Hux,
KeJaTeIbHO He BBOAMTH TTAPOJIH JOCTYIIA, IOTHHBI H KaKHe-TO HOMEPA;

Hcnone3yit u OOHOBNSIH aHTUBHUPYCHBIE TpOrpaMMbl U OpaHamay’p. Tem cambIM ThbI
obGe3omacuib ce0s OT 3aKa4YKH BUPYyca Ha TBOE YCTPOHCTBO;

Ilpu ucnons3oBanun Wi-Fiotkmoun ¢ynkumio «O0muil noctyn K ¢aiiaM M MpUHTEpaM».
JanHast QyHKIMS 3aKphITa M0 YMOJYAaHUIO, OJTHAKO HEKOTOPBIE IMOJIb30BATEIN aKTHBHUPYIOT €&
JUIs yI00CTBa NCIOIB30BaHUs B paboTe win yuede;

He wuncnone3yii myonmmunsii WI-Flans nepenaun TUYHBIX JAHHBIX, HApUMEp, JUISI BBIXOJA B
COILIMATIbHBIC CETH WU B DJIEKTPOHHYIO TIOUTY;

Hcnons3yit Tonpko 3anuiieHHoe coeaunenue uepe3 HTTPS, a ue HTTP, 1.e. mpu Habope Be6-
ajzipeca BBOAU UMEHHO «https://»;

B moOunpHOM Tenedone otkmoun (yHkmmioo «Iloakmouenne k Wi-FiaBTomatrueckn». He
JIOITyCKai aBTOMaTHUYECKOTO MOJIKIIIOYEHUS YCTpoiicTBa K ceTsiM Wi-Fibe3 TBoero coriacus.

CoumnajabHble ceTH

ConuanpHble CETH aKTUBHO BXOJST B HAIly >KU3Hb, MHOTHE JIIOJIU PabOTaOT M KUBYT Tam
noctosinHo, a B Facebookyke 3apeructpupoBaH MUIUIMAPA YENOBEK, YTO SIBISETCS OJIHOM
CeIbMOM BCEX JKUTEJEeH IMIaHeTbl. MHOTHE TOJb30BaTeId HE TOHMMAIOT, 4TO HHGOpMAIus,
pa3MeleHHasl UMU B COITMANIBHBIX CETSIX, MOXKET ObITh HalJileHa U MCIOIh30BaHA KEM yroJIHO, B
TOM YHCIIe HE 00s13aTeIBHO ¢ OJ1aruMu HAMEPEHUSIMHU.

OCHOBHBIE COBETHI 10 0€30IIaCHOCTH B COIMAJIBHBIX CETSIX:

Orpannyb cnmcok apy3edl. Y TeOs B APY3bSX HE JOJDKHO OBITH CIyYalHBIX W HE3HAKOMBIX
JIIOACH;

3amuiiail cBOIO YacTHYIO >kM3Hb. He ykasbiBail maposu, TenedoHbl, agpeca, aTy TBOETO
POXJIEHUS U JAPYIYIO JUYHYIO HHGOpMAIMIO. 3JI0YMBIIUIEHHUKA MOTYT HCHOJb30BaTh Jaxe
WHPOPMAIIHIO O TOM, KaK Thl M TBOH POAMTEIH IUTAHUPYETE MIPOBECTH KaHUKYJIBI;

3amuiai cBOK pemyTaluio — JAEpKd ee B YMCTOTe M 3ajaBail cebe Bompoc: XOTeda Obl Thl,
9TOOBI Jpyrue MOJh30BATEIH BHUACIH, YTO THI 3arpyxkaemb? [lomgymaii, mpexae 4eM dYTo-TO
OIyOJIMKOBaTh, HAIIMCATh U 3arpy3UTh;

Ecnu Tl roBopuilb € JIIOJbMH, KOTOPBIX HE 3HAEllb, HE HCIOJB3YyH CBOE peajbHOE MMs U
JPYryIo JUYHYI0 HHPOPMALIUU: UMsI, MECTO JKUTEIBCTBA, MECTO Y4eObl U IpoyUee;

N3z6eraii pasmemienus ¢potorpaduii B UntepHeTe, r11e Thl H300paKeH Ha MECTHOCTH, 110 KOTOPOU
MO>KHO OTIPENIeIUTh TBOE MECTOIIOJIOKEHHE;

Ilpu peructpanuu B COLUMAIBHONW CETHM HEOOXOJUMO HCIOJIb30BaTh CIIOKHBIE IAPOJIH,
cocrodiye u3 OykB U HU(pP U C KOJTMYECTBOM 3HAKOB HE MEHee §;

JU1s couuanbHON CeTH, MOYTHl U APYrMX CAUTOB HEOOXOAMMO HCIOJIb30BATH Pa3HbIE MAPOJIH.
Torna ecnau Te0s B31IOMAIOT, TO 3JI0YMBIIUICHHUKH TOJIYYaT JIOCTYI TOJIBKO K OJHOMY MECTY, a
HE BO BCE cpasy.



DJIeKTPOHHBbIE TeHbIU

DONEeKTPOHHBIE AEHBIM — H3TO OYEHb YJIOOHBINM CMOoco0 MiaTexel, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU AECHBIU.

DNEKTPOHHBIE JEHBI'M TMOSBUIUCh COBCEM HEJABHO M HMMEHHO U3-32 3TOI0 BO MHOTHX
rocyapcTBax 70 CUX IOp HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun ke oHH (QyHKIMOHHPYIOT U O HUX YK€ NMPOIMUCAHO B 3aKOHE, TJIe UX Pa3JeisioT Ha
HECKOJIBKO BUJIOB — aHOHUMHBIE U HE aHOHUMHBbIE. Pa3Huiia B TOM, YTO aHOHUMHBIE — 3TO Te€,
B KOTOpBIX pa3peuiaeTcsi MPOBOAUTH omepanuud 0e3 HAeHTU(UKAIMKU TOJIb30BaTeNsl, a B
HEAHOHMMHBIX UJCHTH(HUKAIIUY TTOTH30BATES SBISETCS 0053aTEIHHOM.

Taxxe cienyeT pa3inuyuaTh MIEKTPOHHBIE (PUATHBIC NEHBIU (PaBHBI TOCYJAPCTBEHHBIM BaTIOTAM)
Y DJIEKTPOHHBIE HE(HUATHBIE IE€HbI'H (HE PaBHBI TOCYJapPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI 110 0e30MaCHOI padoTe C JJIeKTPOHHBIMM JIeHbIAMMU:

[IpuBsoku K cdery MOOWIBHBIM TenedoH. DTO camblii yOOOHBIH H  OBICTPBIM CIOCOO
BOCCTAHOBHUTH JOCTyN K cyery. [lpuBs3aHHbIi TenedoH MOMOXKET, ecinu 3a0yAelib CBOM
IJIATEKHBINA MAPOJIb WM 3aielIb Ha CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

Hcnons3yit ogHopasoBbie naponu. Ilociie nepexona Ha yCHICHHYIO aBTOpU3aLUIO TeOe yxe He
OyzeT yrpokaTh OMACHOCTb KPayKU MJIH IepexBaTa IJIaTeXKHOI0 Mapois;

BeiGepu cnoxsbiii maponb. llpectynHukam OyaeT HE NPOCTO yraiarb CIOXKHBIM IapoJb.
Hanexwnble naposin — 3TO maposiy, KOTOpbIE COJEpKaT HE MEHEe 8 3HAKOB M BKIIKOYAIOT B ce0s
CTPOYHBIE U TIPONHUCHBIC OYKBBI, IU(PPHI U HECKOJIBKO CHMBOJIOB, TaKM€ KakK 3HaK J0Jiapa,
(dhyHTa, BOCKIMIATENbHBIN 3HAK U T.1. Hanmpumep, StROng!;;

He BBOAM cBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE JI0BEPSEIIb.

DJIeKTPOHHASI MOYTA

DNEeKTpOHHAsI TOYTa — O3TO TEXHOJOTHSI M TPEJOCTaBISIEMBbIC €0 YCIYI'HM IO TEPEChUIKE W
MOJIYUCHHUIO JJIEKTPOHHBIX COOOIICHHU, KOTOpPhIE PACHPEISISIIOTCS B KOMIBIOTEPHON CETH.
OO0OBIYHO BJIEKTPOHHBIN IIOYTOBBII SIIITAK BBITVIA AT CIEIYIOLIUM obpazom:
YUMsl_TIONB30BaTeISI(@UMSL_JIoMeHa. Taike KpomMe Tepenadyd NpOCTOro TEKCTa, HMEeeTCs
BO3MO>KHOCTH TIepe1aBaTh (hauibl.

OcHOBHBIE COBETHI 110 0e30MacHOI padoTe C JIEKTPOHHOM MMOYTOM:

Hano BwIOpaTh mpaBWIBHBIA TOYTOBBIA cepBuc. B VIHTepHeTe ecTh OTpOMHBINA BBIOOD
OeCTIaTHBIX MMOYTOBBIX CEPBUCOB, OAHAKO JyYIlle JOBEPSATH TEM, KOrO 3HACIIb U KTO MEPBHIA B
pEUTHHTE;

He ykaspiBaii B JmuHOM mouTe mauuyHyo wuHQopMmauuio. Hampumep, mydmie BbIOpath
«MY3BIKaTBHBINA _(haHaT@» unu «pok2013» BmecTo «remal3y;

Hcnonb3yit NBYX3TalHYI0 aBTOPU3ALMIO. DTO KOIJa MOMUMO IapoJisi HYXKHO BBOJUTH KO,
NpuUchbUIaeMblid 1o SMS;

Bribepu cioxHbBIH mapoib. JIs KaXaoro mouToBOro SIIUKA JIOJDKEH OBITH CBOW HAJICKHBIMU,
YCTOMYMBBIN K B3JIOMY MApOJIb;

Ecnu ecTh BO3MOXKHOCTB HalMCaTh CAMOMY CBOM JIMUHBIN BOIIPOC, UCIIOJIB3YH 3TY BO3MOKHOCTD;
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Hcnonb3yil HECKOJIBKO MOYTOBBIX SINIMKOB. llepBblil 111 4acTHOW MEpPENnuCKU C aJpecaTaMi,
KOTOPBIM THI JIOBEPSCIb. DTO AJIEKTPOHHBIN aJIpec HE HAJ0 UCIOJIB30BATh MPU PETUCTPAIMH Ha
¢dopymax u caifrax;

He oTtkpeiBaii daiiiel u 1pyrue BIOKEHUS B TUCbMaX JIaKe €CJIM OHU MPHUIILUIA OT TBOUX JPY3CH.
Jlydiie yTOYHH y HUX, OTIPABIISIIN JIK OHU TeOe 3TU Gaiiibl;

[Tocne oxkoHuaHuss paOOTHI Ha TIOYTOBOM CEpPBHCE TEpe] 3aKPBHITHEM BKIAJIKH C CAUTOM HE
3a0y1b HAXKATh HA «BBIATHY.

Ku6epOyuiuHT W1 BUPTYaJbHOE U31€BaTeIbCTBO

KubepOynauHr — mpecieoBaHUEe COOOIIEHUSMHU, COJAEPKAIIMMU OCKOPOJICHUS, arpeccuio,
3alyruBaHue; XyJIUTaHCTBO; COIMAIbHOE OOMKOTHPOBAHHE C MOMOIIBIO PA3JIMYHBIX WHTEPHET-
CEpBHCOB.

OcHoBHbIE coBeThI 10 0opbie ¢ KnOepOyIJIMHIOM:

He 6pocaiics B 60ii. Jlyumuii crioco0: mocoBeTOBAaTHCS Kak ceOsi BECTH M, €CJIM HET TOTO, K KOMY
MO’KHO OOpaTUThCS, TO BHAYaje yCIOKOUThCS. Eciu Thl HaYHeNIb OTBeYaTh OCKOPOJICHUAMHU Ha
OCKOpOJIEHHUS, TO TOJBKO €1lle O0JIbIlE PA30AOKEITb KOH(IINKT;

VYnpassii cBoe kubeppernyranueii;

AHOHMMHOCTh B ceTH MHHMas. CyIIeCTBYIOT CIOCOOBI BBISICHUTb, KTO CTOUT 3a aHOHUMHBIM
AKKayHTOM;

He crout Bectu xynuranckuil oOpa3 BUPTyasibHOM >XKu3HHU. VIHTepHET (QUKCHUPYET BCE TBOU
JeHCTBUS M COXpaHSAET UX. Y AAIUTh UX OyAeT KpaiiHe 3aTpyIHUTEIbHO;

Cobmroait cBOI BUPTYATIbHYIO YECTh CMOJIOAY;

Urnopupyit enuHuuHblii HeratuB. OJHOpPa30Bble OCKOPOHMTEIbHBIE COOOILICHMS JIydllle
urHopupoBaTh. OOBIYHO arpeccus MpeKpalaeTcs: Ha Ha4aJlbHOM cTauu;

ban arpeccopa. B mporpammax oOMeHa MTrHOBEHHBIMH COOOIIIEHUSMHU, B COIIMATIBHBIX CETSIX €CTh
BO3MOYKHOCTh OJIOKMPOBKU OTIIPABKH COOOIIEHHI C ONpeeIEHHBIX aJIpECOB;

Eciun 1B cBuzmerens kubepOymnuHra. TBou NEHCTBUS: BBICTYIUTH NPOTUB MpecierloBaTes,
MIOKa3aTb €My, YTO €r0 ACHCTBHs OLEHUBAIOTCA HETAaTHMBHO, MOAJEP)KATh KEPTBY, KOTOPOH
HY)KHa TICHXOJIOTHUYECKasi MOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpeCCHBHOTO MOBEICHHS B
CeTH.

MooOnabHbli Tej1eoH

CoBpemeHnHble cMapT(OHBI M IUIAHLIETHI COIEPKAT B cebe BIIOJIHE B3POCIHbIA (YHKLIMOHAN, U
TeNepb OHM MOTYT KOHKYPHpPOBAaThb CO CTAallMOHAPHBIMM KOMIIbIOTepaMu. OJHAKO, CPEICTB
3aIUThI JJI OJOOHBIX YCTPOWCTB MOKa OYEHb Majio. TecTHpOBaHUE M TMOUCK YS3BUMOCTEH B
HUX TIPOMCXOJUT HE TaK MHTeHCUBHO, Kak aus IIK, To ke camoe kacaercs M MOOMIIBHBIX
MIPUIIOKEHUN.

CoBpeMeHHbIe MOOMIIbHBIE Opay3epbl yKe NPAKTUYECKH JTOTHAIN HACTOJIbHbIE aHAJIOTH, OJHAKO
pacmupenue GyHKIIMOHaIA BICUET 32 COOON OOJIBIITYIO CIIOKHOCTh M MEHBIITYIO 3aITUIIICHHOCTD.

Jlaieko He Bce MPOM3BOAMTENM BBIMYCKAIOT OOHOBIICHHUS, 3aKPBIBAIOIINE KPUTUYECKUE
YSA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.
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OcHoBHBIE cOBeTHI 1JIs1 0€30I1aCHOCTH MOOMJIBLHOIO Testedona:

Huuero He sBasieTcsa mno-HacrosieMy OecriaTHbIM. bBbynb ocCTOpokeH, Benb Koraa Tebe
MpeIaraloT OeCIuIaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHUE-TO IUIATHBIE YCIYTH;
Hymaii, npexxae yeM otnpaButh SMS, ¢oto mnu Buaeo. Thl TOYHO 3HaElIb, i€ OHU OYAYT B
KOHEYHOM UTOre?

Heo6x011M0 0OHOBIIATE ONEPALMOHHYIO CUCTEMY TBOETO CMapT(HOHA;

Hcnonb3yit aHTUBHPYCHBIE TIPOTPAMMBI JJ11 MOOMIIBHBIX TeIe(hOHOB;

He 3arpyxaii npuiaokeHUs OT HEU3BECTHOTO MCTOYHMKA, BEJb OHU MOTYT COJEp)KaTh
BPEOHOCHOE IIPOrpaMMHOE 00€CTIEUEHHUE;

Iloce Toro kak Thl BBIACHIL C CaiiTa, I71€ BBOJWI JIMYHYIO UH(OPMAIHIO, 3211 B HACTPONUKU
Opaysepa u ynanu cookies;

[leproanuecku MpoBepsiii Kakue MJIaTHbIE YCIYI'M aKTUBUPOBAHbI HA TBOEM HOMEDE;

JlaBaii cBoii HOMep MOOWJIBHOrO TenedoHa TOJNBKO JIIOJASM, KOTOPHIX Thbl 3HACIIb U KOMY
JOBEPSIEID;

Bluetoothnomxken OBITH BBIKIIOYEH, KOTJa Thl MM HE ToJb3yenibcsi. He 3a0wiBail mHOTHA
IIPOBEPSATH 3TO.

Online-urpsi

COBpeMCHHBIC OHHafIH-I/IFpBI — 9TO KpaCOYHEIC, 3aXBaThIBAOIIUC PAa3BJICUCHUA,
O6'LCI[I/IH}IIOH_II/IC COTHH TbICAY YCJIOBCK II0O BCCMY MHUDY. HFpOKI/I HCCIICAYIOT JaHHBIM UM MUp,
O6HIaIOTC$I ApPYyr C ApYroM, BBIIIOJHAIOT 3aJaHHusd, CpaXaroTCsd ¢ MOHCTpaMU M IIOJYy4YarOT OIIBIT.
3a YAOBOJIbCTBUC OHHU IUIATAT: IMOKYIIAIOT AUCK, OINIAYUBAIOT a0OHEMEHT WIIH HpI/IO6peTaIOT
KaKue-TO OIIUHU.

Bce st cpeacTtBa uayT Ha mojajepiKaHWE M Pa3BUTUE UIPHI, a TaKKe Ha caMy 0€30MaCHOCTH:
COBEPILEHCTBYIOTCSI CHCTEMBbl aBTOPH3AIMH, BBITYCKAIOTCS HOBbIE MaTud (LIM(POBHIE 3arIaTKH
JUISI IPOTPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO,I[O6HI>IX HUrpax CTOUT OIaCcaTbCsad HE CTOJIBKO CBOUX COICPHHUKOB, CKOJIBKO Kpa>Xu TBOCTO
nmapoJjid, Ha KOTOpOM OCHOBaHa CUCTEMA aBTOpHU3aAllUA 0OIBIIMHCTBA urp.

OcHoOBHbBIE COBETHI 10 0€30IIACHOCTH TBOET0 HI'POBOIo aKKayHTa:

Ecin apyroit urpok BeneT ceOsi MJI0OXO0 WM CO3JaeT TeOe HENMpUSATHOCTH, 3a0JIOKHpPYH ero B
CIIMCKE UTPOKOB;

[loxxamylics anMHUHUCTpaTOpaM HWIPbl Ha IUIOXOE€ IIOBEIEHUE JTOIO HIPOKA, HKEJIATEIBHO
IIPWIOKUATH KAKHE-TO JOKA3aTeIbCTBA B BUJIE CKPUHOB;

He ykasbiBaii nuunyto nHGOpMaIuio B mpodaiiie urpsl;

VYBaxkall Ipyrux y4aCTHUKOB IO UTPE;

He ycranaBnuBaii HeouIMaNbHBIE TATYU U MOJIBL;

Hcnosnb3yil CI0KHBIE M pa3HbIE TTAPOJIH;

Jlaxxe BO BpeMs UIPBI HE CTOUT OTKJIXOYaTh aHTUBUpYC. Iloka Tel uUrpaeimb, TBOM KOMIIBIOTEP
MOTYT 3apa3uTh.
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OUIIHUHT WIH Kpaka JUYHBbIX JTaHHBbIX

OObIYHOM Kpakel JeHer W JOKYMEHTOB CEroJiHsl y»K€ HHKOTO HE YIMBHIIb, HO C Pa3BUTHUEM
MHTEPHET-TEXHOJIOTUN  3JIOYMBILUICHHUKHA II€peMECTWINCh B HHTEpHET, M NpOAOIKAIOT
3aHUMATbCA WTFOOMMBIM JIETIOM.

Tax nosiBUIach HOBAast Yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (PHIIMHT, TJIaBHAS 11e7Th KOTOPOTO
COCTOMT B MOJYYCHUH KOH(PUICHIINATHHBIX JaHHBIX MOJIB30BaTEICH — JIOTUHOB U Maposieil. Ha
aHTJIMACKOM si3bIke phishinguuTtaercs kak ¢umuHr (ot fishing— peiOHas joBsI, password—
1apoJb).

OcHoBHBIE cOBeThI 10 0opbie ¢ PUIIMHIOM:

Crnenm 3a cBOMM akkayHTOM. Ecnmu Thl mojo3peBaelb, 4TO TBOs aHKeTa ObLIa B3JIOMaHA, TO
HE00X0UMO 3a0JIOKMPOBATh €€ W COOOIIUTH aAMUHHUCTpATOpaM pecypca 00 3TOM KaK MOKHO
CKOpEe;

Hcnonw3yit 6e30macHble BeO-CaliThl, B TOM YHCIIE, MHTEPHET-Mara3uHoOB U MOMCKOBBIX CUCTEM;
Hcnonb3yit cnokHele M pasHble mnaposd. Takum oOpa3om, eciau TeOs B3JIOMAlOT, TO
3JI0YMBIIUICHHUKH MOIYYaT JOCTYH TOJIBKO K OJJHOMY TBOEMY NMPOQUIIIO B CETH, a HE KO BCEM;
Ecin TebGs B3moManu, TO HEOOXOAMMO TMpPEenylnpeluTh BCEX CBOMUX 3HAKOMBIX, KOTOpBIE
n00aBICHBI Y T€OS B IPY3bSIX, O TOM, YTO T€Os B3JIOMAIH U, BO3MOXKHO, OT TBOET'O UMEHHU Oy/eT
pacchLIaThCs CIIaM U CCHUIKU Ha (DUITUHTOBBIC CANTHI,

VYcranoBu HanexHbIH aposib (PIN) Ha MOOWMIIBHEIHN Tee(oH;

OTKIIIOYM COXpaHEHHUE MapoJsi B Opaysepe;

He otkpeiBaii (haiinbl v Ipyrue BIOKEHHUS B MUChMaX JIa)Ke €CJIM OHU MPUIILIU OT TBOUX JIPY3EH.
Jlydie yTOYHU y HUX, OTHPABIISUIN JIU OHU TeOe 3TH (aiiibl.

HudpoBas penyrauus

[Mudposass pemyrainus — 3TO HETaTUBHAS WM TO3UTHBHAs WH(pOpManus B ceTH o Tede.
Kommpomerupyromas uHpopMaius, pa3MenieHHas B VIHTepHETe MOXET Cepbe3HbIM 00pazoM
OTPa3UThCSl HA TBOEH peanbHOM )u3HH. «[{udpoBas pemyTarus» — 3TO TBOW UMUK, KOTOPHIH
dopmupyercst u3 nadopmaruu o rede B UuTepHere.

TBoe MecTo >KHUTENbCTBa, y4eObl, TBOE (PHMHAHCOBOE IOJIOKEHHE, OCOOCHHOCTH XapakTepa U
pacckasbl 0 OJIM3KMX — BCE 3TO HAKAIUIMBAETCS B CETH.

MHorre TOAPOCTKH JIETKOMBICJICHHO OTHOCSTCS K IyOJUKAIlMU JUYHOW WH(POpMAIMK B
HNutepHeTe, He MOHMMAas BO3MOYKHBIX NOCHEACTBUM. Thl 1ake HE CMOXKEIIb JTOragaTbCsl O TOM,
yTo (pororpadus, pazmerieHHas 5 JeT Ha3aJ, CTaja MPUINHON OTKa3a MPHUHITH TeOst Ha padoTy.

KomMmenTapuu, pasmenienue TBoux gororpaduit u Ipyrue ASHCTBHUS MOTYT HE UCUE3HYTh JaxKe
MOCJIe TOTO, KaK Thl UX YJAJIUIIb. Thl HE 3HACIIL, KTO COXPAHMI 3Ty HHPOPMAIIUIO, ITONaa JIH
OHAa B TIOMCKOBBIE CHCTEMbl M COXpaHWJIACh JHM OHAa, a TJaBHOE: YTO MOAyMalT o Tebe
OKpYKaroIIee JIF0JIM, KOTOPhIe HAWAYT M YBUASAT 3T0. HaliTn mH(MOpMALINIO MHOTO JIET CITYCTS
CMOJET JII000H - Kak U3 JNOOpBIX MOOYXKIACHHM, TaK U C HAMEPEHHEM IMPUYUHUTH Bped. DTO
MOXET OBITh KTO YTOJIHO.



1.

2.

OcHoBHBIE COBETHI 10 3aIMTe HM(POBOIl penyTanuu:

[Monymaii, mpexae yeM 4TO-TO MyOIMKOBAaTh M MepeAaBaTh y ceOs B OJore Wil B COLMATBHON
CeTH;

B Hactpoiikax mnpoduias ycTaHOBH OrpaHMYEHHUS Ha TPOCMOTP TBOEro mnpoduis u ero
COAEPKUMOT O, CIIEJIald €r0 TOJIBKO «JIJIS IPY3€eii»;

He pasmemiaii u He ykaspiBail MH(OpMAIMIO, KOTOpash MOXKET KOT0-TUOO OCKOPOJISATh WIH
00MKaTh.

ABTOpCKOE NPaBo

CoBpeMeHHbIE HIKOJbHUKM — AaKTHBHBIE I10JIb30BaTeIM LU(PPOBOro mnpocTpaHcTBa. OpHako
JIaJIeKO HE BCE 3HAIOT, YTO IMOJIb30BAHHE MHOTUMH BO3MOXKHOCTAMHU ITU(PPOBOTO Mupa Tpedyer
COOJIIOICHHSI ITPAB HA MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH «MHTe/UIEKTyallbHasE COOCTBEHHOCTBb» OTHOCHTCA K  Pa3IMYHBIM  TBOPEHUSIM
YeJIOBEYECKOr0 yMa, HauMHasi C HOBBIX M300pETeHHI U 3HAKOB, 0003HAYAIOUIMX COOCTBEHHOCTh
Ha MpPOAYKTHl W YCIyrd, M 3aKaHuMBass KHUTamu, ¢ororpadgusaMu, KUHOPUIBMAMU U
MY3bIKaJIbHBIMU IPOU3BECHUSIMHU.

ABTOpCKHE ITpaBa — 3TO MpaBa Ha UHTEJUIEKTYaIbHYI0 COOCTBEHHOCTh Ha MTPOU3BEACHUSI HAYKH,
JUTEpaTypbl M HCKYCCTBA. ABTOPCKHME IIpaBa BBICTYNAIOT B KadyeCTBE TapaHTHM TOrO, 4TO
MHTEJJIEKTYaJIbHBIA/TBOPUECKHUI TPy aBTOpa He OyAeT HampacHbIM, JacT €My CIIpaBeJIUBbIE
BO3MO’KHOCTH 3apaboTaTh Ha pe3ylbTaTaX CBOErO TPyJa, MOJYyYUTh U3BECTHOCTh U NMPU3HAHHE.
Huxkro Oe3 pa3pernienus aBTopa He MOKET BOCIIPOU3BOIUTE €TI0 MPOU3BEICHUE, PACIIPOCTPAHATD,
MyOJIMYHO JIEMOHCTPUPOBATh, MPOAABATh, HWMIOPTUPOBATH, IyCKaTb B TMPOKAT, MYOJIUYHO
WCTIOJIHATH, TOKA3bIBATH/UCIIONHATE B AdUpe WM pa3MeniaTh B MIHTepHeTe.

Hcnonp3oBaHue «mMupaTcKkoro» MNPOrpaMMHOTO OOECHeYeHHss MOKET NPHUBECTH K MHOTUM
pUCKaM: OT MOTEpPH JaHHBIX K TBOMM aKKayHTaM J0 OJIOKMPOBKH TBOETO YCTpPOMCTBa, Te
YCTaHOBJICHHBII He JerainpHas mnporpamma. He crout Ttakke 3a0bIBaTh, YTO CYIIECTBYET
JerajgbHble U OeCIIaTHBIE IPOTPaMMBbl, KOTOPBIE MOYKHO HAlTH B CETH.

O noprane

CereBU4oK.p(h — TBOH TTaBHBIA COBETYHK B CETU. 3/1€Ch Thl MOXKEIIb Y3HATH O OE30MACHOCTH B
CEeTH TIOHATHBIM M JIOCTYITHBIM SI3BIKOM, a TIpU BO3HHUKHOBEHHMH KPHTHYECKOW CHUTYaIluu
o0paTHThCS 32 COBETOM. A TakKe MPHUHATh Y4acTHE B KOHKYpCaxX M CTaTh CaMbIM IH(PPOBBIM
rpaxaaHuHOM !
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