[Tpunoxenue Ne 1

K npukazy MbOY «JIunen
KpsIMckol BeCHBI

ot 23.05.2023 Ne 345

MNOJIO’KEHUE
00 nHpopMAINOHHOI 0€30MACHOCTH

1. O0mue moJioKkeHust

1.1. [Tonoxxenue 06 unpopmanronnoi 6ezonacHoctd B MBOY «Jlureit Kpbimckoit
BECHBD» (Hajnee — auiieit) pazpaboTaHo B cooTBEeTCTBUU ¢ DenepanbHbIM 3aKoHOM Ne 273 -
®dD ot 29.12.2012 1. «O6 obpazoBanun B Poccuiickoit denepannn», DenepaibHbIM
3akoHOM Ne 152- @3 or 27.07.2006 r. «O mepcOHANBHBIX AAHHBIX», PDeneparbHbBIM
3akoHOoM Poccuiickoit denepamuu ot 27.07.2006 roma N 149-®3 «O6 undopmarumy,
MH(POPMAITMOHHBIX TEXHOJIOTUSAX U O 3ammuTte uHbopMauuun», [lucemom denepanbHOTO
areHTcTBa 1Mo obpazoBaHuro ot 29.07.2009 r. Ne 17-110 «O6 obecrnieyeHUN 3aIUTHI
MEPCOHANIBHBIX JaHHbBIX». [lucbmMoM MuHucrepcTBa oOpa3zoBaHus U Hayku PP ot
13.08.2002 1. N 01- 51-088un «OO0 opraHu3aIy UCIOJIb30BAaHUS UHPOPMAIIMOHHBIX U
KOMMYHUKAIIMOHHBIX ~ PECYpCOB B 00111€00pa30BaTEIIbHBIX  YUPEKICHUSIX,
[Toctanosnenuem I[IpaBurensctBa Poccuiickoit deneparuu ot 17.11.2007 r. N 781 «O6
yTBepxxaeHun Ilonoxxenust o0 obecrieueHnr O0€30MaCHOCTU MEPCOHANBHBIX JAHHBIX MPH
ux 00paboTke B MHPOPMAIIMOHHBIX CUCTEMAX MEPCOHATBHBIX JAHHBIX).

1.2. B nousatue uHPOPMALMOHHONM O€30MACHOCTH JIMIIES] BXOAMT CUCTEMA Mep,
HaIpaBJeHHas Ha 3allUTy WH(POPMAIMOHHOTO MPOCTPAHCTBA U MEPCOHATBHBIX JTAHHBIX
OT CJIy4alHOTO WM HAMEPEHHOTO MPOHUKHOBEHHUS C IEJIbI0 XHUIIEHUS KaKuX-Iu00
JAHHBIX WJIM BHECEHHMs] U3MEHEHWH B  KOHQUTYpallMi0O CHUCTEMBbI, 3allluTa
00pa3oBaTENbHOTO MPOLECCa OT JIFOOBIX CBEICHMM, HOCSIIMX XapaKTep 3alperieHHOU
3aKOHOM TTpoNaraH/bl, Ui JTIOOBIX BUIOB PEKIaMBbI.

1.3. B coctaBe MaccHBOB OXpaHsSEMOW 3aKOHOM HH(pOpMAIH, HAXOMAAIIEHCS B
PaCHOPSKEHUH JIULIES, MOKHO BBIJICTUTh TPU TPYIIIIbL:

- IEPCOHAJIBHBIC CBEACHUS, Kacarolluecsl y4Jalluxcs, B TOM 4uclie (pamMumaus, uMms,
OTYECTBO, IO/, MECSILI, 1aTa U MECTO POXKACHUS, aAPEC;

- IEPCOHAJIBHBIC CBEJCHUS, Kacarolyecs paOOTHUKOB, B TOM 4HCIe (paMuius, uMmsl,
OTYECTBO, TOJ, MECSL, Jara U MECTO POXKIAECHUSA, aApPeC, CEMEWHOE, COLMAIBHOE,
MMYIIECTBEHHOE MOJI0KEeHUEe, 00pa3oBaHue, mpodeccusi, 10X0bl, Apyras uHhopMaIus;

- npyras wHpOpManus ISl CIY)KE€OHOTO TOJIb30BaHUS, HE OTHOCAIIASACA HHU K
OJIHOMY U3 YKa3aHHBIX BBIIIE BUJIOB W HOCANIAS XapaKTep HWHTEIJIEKTYabHON

COOCTBEHHOCTH JHIIES B TOM 4HCiIe OuOamoTeka, 6a3a MaHHBIX, OOpa30BaTCIbHBIC



nporpaMMbl ¥ Jip. OOS3aHHOCTSIMHU JIMI[, OTBETCTBEHHBIX 3a 3aIlUTy HWH(POpMAIUH,
JIO/DKHO CTaTh COXPAaHEHHE JAHHBIX B IEJIOCTHOCTH W HENPUKOCHOBEHHOCTH M
oOecIrieyeHue ux:
-IOCTYITHOCTH B JIFO0O0OE BpeMs IS JIIOOOT0 aBTOPU3UPOBAHHOTO ITOJIH30BATEIIS;
-3aIUTHI OT JIFOOOH yTPAThl MM BHECCHHS HECAHKIIMOHUPOBAHHBIX N3MEHEHUIA;

-KOH(I)I/II[GHL[I/IEIJ'IBHOCTI/I, HCAOCTYIIHOCTH I TPCTbUX JIUII.

2. lleab u 3apa4un HHGOPMALMOHHOK 0€30I1aACHOCTH
2.1. OCHOBHBIMH LIETSIMU HHPOPMAIIIOHHON 0€30IaCHOCTH SIBIISIFOTCSI:
-COXpaHEeHHE KOHPUACHIIMAIBHOCTH HH()OPMAITMOHHBIX PECYPCOB;
-o0ecrnieueHre HeMPEePhIBHOCTH JOCTYIAa K MH(POPMAITMOHHBIM peCypcam JIUIIes;
-3aIUTa [IeJIOCTHOCTU UH(OPMAIIUU C TEbI0 TTOAJIEPKaHUS BOZMOXHOCTH JIULIES 110
OKa3aHWIO YCJIYT BBICOKOTO KadecTBa M NPHHATHIO S(PPEKTUBHBIX YIPABICHUYECKHUX
pELICHUN;

-TIOBBITIICHUE OCBEJOMJICHHOCTH II0JIh30BaTEIC B 00JACTH PHCKOB, CBSI3aHHBIX C
MH()OPMAITMOHHBIMU PECYpCaMU JTUTIES;

-OTIpPE/ICNICHUE CTENEHW OTBETCTBEHHOCTH W OOS3aHHOCTEH COTPYIHUKOB IIO
obecrnieueHn0 HHGOPMAIIMOHHON O€30IMaCHOCTH;

-TTIOBBITIICHUE YPOBHA d(PPEKTUBHOCTH, HETIPEPHIBHOCTH, KOHTPOJIUPYEMOCTH Mep TI0
3aIldTe OT peajbHBIX Yrpo3 HHGOPMAIIMOHHON 0€30MacHOCTH;

-MPEIOTBPAIllCHUE W/WJIM CHIDKCHHE Yyilep0a OT HHIMACHTOB HHGOPMAIMOHHON
0€30MacHOCTH.
2.2. OCHOBHBIMHM 33Jja4aMH1 HH(POPMALIMOHHOM 0€30MaCHOCTH SIBIISIOTCS:
-pa3paboTka TpedoBaHuil 1Mo odecrneueHN0 HHPOPMAITMOHHON OE301TaCHOCTH;
-KOHTPOJIb ~ BBITIOJTHCHUS  YCTAHOBJCHHBIX TpeOOBaHWH TI0  OOCCIICUCHUIO
nH()OpPMAITMOHHOM 0€30T11aCHOCTH;

-TOBbITIIEHUE d()PEKTUBHOCTU, HEMPEPHIBHOCTH, KOHTPOIUPYEMOCTH MEPOTPUSITHIA
o 00eCreYeHH IO U MO IJIeP KaHuI0 MH(GOPMAIIMOHHON 0€30TTaCHOCTH;

-pa3paboTKa HOPMATHBHBIX JOKYMEHTOB [UIsi oOecriedeHus: WHGOPMAIMOHHON
0€30macHOCTH JINLIES,

-BBISIBJICHHE, OIIEHKA, IMPOTHO3UPOBAHUE M TPEIOTBPAIICHUE pEaTM3aIllid yrpo3
nH()OPMAITMOHHOM 0€301TaCHOCTH JIMIICS,

-OpraHu3aIisl aHTUBUPYCHOMN 3aIUTH HH(POPMAIIMOHHBIX PECYPCOB JUIIES;

-3a1MTa “HGOPMAITMH JTUIES OT HEeCaHKIIMOHHpOBaHHOTO noctyma (manee-HC/I) u

YTCYKH 110 TCXHUYCCKHUM KaHaJIaM CBA3U.



3. TpeGoBanusi mo NHPOPMAITUOHHOI 0€30MMACHOCTH
3.1. B oTHOmIEHNHU BCeX COOCTBEHHBIX MH(POPMAIIMOHHBIX aKTUBOB JIMIIES, AaKTHBOB,

HAXOJSLIUXCS MO, KOHTPOJIEM JIMIIEs, @ TAKKE aKTUBOB, UCIOJIb3YEMbIX [IJISI MOJY4YEHUS
JocTyna K WH(QPAcTpyKType JHIes, [TO0JDKHA ObIThb ONpElNeleHAa OTBETCTBEHHOCTH
COOTBETCTBYIOIIETO COTpyAHUKA Jjules. IHpopMalins 0 cMeHe BIaJeNbleB aKTUBOB, X
pacnpesieieHuy, U3MEHEHUX B KOH(QUTYpaIlMi U UCIOJIh30BAaHUH 32 IMpeaeiaMH JHUIes
JOJIKHA TOBOJUTHCS A0 CBEJICHUS TUPEKTOPA JIUIIES.

3.2. Bce paboThl B mpenenax JUIes TOJKHBI BBITOJHATHCS B COOTBETCTBUH C
opuIMaTbHBIMK  JODKHOCTHBIMU  OOSI3aHHOCTSAMM ~ TOJILKO  HA  KOMIbIOTEpax,
pa3penIeHHBIX K UCIIOJIb30BAHUIO.

3.3. Bce xoHduaeHIIMaNbHBIE JaHHBIEC, COCTABIIAIONINE TalHY JIUIES U XPaHSAIIUEeCs
Ha KECTKUX JUCKaX MOPTATUBHBIX KOMITBIOTEPOB, JOJIKHBI OBITH 3a1TU(PPOBAHBI.

3.4. B nemsix obecrniedeHus] CaHKIIMOHUPOBAHHOTO J0CTyNa K MH(GOPMAIIMIOHHOMY
pecypcy, J000W BXOA B CHUCTEMY JOJDKEH OCYILIECTBISATHCA C HCIOJIb30BAHHEM
YHUKQJIBHOTO UMEHH IOJIb30BATENS U TAPOJISL.

3.5. 3ampenaeTcsa cooOUIaTh CBOM MapoJib APYTUM JIMIIAM WIIM TIPEAOCTABISATH CBOIO
YYETHYIO 3aIUCh APYTHM, B TOM YHCJI€ YICHAM CBOCH CEMbH U OJIU3KUM.

3.6. B mporecce cBoeil pabOThl COTPYAHUKU OOs3aHBI MOCTOSHHO HCIOJB30BaTh
pexuM "DKpaHHOW 3aCTaBKU' C IMApOJIbHOM 3alMTOW. PeKOMEHAyeTcsl yCTaHaBJIMBATh
MAaKCHMAJIBHOE BpEMS 'TIPOCTOA" KOMIIBIOTEpA IO TOSABICHUS JKPAHHOW 3aCTaBKU HE
noJiblie 15 MUHYT.

3.7. Hoctyn k cetu MHTepHET 00ecrneunBaeTCs TOJIBKO B TPOU3BOICTBEHHBIX IEAX
1 HE MOYKET UCIOJIb30BaThCA JJIs1 HE3aKOHHOMW JIEATEIIbHOCTH.

3.8. PexoMeH10BaHHbIE MTPABUIIA:

- COTpYJHUKAM JIUMLEs pa3peliaeTcd HUCHO0Jb30BaTh Ce€Tb HHTEpHET TOJNBKO B
CITY’KEOHBIX IETISX;

- 3ampelaeTcsd MnoceueHue Jardoro caiita B cetu MHTEpHET, KOTOPBIA CUMTAETCs
OCKOpOUTEIBHBIM JIJII  OOIIECTBEHHOTO MHEHHUS WM COJCPKUT HMHQPOPMAIIUIO
CEKCyaJbHOI0 XapakTepa, MpomaraHjay pacoBOd HEHABUCTH, KOMMEHTAPUU IO MOBOAY
Pa3IUYMS/TIPEBOCXOICTBA MOJIOB, JUCKPEAUTHPYIONINE 3asSBICHUS WM UHBIC MaTEePHAIIbI
C OCKOpPOMTENbHBIMHU BBICKa3bIBAHUAMHM IO MOBOJY YbEro-JIMOO BO3pAcCTa, CEKCYalbHON
OpUEHTAllUW, PEIUTHO3HBIX WJIM TOJUTUYCCKUX  yOEKIEHUH, HaAIMOHAIHHOTO
MIPOUCXOXKICHHSI MUTH HEACECIIOCOOHOCTH;

- pabota COTpPYOHUKOB Juies ¢ MHTepHeT-pecypcaMu JOMYyCKaeTCs TOJIBKO
PEXKUMOM TPOCMOTpa MHPOpMAIIMK, UCKIIOUAs BO3MOXXHOCTh Iepenadnd uH(opMaiuu

nuues B ceTb IHTEpHET;



- COTpyJAHUKAM, MMEIOIIUM JIMYHbIE YYETHBIE 3alKCH, MPEIOCTaBICHHBIC
nyOMMYHBIMU TIpOBaiiiepaMu, HE pa3peliaeTcsl MoJIb30BaThCAd UMU Ha 00OpYJIOBaHUM,
MIPUHAAJIEKALIEM IIKOJIE;

- COTPYJIHUKHM JIUIEs TMepell OTKPhITUEM WU paclpocTpaHeHueM (¢aiios,
MOJTYUYEHHBIX Yepe3 ceTb HTEpHET, 10KHBI MPOBEPUTH UX HA HAJIMUME BUPYCOB;

- 3ampeneH 1ocTtyn B IHTEpHET depe3 ceTh JIMLES JJIsl BCEX JIWIL, HE SIBIISIOIINXCS
COTPYJAHHMKAaMU JIULES, BKIIFOUas YICHOB CEMbH COTPYIHUKOB.

3.9. COoTpyIHUKH JOJDKHBI TOCTOSIHHO TOMHHUTh O HEOOXOJUMOCTH
oOecrnieueHus (pusmdeckor 0€30MacHOCTH O0OpYIOBaHUS, HA KOTOPOM XpaHHUTCS
uH(bOopMaIIs JIULIes.

3.10. Cotpyanukam 3aIpEeIIEHO CaMOCTOSITEIIBHO U3MEHATH
KOH(MUTYpaIHIO annapaTHOrO U MPOrpaMMHOTO 00ECTICUeHHUS.

3.11. Bce xoMmbplOTEpHOE 000pYJOBaHUE (CTALIMOHAPHBIE U MOPTATUBHBIC
KOMITBIOTEpHI), mepudepuitHoe oOopyaoBaHue (MPUHTEPHI U CKaHEPHI),
akceccyapsl (MaHUIYJATOPHI THMA "MBIMG", auckoBoAbl it CD-nuckoB)
ABJISIETCS. COOCTBEHHOCTBIO JIUIES U TPEIHA3HAYCHO IS HCIOJIb30BaHUSA
HCKIIFOUUTENEHO B IPOU3BOICTBEHHBIX LESIX.

3.12. Kaxaplii COTPYIHHK, MOJYYMBIIMKA B MOJb30BAHUE MOPTATUBHBIN
KOMITbIOTEP, OO0fA3aH TMPUHATH HAJIEKANME MEpbl IO OOECHEUYEHHIO €ro
COXPaHHOCTH.

3.13. Bce KOMOBIOTEPHI MOJDKHBI 3alWINATHCA MMAPOJIEM MpPU 3arpy3Ke
CHUCTEMBbI, aKTUBAIIMU TOPSIYEH KJIABMIIH U TOCJE BBIXOJA U3 pexuMa "DKpaHHOMN
3actaBku'. J[J11 yCTaHOBKHU PEKUMOB 3alUThI MOJIb30BATENb JOJKEH 00paTUTHCS K
aAMUHUCTpaTopy. JlaHHBIE HE JOKHBI OBITH CKOMIIPOMETHPOBAHBI B Cllydae
XaJaTHOCTU WM HEOPEeXKHOCTH, TpuBenlIeld K morepe obopyaoBanusa. Ilepen
yTHWIN3AIMe BCEe KOMITIOHEHThI O0OOPY/IOBaHUS, B COCTaB KOTOPBIX BXOJST
HOCHUTENN JaHHBIX (BKJIIOYAs >KECTKUE TUCKH), HEOOXOJUMO MPOBEPSThH, YTOOBI
yOeIuThCs B OTCYTCTBHMM HAa HUX KOH(PUIACHIIMAIBHBIX JAHHBIX U JIUIIEH3UOHHBIX
npoayKTOB. JlOMKHa BBIMIOJNHATBHCS TNpoueaypa (OpMaTUPOBAHUS HOCUTENEH
nH(}OpMAIUH, UCKITIOYAIOIIAas BO3MOKHOCTh BOCCTAHOBJICHUSI TAaHHBIX.

3.14. Ilpu 3anucu Kakou-nu60 wHGOpMAIUU HA HOCUTENb IS Meperadn
cyOBeKTaM, y4acTBYIOIIMM B HH(POPMAITMOHHOM OOMEHE, HEOOXOAMMO yOEeIUThCS
B TOM, YTO HOCHUTEJb YHUCT, TO €CTh HE COACPKUT HUKAKUX MHBIX JaHHBIX. [IpocToe
nepeOpMaTHPOBAHWE HOCUTEIS HE JaeT TapaHTUW TIOJHOTO  YyJaJCHUs
3aMycaHHOW Ha HeM MH(OpMaIUK.

3.15. CoTpyaHuKaMm 3ampeliaeTcsl yCTaHABIMBATh HA MPEIOCTABICHHOM B

IT0JIb30BAHHUEC KOMIIBIOTCPHOM O60py,Z[OBaHI/II/I HECTAaHAApPTHOC, HCIMIOCH3MOHHOC



IporpaMMHOE OOeclieyeHre WM MPOrpaMMHOE oOOecreyeHne, He HMEIoIIee
OTHONICHUS K WX MPOM3BOJCTBEHHOW NEATEIBHOCTH. ECIu B X0/ BBITIOTHEHHUS
TEXHUYECKOTO OOCITyXMBaHUSI OyneT OOHapy»XEHO HEpa3pelIeHHOE K YCTaHOBKE
nporpaMMHOE OOecriedeHre, OHO OyAeT yaajeHO, a COOOIICHHE O HapyIICHUH
OyJeT HallpaBJIEHO HETIOCPECTBEHHO JUPEKTOPY JIHIIES.

3.16. CoTpyaHUKU JULES HE JTOJDKHBI:

- OJIOKMpOBaTh AHTUBUPYCHOE NMPOTrPAMMHOE 00ECIIEUEHUE;

- YCTaHABJIMBATH APYTrO€ aHTUBUPYCHOE MPOTpaMMHOE 00eCIICUCHHUE;

- U3MEHATh HACTPOMKM UM  KOH(PUIYpalHIO aHTUBUPYCHOTO IPOTrPAMMHOIO
oOecrieyeHusl.

3.17. DnexTpoHHBIE COOOLIEHUS JOJDKHBI CTPOTO  COOTBETCTBOBATH
CTaHAapTaMm B OOJacTH AENOBOM ATUKH. VCronab30BaHHE 3JEKTPOHHOW MOYTHI B
JUYHBIX Lenax He jgomyckaercs. CoOTpyIHHMKaMm 3alpelacTcss HalpaBisTh
KOH(DUIECHIHATbHYI0 MH(OPMAIMIO0 JIHMIEs [0 3JEeKTPOHHOM 1moure 0e3
UCIOJb30BaHus cucteM mundposanus. Ctporo KoHpuAEHIMATIbHAsS UHPOpMAIU
JULes, HU IPH KaKuX 0OCTOSITENbCTBAX, HE MOMJIEKHUT MEPECHUIKE TPETHUM JIULAM
110 3JIEKTPOHHOMU IOYTE.

3.18. Hcnonp3oBaHWE COTPYAHHKAMU JIMLES NyOJUYHBIX IOYTOBBIX
AIMKOB JJIEKTPOHHOM IIOYTHl OCYILECTBIIIETCA TOJIBKO IIPU COIVIACOBAHUU C
OTBETCTBEHHBIM 3a o0ecredeHrue Oe30MacHOCTH HMH(POpMalUd TpPHU YCIOBHH
NPUMEHEHUSI MEXaHU3MOB HIN(PPOBAHUSI.

3.19. CotpyaHuku jumes s oOMeHa  JOKYMEHTaMH  JOJDKHBI
UCIIOJIb30BATh TOJIBKO CBOM OPUITMATBHBIN aIpec dJIEKTPOHHON MOYTHI.

3.20. He pomyckaercs mpyW HCHOJB30BAHUM DJIEKTPOHHOM TOYTHL: -
pacchblIKa COOOIIEHUH JIMYHOIO XapakTepa, MHCIONb3YIOMUX 3HAYUTEIbHbIC
pecypChl AIEKTPOHHOM IMOYTHI; - PACCHUIKA PEKIIAMHBIX MATEPHANIOB; - MOJANKCKA
Ha pAacchbUIKy, y4YacTH€ B JUCKYCCHSIX M TOJOOHBIE YCIYTH, HCIOJB3YIOILIUE
3HAYUTENBHBIE PECYPCHI DJIEKTPOHHOW IMOYTHI B JIMYHBIX LEJAX; - TOUCK U YTEHUE

COOOIICHNI, HaMpaBJICHHBIX JPYyrUM JuiaM (HE3aBUCUMO OT crocoba wux

XpaHeHus); - TepechblIKa JIIOOBIX MaTepuajoB, Kak COOOIICHWH, TaKk U
MIPUJIOKEHUH, CoJiepKaHue KOTOPBIX SBJISIETCS MPOTUBO3AKOHHBIM,
HETMPUCTONHBIM, 3JI0HAMEPEHHBIM, OCKOPOUTEIIBHBIM, YTPOKAIOIINUM,

KJICBETHHYECKUM, 3J00HBIM WM CIOCOOCTBYET TOBEICHUIO, KOTOPOE MOMKET
paccMaTpuBaThbCd KaK YrOJIOBHOE TIPECTYIUICHUE WM aJIMUHUCTPATUBHBIN
MPOCTYNOK  JIMOO TPUBOJUT K  BO3HUKHOBEHHIO TPakKIaHCKO-TIPABOBOU

OTBCTCTBCHHOCTH, 6ecn0p51)11<013 HJIM IPOTUBOPCYHUT CTaHAAPTaAM B 00JIaCTH STHKH.



3.21. Bce mnonp3oBaTenM JOJKHBI OBITh  OCBEJOMJIEHBI O  CBOEH
00s3aHHOCTH €OO00IIaTh 00 M3BECTHBIX WIJIM MOAO03PEBAEMBIX HUMHU HapyIICHUSX
nH()OPMAITMOHHONW 0€30MTaCHOCTH, a TAKXKE JOJKHBI OBITh MPOUH(OPMHUPOBAHBI O
TOM, YTO HU MPU KaKUX OOCTOSTEIHCTBAX OHU HE JOJIKHBI MBITATHCS UCIIOJIb30BAThH
CTaBIIIME UM U3BECTHBIMHU CJIA0BIC CTOPOHBI CHCTEMBI OE30TTaCHOCTH.

322. B ciywae  Kpaku  MEPEHOCHOIO  KOMIIbIOTEpa  CIEOyeT
HE3aMENIUTEIHLHO COOOMUTh 3aMECTUTEIIO TUPEKTOPA W/ WITH TUPEKTOPY JTHUIIES.

3.23. Ecnu uMeercs MOJO3pPEHUE WM BBISIBJICHO HAJMYUE BUPYCOB HIIU
WHBIX Pa3pyHIIUTEIbHBIX KOMIBIOTEPHBIX KOJOB, TO Cpa3y IMOCie WX OOHApYKEHUS

COTPYAHUK 00s13aH:

- MpOoUH()OPMHUPOBATH 3aMECTHUTENS AUPEKTOPA,;

- HE UCII0JIb30BaTh U HE BKIIFOYATH 3aPAKEHHBIN KOMIIBIOTED;

- HE TOJICOEANHATh 3TOT KOMIIBIOTEP K KOMIBIOTEPHOM CETH JiMles A0 TeX Iop,
OoKa Ha HeM He OyJeT NpPOM3BENEHO YJaleHHE OOHApy>KEHHOTO BHpYyCa M IOJHOE
AHTUBHUPYCHOE CKAaHUPOBAHUE aIMUHUCTPATOPOM.

3.24. CoTpyaHUKAM JIULES 3aPENIACTCS

- Hapy1aTh UHPOPMAIMOHHYIO 0€30MMacCHOCTh U pabOTy CETH Julles;

- CKAaHUPOBATh MOPTHI UITU CUCTEMY 0€30I1aCHOCTH;

- KOHTPOJIMPOBATH pPabOTy CETH C MEPEXBATOM JIaHHBIX;

- MOJy4YaTh JOCTYI K KOMIIBIOTEPY, CETH WM YYETHOM 3alKiCH B 00XOJ] CHUCTEMbI
UIeHTU(GUKAITIY TI0JTb30BaTEeNs UM 0€30MMacCHOCTH;

- mepenaBath WH(OpPMAIMIO O COTPYAHUKAX WM CIHUCKH COTPYIHUKOB JIUIIES
MTOCTOPOHHUM JIMIIAM;

- CO3/1aBaTh, OOHOBIIATH WM PACHpPOCTPAHSATh KOMIBIOTEPHBIE BUPYCHI U IMPOUYUE
pa3pyLIMTeIbHOE MPOTPAMMHOE 00ECTICUeHNE.

3.25. OTBETCTBEHHOCTh 32 COXPAHHOCTh JJAHHBIX HA CTAllMOHAPHBIX U MOPTATUBHBIX

MMEPCOHAJIBHBIX KOMIIBIOTCPAX JICKUT HA I10JIb30BATCIIAX.

4. Yrpo3bl uHGOPMAIIMOHHOM 0€30MacCHOCTH
4.1. OcoOGEHHOCTBIO YTPO3 CTAHOBUTCS HE TOJIHKO BO3MOXKHOCTh XUIIICHHS CBEICHUIN

WU TIOBPEXKJEHUE MACCHBOB KaKUMH-JIMOO CO3ZHATEIHHO JCHCTBYIOIIMMH XaKePCKUMU
TPYIIUPOBKAMHU, HO U JICSITEIBHOCTD JIUI], HAMEPEHHO, TI0 3JI0MY YMBICITY WJIH OIITHOOYHO
CITOCOOHBIX TTOBPEIUTH KOMIIBIOTEPHOE 000PYI0BAaHUE WJIM BHECTH BUPYC.

4.2. T'pynnel OOBEKTOB, KOTOpPHIE MOTYT TOJBEPTHYTHCS HAMEPEHHOMY WIIU
HEHAMEPEHHOMY BO3JICHMCTBHUIO:

- KOMIIBIOTEpHAsI TEXHWKA W JPYTHUE allllapaTHBIE CPEACTBA, KOTOPHIE MOTYT OBITH

MMOBPCIKACHBI B PE3YJIbTATC MCXaHUYCCKOT'O BO3)1€I>'ICTBPISI, BHUPYCOB, ITO MHBIM IIPpUYNHAM,



- IPOTPAMMBI, UCIIOJIb3yeMbIe sl 0OecrieyeHus] pab0TOCTIOCOOHOCTH CUCTEMBI MU
B 00pa30BaTEeNIbHOM MpoIlecce, KOTOPhle MOTYT MOCTPagaTh OT BUPYCOB MIIM XaKEPCKHUX
aTak;
- JaHHbIe, XpaHUMbIE KaK Ha JKECTKUX JUCKaX, TaK M Ha OTACIbHBIX HOCUTENAX; -
cam MepcoHal, OTBeYarolIuii 3a padotocrnocodHocTs I T-cucrem;
- IETH, TIOJIBEP>)KEHHBIE BHEUIHEMY arpecCUBHOMY HMH(OPMAIIIOHHOMY BJIMSHUIO U
CIIOCOOHBIE CO3/IaTh B IIKOJIE KPUMHHAIBHYIO CUTYAIIHIO.
4.3. Yrpo3sbl, HampaBlIeHHbIE HA TIOBPEKICHHUE JTIO00TO M3 KOMIIOHEHTOB CHCTEMBI,
HE 3aBUCAIINE OT HAMEPEHUS TIepCoHAlIa, YYAIIUXCs WM TPEThUX JIUIL:
- JroOble aBapuiiHbIe CHUTYyallud, HANpPUMEp, OTKIIOYEHHUE AIIEKTPOIHEPTHU
WJIH 3aTOIUICHUE;
- omwuOKHU MepcoHania,
- cOou B paboTe MPOrpaMMHOTO 0OCCIICUCHUS,
- BBIXOJ] TEXHUKHU U3 CTPOS;

- npobiieMbl B pabOTE CUCTEM CBS3H.

5. CnnocoObl HeCAHKIIMOHUPOBAHHOIO 10CTyIAa
5.1. Yenoeueckuit. MUupopmaiusi MOKET OBITh MOXMINEHA ITyTEM KOMUPOBAHUS Ha

BPEMEHHBIE HOCHUTENH, TIEPENpaBiieHa Mo 3JeKTpoHHOU nourte. [Ipyn Hanuuuu gocrymna K
cepBepy U3MEHEHHUsI B 0a3bl JaHHBIX MOTYT OBITh BHECEHBI BPYUHYIO.

5.2. Ilporpammubiid. JJIsI XWIIEHWH CBEACHWN HWCHOJIB3YIOTCA CIICIIMATIbHbBIC
IIPOrpaMMbl, KOTOpbIE 00ECTIeYMBAIOT KOMMPOBAHUE MAPOJIEH, KOMUPOBAHUE U TIEpEXBaT
uH(popmanuu, nepeHanpanieHue Tpaduka, 1emupoBKy, BHECEHHE U3MEHEHU B paboTy
MHBIX IPOTPaMM.

5.3. Anmapatubiii. Crnoco06 cBsi3aH WJIM € UCIOJb30BaHUEM CIEHHAIBHBIX
TEXHUYECKUX CPEACTB, HIM C [E€PEXBATOM 3JIEKTPOMATHUTHOIO M3JIYyYEHHs 11O
pa3IMYHBIM KaHalaM, BKJIKOYas TeaeQOHHBIE.

6. 3amuTa no BHeIIHUM UG POBHIM JTHHUIM CBA3H
6.1. B mensix ymeHbIIEHUs] pHUCKa MOBPEXKIEHUS MPOrpaMMHOr0O oOecreyeHus u

yTepu uHGOpManUU, JOCTYNl M3 BHYTpEeHHeW ceTd Bo BHewmHIow (MHTepHer,
ANIEKTPOHHAsT T0YTa) OCYLIECTBISETCS YEPE3 KOMIIBIOTEPHI C YCTAHOBJIEHHBIMH
OpaHIMAY3pPOM U aHTUBUPYCOM.

6.2. 3amnpeieHo HECAHKIIMOHUPOBAHHOE MCIIOJb30BAHUE MOJIEMOB WJIM HHBIX
cpenct noctyna ¢ 1K, moakioueHHbIX K BHYTPEHHEN CETH, BO BHEIIIHUE CETH.

6.3. 3amnpenieHo MOJKIIOYEHHUE PaA3IMYHBIX MOOWIBHBIX YCTPOMCTB (JIMUHBIX

Tese(h)OHOB, MIIAHIIETOB U APYTrHX ramkeToB) k cetn WIFI.



6.4. PoyTepbl, TOUKU JAOCTYIA U MPOYEE aKTUBHOE CETEBOE 00OPYJAOBaHUE JOJIKHBI

pacnojiaratbCs B MECTAax 110 BO3MOKHOCTHU MCKIIOYAIOIMINX CBO6OI[HBII>1 JOCTYII.

7. AHTUBHpPYCHAs 3alUTA
7.1. AmHTUBHpyCHas 3alllUTa OpPraHU3yeTCs TIOCPEACTBOM  JIMIICH3UOHHOTO

AHTUBUPYCHOI'O MPOTrpaMMHOT0O obOecrnieueHusi. Paborta 0e3 opraHuzaiu aHTUBUPYCHOM
3aIIUTHI HE I0ITyCKAETCH.
7.2. OOHoBieHHe 0a3pl  HWCMOIB3YEMOTO  AHTHBHUPYCHOTO  MPOTPAMMHOTO
oOecrieueHust OCYIECTBISETCS aBTOMAaTUYECKU HE pexe 1 pa3a B JAeHb.
7.3. 3a cBOeBpeMeHHOE OOHOBJICHHE aHTHUBHUPYCHOTO MPOrpPaMMHOTO 00eCreYeHUS

OTBE€YAET OTBETCTBCHHBIN 3a I/IH(i)OpMaHI/IOHHYIO 0e30I1aCHOCTh B IIIKOJIE.

8. 3aka0unTeIbHbIE M0JI0KEHHS
8.1. Hacrosimee [1onoxeHne neMCTBYIOT 10 IPUHATHS HOBOTO.
8.2 NzameHenus B Hactosiiee [lonoxkeHne MOryT BHOCUTBLCS IIKOJIOH B COOTBETCTBUU C
JNEUCTBYIOIIMM  3aKOHOHATeNbCTBOM  Poccuiickonn  @emepanii U MOPSIKOM,

YCTAaHOBJICHHBIM B IIKOJIC.



