PexoMenpanumn o0yyarmumcst o 6e3onacHoMy noseieHur0 B cetu HTepHer

A30Oyka [Ipumuio Bpemst Ha4aTh 3HAKOMCTBO ¢ HEOOBATHBIM MHUPOM
MH(GOPMALIMOHHOTO U poBbIX TeXHONOTUI! [IPOCTHIM SI3BIKOM O CITOKHBIX Bemax!

YBieKaTeNbHbIE KOMUKCHI, CIICLIMATU3UPOBAHHbBIE TPEHAXKEPHI U
HUHTEPECHBIE UTpbI!

V3Haii, 3annomuu, npumeHu! Beap HTEepHET 17151 pa3HBIX BO3PAcTOB!
WHTtepHeT a1 KaX 1010 Mojib3oBaress!

CeTeBeU4OK Urto Takoe "mudpoBasi KOMIIETCHIIHS' MHOTHE M3 BaC CMOTYT U CaMU
monpo6oBaTh 00BSICHUTH, HO BCE e OOJBITMHCTBO JIIOJICH HE
MMOHUMAIOT, YTO TO TaKOe.

Ecnu pa3zobpats cnoBocodeTanue «udpoBasi KOMIIETSHIUSD 110
4acTsM, TO MOJIYYUTCS YTO-TO BPOJIE «HABBIKOB KM3HU B LIUPPOBOM
npoctpancTBe». Ho uTo 3T0 32 HABBIKU M IOYEMY OHU CTOJIb
KPUTUYHBI JIJIS1 TBOETO, IPEXkKIE BCETO, MOKOJIEHUsA? DTO CepbE3HBI U
CJIOKHBIN BOmpoc. MbI Beé ske onpodyeM pa3zo0paThesi B 3TOM.

Mupa

15 npaBua JlanHbIe mpaBuIia Mo 0€30MaCHOMY MTOBEJICHUIO B HHTEPHETE
6e30MaCHOrO COCTaBJIEHBI AKCIIEPTaMU 110 KNHOEpOE3011acHOCTH KOPIOpaLu

Mail.Ru Group u nopranom «Yueba.py». OHH IOMOTYT POJTUTEIISAM,
YUUTCIIAM WU HIKOJIbHUKaM n30exarn Pa3JIMIHBIX onacHocTel
BUPTYaJIbHOIO MPOCTPAHCTBA, KOTOPBIE OKPYKAIOT KaXKJI0TO
COBPEMEHHOT0 peOeHKa M B3pOcCiIoro Bo BecemupHo# ceTw.

Kypc «be3zomnmacHocTs | MBI X0TuM, 4TOOBI HHTEPHET OBLI HE YTPO30H, 8 HACTOAIIUM

B I/IHTeEHeT» IIOMOIIIHUKOM JIs1 BCEX oJIb30BaTee. MBI TOTOBMIIN 3TOT KypC ajid
IIKOJILHUKOB 6-9 KJlaccoB, HO OH OyIeT MOJIE3€H U POAUTENIM, a
TAKXKC YUUTCIIAM, INIAHUPYIOIIHUM PACCKA3bIBATh B LIKOJIC O
0€30MMacHOM HCIOIb30BAaHUH UHTEPHETA, HAIPUMED, BO BpEeMS
Bcepoccutiickoro ypoka no 0€30MacHOCTH B UHTEPHETE, WIIH
MPOBOANUTH YPOKH (PUHAHCOBOW IpaMOTHOCTH. B Kypce Tpu pasnena.
Kaxapiil pa3zaen COCTOUT U3 KOHCIIEKTA ISl CAaMOCTOSITETbHOTO
W3Yy4YE€HHUS, BUJIEO-YPOKa U TECTA, IOMOTAIOUIETO JIyUIlle YCBOUTh
I/I3y‘~ICHHBII\/JI MaTcpHrall. \Y08¢ HaaACeCMCs, YTO KypC IMTOMOKET IOHBIM
M0JIb30BATENSIM MHTEPHETA HE MOIMACThCS Ha YIOUKY MOIIEHHUKOB.
XKenaem GezonacHbIX MyTENIECTBUM B ceTH!

HHTCPHCTA

MMAMSATKA
JIJ1S1 OBYYAIOLIUXCSI OB UH®OPMAIIMOHHOI BE3OMACHOCTH AETEN

HEJIb31

1. Bcem moapsin cooOmmaTh CBOIO YacTHYI0 MH(popManuio (Hactosuue ums, GpaMuinio, TeaedoH,
ajJipec, HOMep LIKOJIbI, a Takke GoTorpaduu CBOU, CBOEH CeMbU U JIpy3eil);

2. OTKpLIBaTB BJIOKCHHBIC (I)aﬁHBI BHCKTpOHHOf/'I IO4YTHhI, KOraa HE 3HACHIb OTIIPABUTCIIA,
3. pr'6I/ITB, npuanupaTbCA, OKa3bIBaTh JaBJICHHUC - BECTU ce0s1 HEBEXKJIUBO U arpC€CCUBHO,

4. He pacnopspkaiics AeHbramMu TBOeW ceMbU 0e3 pa3pellleHus CTaplINX - BCErJa CIpaliuBai
poauTene;

5. He Bctpeuaiicss ¢ MHTEpHET-3HAKOMBIMU B PEAJIBHOM JKU3HU - TIOCOBETYMCS CO B3POCIBIM,
KOTOPOMY JIOBEPSIEUIb.


https://www.edu.yar.ru/azbuka/
https://www.edu.yar.ru/azbuka/
https://www.edu.yar.ru/azbuka/
http://сетевичок.рф/index.php/chto-takoe-tsifrovaya-gramotnost
https://www.ucheba.ru/project/websafety
https://www.ucheba.ru/project/websafety
https://www.ucheba.ru/project/websafety
https://stepik.org/course/191/promo
https://stepik.org/course/191/promo

OCTOPOXHO

1. He Bce mumyTt npaay. Yuraemsb o cebe HempaBay B MHTepHeTe - cooOmuy 00 3TOM CBOWM
POAUTECIIAM WJIA OIICKYHAaM,

2. IlpurnamaroT nepenuchiBaThCsl, UTPaTh, 0OOMEHUBATLCS - IPOBEPD, HET JIU M0JBOXA;
3. HesakonHoe konrpoBaHue ¢aiiioB B IHTepHETE - BOPOBCTBO;
4. Beerna paccka3sblBaii B3pOCibIM O Ipo0IeMax B CETH - OHU BCEI/la IIOMOTYT;

5. HUcnonp3yit HacTpoiku 0e30MacHOCTH M NMPUBATHOCTH, YTOOBI HE MOTEPSATh CBOU AKKAYHTHI B
COLICETSAX U APYI'HX IopTalax.

MO>KHO

1. YBaxaii Ipyrux nojb30BaTenei;

2. ITonp3yenibest UHTEpHET-UCTOYHUKOM - JIeJIail CChIJIKY Ha HEro;
3. OTKpBIBaii TOJBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;

4. OOmaThCcs 3a MOMOILBIO B3POCIBIM - POIAUTENN, ONEKYHbl U aJIMUHUCTpalLUs CalTOB BCEr/a
HIOMOT'YT;

5. Ipoiian oOyyenue Ha caiite "CeTeBUYOK" U MOTYYH MacnopT HUGPOBOro rpaxkaaHruHal

HHOPOPMALIMNOHHASA TAMATKA
JJIAA OBYYHAIOIUXCA

C KaXJpIM roJIoM MOJIOAEKH B MHTEPHETE CTAHOBUTHCS OOJbIIE, a MIKOJIbHUKH OJHH U3 CaMbIX
AaKTHBHBIX INOJb30Baresied Pynera. Mexay TeM, IOMHMO OIPOMHOIO KOJIMYECTBAa BO3MOYKHOCTEH,
MHTEpHET HeceT U MpoOieMbl. DTa naMsITKa JOKHA ITOMOYb Tebe 0e30MacHO HaXOIUThCS B CETH.

Komnbrorepabie BUPYyChbI

KoMnbroTepHblii BUPYC — 3TO Pa3HOBHUJIHOCTb KOMIIBIOTEPHBIX IIPOrpamM, OTINYUTEIbHOU
0COOEHHOCTBIO KOTOPOH SBJISIETCS CIOCOOHOCTh K Pa3MHOKEHHIO. B omoHeHne K 3ToMy, BUPYCHI
MOTYT TOBPEIUTh WJIM TIOJHOCTBIO YHHUYTOXHUTh Bce (ailibl UM JaHHbIE, MOJKOHTPOJIbHBIE
MOJIb30BATENI0, OT IMEHH KOTOPOTro ObUIa 3alylleHa 3apakeHHas IporpamMma, a Takke HOBPEeIUTh
WIM JJa)K€ YHUYTOXXUTH ONEPALMOHHYIO CUCTEMY CO BceMH (Qaitnamu B 1enoM. B OonbmmHCTBE
CIIy4aeB pacIpOoCTPaHSAIOTCS BUPYCHI YEPE3 UHTEPHET.

MeToabl 32alIUTHI OT BPEAOHOCHBIX IPOrpamMM:

1. Mcnonp3yii COBpEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIM YPOBEHD 3aIMUTHI OT
BPEJOHOCHBIX IPOTPaMM;

2. TloctosHHO ycTaHaBnuBail mautu (UUGPOBBIE 3alaTKH, KOTOpble aBTOMATHUYECKH
YCTaHABIIMBAIOTCA C LEIbI0 JOPAOOTKU MPOrpaMMBbl) U Ipyrue OOHOBJIEHUS CBOEH OnepalnroHHON
cucteMbl. CkaunBai ux TOJIbKO ¢ ouiansHoro caifta pazpadorunka OC. Ecnu cymecTByeT pesxxum
ABTOMAaTUYECKOTO OOHOBJIEHUS, BKIIIOUH €T0;



3. Paboraii Ha cBOEM KOMIIbIOTEpE MOJ MpaBaMH IOJb30BATENsl, a HE aJMUHUCTpATOpa. DTO HE
MO3BOJIUT OOJBIIMHCTBY BPEJOHOCHBIX MPOTpaMM HHCTAJUIMPOBATHCS HA TBOEM MEPCOHATBHOM
KOMIIBIOTEPE;

4. Hcnonp3yii aHTHBUPYCHBIC MPOIPAMMHBIC MPOAYKTHI H3BECTHBIX IPOU3BOAUTEIIEH, C
aBTOMAaTHYECKHUM OOHOBJIEHHEM 0a3;

5. Orpannupb (HU3HYECKHA JOCTYI K KOMITBIOTEPY I TOCTOPOHHUX JIMIL;

6. Vcrionp3yit BHELTHIE HOCUTENN HH(OpMaINK, Takue Kak (Iiemika, MCK Win (Hailn u3 HHTepHeTa,
TOJBKO M3 IPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBail KoMIbIOTEpHBIC (Daiiiibl, MOJyYCHHbIE M3 HEHAJEKHBIX HCTOUYHUKOB. Jlaxe Te
(ailnbl, KOTOpPbIE IPUCIIAT TBOM 3HAKOMBIN. JIyuIie yTouHU y HEro, OTHPAaBIIsUI JIU OH Te0e UX.

Cerun WI-FI

Wi-Fi - 3T0 He BuJ mepeaaun JaHHBIX, HE TEXHOJOTHS, a BCEro JMib OpeHs, mapka. Eme B 1991
rofy HUJEplaHAcKas KommaHus 3apeructpupoBana Openn "WECA", uro o06o3Hauasno
cnoBocouetanne "Wireless Fidelity", koTopsrii mepeBoguTcs Kak "O0ecripoBOAHASI TOYHOCTH .

Jlo Hamiero BpeMeHH JIolia Ipyras abopeBuarypa, KOoTopas SBJISETCS TaKOW K€ TEXHOJIOTHEH. DTO
ab0peBuatypa "Wi-Fi". Takoe Ha3BaHue OBLJIO JaHO C HAMEKOM Ha CTaHAAPT BBICIICH 3BYKOBOM
texuuku Hi-Fi, uto B mepeBose o3Hauaer "BHICOKAs TOYHOCTH'.

Ha, OecruiaTHBIA HWHTEPHET-IOCTYN B Kade, OTeNIX U ad’pornopTax SBISIETCS OTJIUYHOMN
BO3MOXKHOCTBIO BBIXOJa B HHTEpHET. HO MHOTHE KCHEPThI CUUTAIOT, 4TO 00IeaocTynHbie Wi-Fi
CETH HE SIBIISIOTCS OE30TIaCHBIMHU.

CoBeTbl 110 (6€30MaCHOCTH PadOTHI B 001IeOCTYNHBIX ceTsix Wi-fi:

1. He nepenagaii cBoro nuuHyto nHpopmanuio uepes obmenocrynssie Wi-Fi ceru. Pabotas B Hux,
JKeNaTeIIbHO He BBOAMTH MAPOIH JIOCTYTIA, JIOTHHBI M KAKHE-TO HOMEPa,

2. Vicnionb3yii 1 OOHOBIISIH aHTHBUPYCHBIE IIPOTpaMMBbI B OpaHaMayep. TeM caMbIM Thl 00€30IacHIITh
ce0sl OT 3aKaYKH BHpYyca Ha TBOE YCTPOHCTBO;

3. Ilpu ucnons3zoBanuu Wi-Fi otkmoun ¢ynkuuio "OOmmit noctyn k daimam v mpuHTEpam'.
Jannast GyHKIMS 3aKphITa MO0 YMOJIYaHHIO, OTHAKO HEKOTOPBIE MOJIh30BATENIN aKTUBUPYIOT €€ s

yA00CTBa UCIIOIB30BaHUS B pab0Te WK yuele;

4. He ucnonp3yit myonuuasidi WI-FI nns mepegaum JTUYHBIX JaHHBIX, HAllpUMEp IS BBIXO/A B
COLMAJIBHBIE CETU WJIM B AJIEKTPOHHYIO TIOUTY;

5. Ucnonw3yit Tonbko 3ammiienHoe coequnenue yepe3 HTTPS, a ne HTTP, 1.e. npu Habope BeO-
aapeca BBoau uMeHHO "https://";

6. B mo6uineHOM Tenedone orkimtoun ¢ynkuuioo "Ilonkmouenne k Wi-Fi aBromarnyecku". He
JIOTTyCKail aBTOMAaTUYECKOT0 MOAKII0YeHUs ycTpoiicTBa k cetsiMm Wi-Fi 0e3 TBoero cornacusi.

CoumnajbHblie ceTH

COI_[I/IaJ'II)HI)Ie CCTHU AKTUBHO BXOAAT B Hally XW3Hb, MHOTUC JIIOOU pa60Ta}0T U XHUBYT TaM
IIOCTOSAHHO, 4 B Facebook YKC 3apCruCTpupOBaH MUJUIMAP/ YCJIOBCK, YTO ABJIACTCA OHHOﬁ CC,[[BMOP'I



BCEX JKUTEJeH m1aHeTbl. MHOTHE MOJIb30BaTENIN HE TOHUMAIOT, YTO HH(pOpMAaIKs, pa3MELeHHAs UMU
B COIMAJBHBIX CETSAX, MOXET ObITh HalJleHa W WCIIONb30BaHA KeM YTOJHO, B TOM 4YHCJIE HE
00s13aTeNbHO ¢ OJIarUMU HAMEPEHUSIMH.

OcHoBHbIE COBETHI 110 0€30MACHOCTH B COIUATBbHBIX CETAX:
1. Orpanuyb CIIUCOK Apy3eil. Y TeOs B IPYy3bsAX HE TOJDKHO OBITh CIIyYailHBIX M HE3HAKOMBIX JIFOICH;

2. 3amuman CBOK YacTHYI XW3Hb. He ykasbiBail mapoiu, TeiaedoHBI, aapeca, JaTy TBOETO
POXICHHUSI W APYTYIO JUYHYIO HHPOpMAIHIO. 3TOYMBIIUICHHHKH MOTYT WCIIOIh30BaTh JakKe
UH(OPMALIMIO O TOM, KaK Thl U TBOU POJIUTEIIN IUIAHUPYETE MPOBECTH KaHUKYJIbI;

3. 3amuInai CBOI peryTaIuio - ASPKHU €€ B YIUCTOTE U 3aJaBail cebe BOMpOC: XOTeN ObI ThI, YTOOBI
JpyTHUE T0JIb30BATENIN BUJICIH, YTO ThI 3arpyxaenib? [lomgymaii, mpex/ie 4eM 4To-To OnyOIMKOBaTh,
HaIucaTh U 3arpy3uTh;

4. Ecnu Thl TOBOPHUILIB C JIFOABMU, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE pEaIbHOE UMSI U JPYTYIO
JUYHYIO0 HH(POPMALMU: UMsI, MECTO KUTEIbCTBA, MECTO y4eObl U IIPOYEE;

5. U36eraii pasmemnienus ¢pororpaduii B IHTEpHETE, T/Ie THI H300pakeH Ha MECTHOCTH, IO KOTOPOI
MO>KHO OIPENIEIUTh TBOE MECTOIOJIOKEHUE;

6. [Ipu perucrpanyu B COIMaNbHON CETH HEOOXOIMMO HCIOIb30BaTh CIOKHBIE TTAPOJIH, COCTOSIINE
u3 OykB U (P U ¢ KOJIMIECTBOM 3HAKOB HE MEHEE §;

7. Jlns coumanbHOM CETH, MOYTHl M JIPYIMX CalTOB HEOOXOAMMO HCIOJb30BaTh Pa3HbIC MapOJIU.
Torna ecnu Te6s1 B3JIOMAIOT, TO 3JO0YMBIIIJICHHUKU MOJIy4aT JOCTYI TOJIKO K OJTHOMY MECTY, a He
BO BCE Cpasy.

DJIeKTPOHHBIE IeHbI'H

SJIGKTpOHHHe JCHBI'M - 3TO OYCHb y,Z[O6HI>II>’I CIIoco0 HJ'IaTe)KefI, OQHAKO CYICCTBYIOT MOIICHHUKH,
KOTOPBIC XOTAT MOJYUUTH OTU ACHBI'U.

3J'I€KTpOHHBI€ JACHBI'M MMOSABUJIMCH COBCEM HEAABHO U UMCHHO M3-3a 3TOI'0 BO MHOT'HMX IOCyaapCTBax
A0 CUX IOPp HC MPOIUCAHO ITPO HUX B 3dKOHAX.

B Poccun xe oHu QYyHKIMOHMPYIOT M O HUX YK€ MPOMHUCAHO B 3aKOHE, IJe MX Pa3AeisioT Ha
HECKOJIbKO BHJIOB - aHOHHUMHBIC U HE aHOHUMHBIC. PasHuIa B TOM, 4TO aHOHHMHBIE - 3TO T€, B
KOTOPBIX pa3periaercs NpoBOAUTh ollepaluy 0e3 ueHTU(UKALUY TT0JIb30BaTeNsl, a B HEAHOHUMHBIX
UICHTU(UKALMS [TOJIB30BaTENs ABIsETCS 0053aTeNbHOI.

Taroke cremyer pa3nuyaTh 3JIEKTPOHHBIE (PHATHBIE AEHBIH (pPaBHBI TOCYAaPCTBEHHBIM BaJIOTaM) U
AIIEKTPOHHBIE HE(PHUATHBIE IEHBI'H (HE PaBHBI TOCYJAPCTBEHHBIM BaJlIOTaM).

OcHoBHbIE cOBeTHI 110 He30nacHOii padoTe ¢ 3JIEKTPOHHBIMH JeHbIAMM:
1. IlpuBsixku K cyeTy MOOMIIBHBIN TeaedoH. DTO caMblil yIOOHBIN M OBICTPBIN c110CO0 BOCCTAaHOBUTH
JIoCTym K cuety. [IpuBsizanHbIi TeneoH MOMOXKET, eCiH 3a0y/IeTh CBOM TUIATEKHBIN Napoib WIH

3aiJIe1Ib HA CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Ucnonb3yii omHopaszoBbie maponu. [locne mepexosa Ha yCHUIICHHYIO aBTOpU3aIHi0 Tebe yke He
OyJzleT yrpokaTh OMAaCHOCTh KPaXXu WM IepexBaTa IIaTeKHOTO MapoJis;



3. BriGepu cnoxublii maponb. IlpectymHukam OyAeT He MPOCTO YrajaTh CIOXKHBIA MapoJb.
HanexHble maponu - 3T0 Nmaposiy, KOTOpbIE COJepXaT HE MEHee 8 3HAKOB U BKIIOYAIOT B ce0s
CTPOYHBIC U TPOMHUCHBIE OyKBBI, IU(PBI 1 HECKOJIBKO CHMBOJIOB, TAaKME KaK 3HAK Joiapa, (yHTa,
BOCKJIMIIATEIbHBIN 3HAK U T.I. Harpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE JOBEPSEILb.

DJIEeKTPOHHAasI TOYTA

DNEeKTPOHHAs IoYTa - 3TO TEXHOJIOTHUS U IIPEIOCTABIIIEMBIE €10 YCIYTU 110 NEPECHUIKE U TIOIYUYEHUIO
JIEKTPOHHBIX COOOILEHHMH, KOTOpblEe pACHpPEleNsAloTcs B KOMIbIOTEpHOW ceTh. OOBIYHO
3JIEKTPOHHBIN TOYTOBBIH MUK BBITJISANUT CIIEIYIOLMM 00pa3oM: UMsI_I0JIb30BaTEISI(@UMS_IOMEHA.
Taxoke KpoMe nepesadn IpoCcToro TeKCTa, UMEETCs BO3SMOXKHOCTD NepeaaBarh (haibl.

OcHoOBHBIE COBETHI 10 0€30MacHOIl padoTe € JIEKTPOHHOI MOYTOI:

1. Hamo BBIOpaTh mpaBUIIbHBINA TTOYTOBBIN CEPBUC. B HHTEpHETE €CTh OTPOMHBIN BBIOOP OECIIIIaTHBIX
IIOYTOBBIX CEPBUCOB, OJHAKO JIyYIlle JOBEPATH TEM, KOI'O 3HACIIb, U KTO IIEPBBIN B PEUTHUHTE;

2. He yka3piBali B JMYHOW TMouYTe JWYHYIO HWHPopMmanuto. Hampumep, iydmie BbIOpaTh
"My3bIKanbHbINA _(panat@" wiu "pok2013" BmecTo "Temal3";

3. Hcnonp3yil OBYXSTalmHyH0 aBTOPU3AIMIO. DTO KOTJa MOMUMO Iapoyisi HY)KHO BBOJIUTH KO,
npucbuIaeMblil mo SMS;

4. Bpibepu CIOXKHBIA Mapoiib. [ KakIOro MOYTOBOrO SIIMKA JOJDKEH OBITh CBOM HaJEKHBIM,
YCTOMYMBBIN K B3JIOMY 1apOJib;

5. Ecnu ecth BO3MOKHOCTh HANMCAaTh CAMOMY CBOM JIMYHBIN BOIIPOC, UCITOJIB3YH 3TY BO3MOYKHOCTB;
6. Hcrnonb3yli HECKOJIBKO MOYTOBBIX SIIMKOB. IlepBbIil 111 yacTHOW MEpPENnucKU C ajapecaTramMu,
KOTOPBIM ThI JOBEPSEIIb. JTO MIEKTPOHHBIN aJIpec HE HAJO0 MCIOJIb30BaTh IPU PErHCTpalMM Ha

dopymax u caifrax;

7. He oTkpbIBaii (hailisl U Jpyrue BIOXKEHUS B MMCbMAX, 1a)ke €CJIM OHU IPULIUIA OT TBOUX ApYy3eH.
Jlydiie yTOYHM y HUX, OTHPABIISUIN JIU OHU TeOe 3T (Paiiibl;

8. [Tocnie okoHuaHuUs1 pabOTHI HA IOYTOBOM CEPBUCE TMEPE]] 3aKPHITHEM BKIIAJIKH C CAUTOM HE 3a0yb
Ha)kaTb Ha "Briitu".

Ku0epOyJuIMHT MM BUPTYaJIbHOE H3/1€eBATE/ILCTBO

KubepOymnuHr - mpeciefoBaHue COOOIICHUSIMH, COJEpXKAIUMH OCKOpPOJICHHs, arpeccuro,
3allyTrUBaHUEC; XYJIUTaHCTBO, COLHAJIBHOC 60ﬁKOTHp0BaHHe C MOMOIIBIO Pa3JIUYHBIX HHTCPHCT-
CEpPBHUCOB.

OcHoBHbIE coBeThI 10 Hopble ¢ KHdepOyJIMHIOM:

1. He Opocaiics B 60i. JIydmuii crmoco6: mOCOBETOBATHCS KaK ce0s1 BECTH M, €CJIM HET TOTO, K KOMY
MOYKHO OOpaTUThCS, TO BHayaue yCIMOKOUThCSA. Eciim Thl HauHelb OTBEYAaTh OCKOPOJICHUSIMH Ha

OCKOpOJIEHUs1, TO TOJIBKO ellle O0JIbIIe Pa30iIKelIb KOHDIHUKT;

2. Yopasndii cBoeil kubeppernyTaiuei;



3. AHOHMMHOCTH B ceT MHUMas. CyIIeCTBYIOT CIOCOOBI BBISICHHTH, KTO CTOUT 32 aHOHMMHBIM
aKKayHTOM;

4. He cTOMT BeCTH XYJIHMIaHCKHH 0Opa3 BUPTyalbHOW >XKW3HU. VIHTEpHET (HUKCHUpPYeT BCE TBOU
JeMCTBUS M COXPAHAET UX. Y AATUTh UX OyJeT KpaiiHe 3aTpyIHUTEIbHO;

5. Co0roiaii CBOIO BUPTYAIbHYO Y€CTh CMOJIONY;

6. WrHopupy# emuHuyHbli HeratuB. OpHOpa3oBbIE OCKOPOHWTENBbHBIE COOOIIECHUS JIy4Ile
urHopupoBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha Ha4YaaIbHOM CTaIuu;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOLIEHUSAMH, B COLIUATIBHBIX CETSAX €CTh
BO3MOXKHOCTH OJIOKMPOBKHU OTIIPABKH COOOIIEHUH C ONPEIENICHHBIX aJJpECOB;

8. Ecnu 1Bl cBUAeTens kuOepOyimHra. TBOM JCHCTBHSI: BBICTYNHTH MPOTUB IPECiea0BaTENs,
MO0Ka3aTh €My, YTO €ro JIEHCTBUS OLICHUBAIOTCS HETaTHBHO, MOJAEPKATh KEPTBY, KOTOPOH HY>KHA
MICUXOJIOTHYECKAst TOMOIIh, COOOIITUTH B3POCIIBIM O (DAKTE arpeCCHBHOTO TIOBE/ICHUS B CETH.
MooOuabHbli Te1edoH

CoBpemeHHbIe cMapT(HOHBI U TUIAHILIETHI COJEPIKAT B ceOe BIIOJIHE B3POCIbIN (YHKIIMOHAT, U TeTIEPh
OHU MOTI'yT KOHKYPHUPOBATH CO CTAIMOHAPHBIMHW KOMIIBKOTCPAMMU. OI[HaKO, CpCACTB 3alllUThI JJIA
MOI0OHBIX YCTPOUCTB MOKA 0OYeHb Majio. TecTupoBaHueE U TIOUCK YSI3BUMOCTEH B HUX ITPOUCXOTUT HE

TaK HHTEHCUBHO, Kak 11 [1K, To ke camoe kacaercst 1 MOOMIIbHBIX TPUIIOKEHUH.

CoBpemeHHblE MOOMJIbHBIE Opay3epbl YK€ NPAKTUYECKH JIOTHAJIM HACTOJIbHBIE aHAJIOTH, OJIHAKO
pacupeHue (GyHKIMOHAJA BJIeYET 3a CO00H OOJIBIIYIO CIOKHOCTh M MEHBILYIO 3alUIIEHHOCTb.

Jlanieko He Bce MPOU3BOIUTENH BBIITYCKAIOT OOHOBJIEHMSI, 3aKPBIBAIOIINE KPUTUUECKHE YA3BUMOCTU
JUISl CBOMX YCTPOMCTB.

OcHoBHBIE cOBeTHI 1JIs1 0€301aCHOCTH MOOMJIBLHOIO Tesiedona:

Huuero He sBnsieTcs no-HacrosieMy OecriaTHbIM. byib ocToposkeH, Beib Koraa Tede npeiaraor
OecryaTHBI KOHTEHT, B HEM MOT'YT ObITh CKPBITHI KAKHUE-TO IUIATHBIE YCIIYTH;

Hywmaii, mpexae dem otmnpaBuTh SMS, ¢oto wnu Bumeo. Tel TouHO 3Haemib, e OHU OyAyT B
KOHEYHOM HUTOTEe?

Heo6xomumMo 0OHOBIISTE OMIEPAIIMOHHYIO CUCTEMY TBOETO cMapT(OoHa;
Hcnonpe3yit aHTUBUPYCHBIE IPOTPaMMBbI JJ11 MOOUJIBHBIX TeNle()OHOB;

He 3arpy>xail npunoxeHust 0T HEU3BECTHOI'O UCTOYHHUKA, BEb OHU MOTYT COJIEpKaTh BPEIOHOCHOE
IporpaMMHOE 0OecrieyeHHE;

[Tocne Toro xak Thl BBIMZAENIb C caiiTa, Iie BBOAWI JUYHYIO MHPOpPMAIUIO, 3aliI1 B HACTPOMKU
Opay3epa u ynanu cookies;

HCpI/IOIlI/IquKI/I HpOBCpSIfI, KaKUC IJIATHBIC YCIIYT'H aKTUBHUPOBAHBI HA TBOEM HOMCPE;

JlaBaii cBOit HOMep MOOMIIBHOTO TelePOHA TOIBKO JIOSM, KOTOPBIX Thl 3HACIIb U KOMY JI0BEpSICIb;



Bluetooth nomkeH ObITh BBIKIIIOUEH, KOTIAa THI UM HE TOJIb3yenbes. He 3a0bIBail nHOTIa MpOBEPSITH
3T0.

Online urpsi

CoBpeMeHHbBIC OHJIAHH-UTPBI - TO KPACOUYHBIC, 3aXBATHIBAIOIIME pPa3BIICUYCHUS, OOBEIUHSIONINE
COTHH ThICAY 4YEJOBEK MO BceMy MHpY. Mrpoku uccienyroT NaHHBIA UM MUp, 0OLIarOTCs APYr C
JPYrOM, BBIIOJHSAIOT 33JaHUs, CPAXKAIOTCS ¢ MOHCTPAMHU U IOJyYaroT OIBIT. 32 YAOBOJIBCTBUE OHU
IUIATAT: MOKYNAIOT AUCK, OIUIAYMBAIOT Aa0OHEMEHT WK MPUOOPETAIOT KaKUe-TO OILHH.

Bce 3T cpeactBa uayT Ha moajepXkKaHWE U Pa3BUTHE MIPbI, a TaKXKe HAa caMy O€30IaCHOCTD:
COBEPILEHCTBYIOTCSI CUCTEMBl aBTOPU3ALIUH, BBIITYCKAIOTCSA HOBbIE NAaTU (LIM(POBBIE 3aIUIaTKU IS

IPOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX HUrpax CTOUT OImacaThbCs HE CTOJIBKO CBOMX COIICPHHUKOB, CKOJIBKO KpaK1 TBOCTO I1apOJId,
Ha KOTOpPpOM OCHOBAaHa CUCTEMaA aBTOpHU3allun OOJIBIIINHCTBA Hrp.

OcHOBHbBIE COBETHI 110 0€30IIACHOCTH TBOEro HI'POBOI'0 aKKayHTa:

1. Ecniut ipyroii urpok BezeT cedst INI0X0 WM CO3/1aeT Tebe HePUSITHOCTH, 3a0JIOKUPYH €ro B CIIHCKE
UTPOKOB;

2. HO)K&J'nyICH AIIMHUHUCTpATOPAaM HMI'Pbl Ha IIJIOXOC IIOBCACHUC O3TOIO HIPOKaA, KEJIATCIbHO
IMPUIIOKUTH KAKHUC-TO JOKA3aTCIIbCTBA B BUAC CKPUHOB,

3. He yka3siBaii Tn4yHyI0 HHPOPMALIUIO B Tpodaiiine urpsl;
4. YBaxail 1pyrux y4aCTHUKOB 110 UTPE;

5. He ycranaBnuBaii HeoduIIHaIbHbBIE TATYH U MOJIBI;

6. Vcrionb3yii CIOKHBIE U pa3HbIE MApOJIH;

7. J1axke BO BpeMs UTPbI HE CTOUT OTKJIKOYaTh AaHTUBHUPYC. [10Ka TBI UTpaeiib, TBOM KOMIIBIOTEP MOTYT
3apa3uTh.

@OUIIMHT WIK KPA’kKa JHYHBIX JAHHBIX

OObIuHONM Kpakel JeHer U JOKYMEHTOB CErojiHd y)K€ HHMKOIO He YAMBHIIb, HO C DPa3BUTHEM
MHTEPHET-TEXHOJIOTUH 3JI0YMBIIUIEHHUKHN TIEPEMECTHIINCH B UHTEPHET, U MPOJOJIKAIOT 3aHUMAThCS
"1F0OUMBIM" IETTOM.

Tak mosiBUJIach HOBasi yrpo3a: MHTEpHET-MOLIEHHUYECTBA WU (DUILMHT, TJaBHAs 1I€JIb KOTOPOIo
COCTOUT B TOJYYEHUH KOH(HIEHIMAIbHBIX JaHHBIX MOJb30BaTENIeH - JIOTMHOB M mapoiei. Ha
aHrnuickoM sa3bike phishing untaercs kak gumunr (ot fishing - ppi6Has 1081, password - Tapob).
OcHoBHBIE cOBeTHI 110 0opbOe ¢ GUIIHMHTOM:

1. Cnean 3a cBouM akkayHTOM. Eciu Tkl mojo3peBaelib, 4TO TBOS aHKeTa Obljla B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKUPOBATh €€ W COOOIIUTh aIMHUHHCTPATOpaM pecypca 00 3TOM KaK MOXHO

cKopee;

2. HCHOHBSYﬁ Oe30IacHbIe BeG-caﬁTBI, B TOM YHUCJIC, MHTCPHCT-MAlra3MHOB U ITOUCKOBBIX CUCTCM;



3. Hcrnone3yil cioxHble W pasHble mapoiu. Takum oOpa3oM, eciau TeOs B3JIOMAaIOT, TO
3JI0YMBIIIJIEHHUKH TIOTY4aT JOCTYI TOJIBKO K OJJHOMY TBOEMY ITPO(UIIIO B CETH, @ HE KO BCEM;

4. Eciu Te0s B31IOMAIH, TO HEOOXOAMMO MPEAYIIPEAUTH BCEX CBOUX 3HAKOMBIX, KOTOPBIC T00ABIICHBI
y TeOs B IPY3bsiX, O TOM, YTO TeOsl B3JIOMAJIM M, BO3MOXKHO, OT TBOErO MMEHH OYJeT PacchliaThbCs
CIIaM | CCHUIKH Ha (DUITMHTOBBIC CAUTHI;

5. Ycranosu HaznexHbli napossb (PIN) Ha MOOMIBHBIN TenedoH;
6. OTKIII0YM cOXpaHEHHE Mapodisi B Opaysepe;

7. He oTkpeiBaii (aityipl U Ipyrye BIOKEHUS B MUChMaX, 1a)Ke €CJIU OHU MPHIILIA OT TBOUX JIPYy3eH.
Jlyurie yTOYHM y HUX, OTIIPABIISLIN JIM OHH TeOe 3TU (ailibl.

Hudposas penyrauus

[MudpoBast pemyTamuss - 5TO HEraTWBHAas WIM TO3UTHBHas uHGoOpManus B ceTd o Tele.
Komnpomerupyromass uHpopMmanusi, pa3MmellleHHas B HHTEPHETE, MOXET CEpbEe3HbIM 00pazom
OTpa3uThCA Ha TBOeH peanbHOU ku3HU. "LludpoBas pemyranusa" - 3TO TBOH UMUK, KOTOPBIN
dopmupyercst u3 nHGOopMaIK O TeOe B MUHTEPHETE.

TBoe MeCTO )KHUTENbCTBA, y4eObl, TBOE PHMHAHCOBOE MOJIOKEHNE, 0COOCHHOCTH XapaKTepa v paccKas3bl
0 OJIM3KUX - BCE ITO HAKAIUIMBACTCS B CETH.

MHorue noJpoCcTKH JETKOMbICIEHHO OTHOCATCS K IMyOauKauu JuuHoi nHdopmaruu B UnTepHere,
HE TIOHKMMasi BO3MOXKHBIX MTOCNIEACTBUI. Thl Jaxke HE CMOKEIIb 10TaaThCsl O TOM, 4TO doTorpadus,
pasMelleHHas S JeT Ha3aj, CTaja MIPUYMHON OTKa3a NpUHATH TeOs Ha paboTy.

KommenTapuu, pasmenienue tBoux (ororpaduili u apyrue nelcTBUS MOTYT HE MCUE3HYTh Jlaxe
1OCJI€ TOTO, KaK Thl MX yJanulllb. Thl He 3Haelllb, KTO COXPaHWJI 3Ty WH(OpMAIIHIO, TIOTaNa JIM OHA B
MIOHUCKOBBIE CUCTEMBI U COXPAaHWIACh JIX OHA, a [VIABHOE: YTO MOJYyMAIOT O Te€0e OKPYKAIOIIUE JIFOAH,
KOTOpbIe HalAyT M yBUAAT 3T0. HaiiTu nHpopmannio MHOTO JEeT CIYCTs CMOKET JII00OH - Kak U3
TOOpBIX MOOYXACHUN, TaK M C HAMEPEHUEM ITPUUUHUTH BPell. ITO MOXKET OBITH KTO YTOJHO.

OcHoOBHBIE COBETHI 0 3a1[UTe UM(PPOBOIi penmyTanuu:
1. Ilomymait, mpex e 4em 4To-To MyOJIMKOBATh U NepeaaBaTh y ce0s B 0J10Te UK B COLIMAIBHON CETH;

2. B Hactpoiikax npoduias yCTaHOBM OrpPaHHMYEHHUS Ha IMPOCMOTP TBOEro HPOPMIss H €ro
COJIEP’)KUMOT0, CIIeNIail €ro TOJIbKO "uist Ipy3en';

3. He pa3memniaii u He yka3bIBail HHPOPMAIIHUIO, KOTOPas MOYKET KOTO-TM00 OCKOPOJISATh UITH OOMKATh.
ABTOpCKOE MPaBo

CoBpeMeHHBIE IKOJIbHUKH - aKTUBHBIE IT0JIb30BaTENN HU(PPOBOro mpocTpancTBa. OIHAKO 1alIeKo He
BCE 3HAIOT, YTO IOJIb30BAaHHME MHOTMMH BO3MOXXHOCTSIMHU LH(poBOro mupa TpedyeTr coOIoaeHHs
[paB Ha UHTEIJIEKTYAIbHYI0 COOCTBEHHOCTD.

TepMuH "HHTEIUIEKTyallbHasi COOCTBEHHOCTB" OTHOCUTCS K pa3IMYHBIM TBOPEHHSIM YEIOBEYECKOTO
yMa, HauMHasi ¢ HOBBIX M300peTeHHil U 3HAaKOB, 0003HAYAIOIIUX COOCTBEHHOCTh HA MPOAYKTHI U
yCIOyrd, W 3aKaH4yuBass KHUTaMmd, (QoTorpadusMu, KUHOQWIBMAMHU U  MY3BIKQIbHBIMU
MIPOU3BEICHUSMHU.



ABTOpCKHME TIpaBa - 3TO MpaBa Ha MHTEUIEKTYaJIbHYI0 COOCTBEHHOCTh HAa NMPOU3BEACHUS HAyKH,
JUTEpaTYypbl M HCKYCCTBA. ABTOPCKHE IpaBa BBICTYNAIOT B KayeCTBE TapaHTHH TOTO, 4YTO
MHTEJUICKTYalIbHBIN/TBOPUECKUI TPyl aBTOpa HE OyAeT HalpacHbBIM, JacT €My CIpaBeAJIMBBIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3yJbTaTaX CBOEr0 TPYJa, MOIYYUTh M3BECTHOCTb M NPU3HAHME.
Huxkro 6e3 paspemieHuss aBTopa HE MOXKET BOCIIPOM3BOAMTH €r0 MPOU3BEIACHUE, PACIIPOCTPAHSITD,
nyOJIMYHO JIEMOHCTPUPOBaTh, NPOJABaTh, HMIIOPTUPOBATh, IIycKaTb B MPOKaT, MyOIUYHO
UCTIOJIHATH, IOKA3bIBATH/UCIIOIHATH B A(Hpe Wi pazmemiaTsh B IHTepHeTe.

Hcnonb3oBanue "muparckoro” mporpaMMHOro 00ecredeHusl MO>KET IPUBECTH K MHOTUM PUCKAM: OT
NOTEepPU JAHHBIX K TBOMM aKKayHTaM 0 OJOKMPOBKH TBOETO YCTPOMCTBA, TJE€ YCTaHOBJIECHA
HelnerajabHas nporpamma. He ctout Taxoke 3a0bIBaTh, YTO CYIIECTBYIOT JI€TallbHble U OeCIUIaTHbIE
IIPOrpaMMbl, KOTOPbIE MOXKHO HAUTHU B CETH.

O noprane
CeteBrn4OK.p¢ - TBOM ITIABHBIA COBETUUK B CETH. 3/1€Ch Thl MOXKEIIb Y3HATH O OE30ITIACHOCTH B CETH

IMOHATHBIM W JOCTYIIHBIM $S3BIKOM, 4 IIPU BO3HUKHOBCHUU KpHTquCKOﬁ CUuTyaunuun O6paTI/ITI)C$I 3a
COBETOM. A TaKxke INPUHATD YUIaCTHUC B KOHKYpPCaX U CTATb CAMbIM LII/I(l)pOBBIM Fpa)KI[aHI/IHOM!



